


Please Note:
This audit program is provided as an example and a reference tool to support the planning and execution of a pre-implementation audit for a procured information technology IT project or application. It should be customized based on the specific objectives, scope, and risk profile of the audit engagement. Users should exercise professional judgment in adapting the content to fit the unique requirements of their audit and should confer and obtain approval from their Chief Audit Executive on the audit program and procedures to be performed. While this program offers structured guidance, it should not be applied without consideration of the relevant operational internal controls and risks determined by preliminary audit work. 
This audit program was created using the third-party audit program practice aid published by the American Association of State Highway and Transportation Officials (AASHTO) as a foundational reference. The original material provided a valuable starting point in shaping the structure and content of this document. While the current version has been tailored to the specific needs and risk profile of Illinois State agencies, credit is given to the original work for its contribution to the development of this program.


Third Party System Development Review Implementation of a Procured or Commercial Off-the-Shelf Software
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Program Description

State of Illinois agencies are required (The Fiscal Control and Internal Auditing Act (FCIAA) [30 ILCS 10/2003(a)(3)]) to conduct system development reviews of major implementations of new information technology systems or major modifications to existing information technology systems to ensure appropriate controls exist within the system and ensure the needs of the users of the system are being addressed in the new system. Unlike other audits, these reviews are typically conducted throughout the development of the new system. The reason for conducting the review throughout the system's development is that it is less costly to make appropriate changes based on the input of Internal Audit as the system is being developed. 
Risk-based determination of which IT projects are deemed to be major implementations of new information technology systems or major modifications to existing information technology ensures audit resources are focused on the areas that pose the greatest threat to an organization’s operations, data security, and compliance obligations. By prioritizing high-risk systems, processes, and controls, auditors can identify and address vulnerabilities most likely to lead to adverse events or results. This approach increases the efficiency and effectiveness of the audit process, allowing organizations to proactively manage their risk exposure. Additionally, a risk-based audit aligns with industry standards and best practices, ensuring that limited audit efforts deliver maximum value and impact. Each internal audit office should implement written procedures that specify the process for determining whether a new information technology system or a change to an existing system should be reviewed by Internal Audit.  SIAAB has adopted risk-based guidance and an optional assessment tool that can be used to assist in making that decision. However, alternative guidance based on a combined score of impact, likelihood, inherent risk, control effectiveness, data sensitivity, regulatory requirements, and past audit findings or incidents can be found in various sources, including the Institute of Internal Auditors’ GTAGS, ISACA’s COBIT, and others. 
[bookmark: _Toc206298495]This sample audit program is a review of a system development project that pertains to the implementation of procured or third-party software. Third-party systems fall into two categories: a third party is procured to develop an entirely new system or to modify or configure commercial off-the-shelf (COTS) software to meet business needs. The most typical procurement path for an Information Technology (IT) solution is the Request for Proposal (RFP). Contracts awarded through RFPs are awarded to the responsible offeror whose proposal is determined to be the most advantageous for the business needs, taking into consideration both the price and the evaluation factors outlined in the RFP.
[bookmark: _Hlk54172316]When a system is developed by a third party, the focus shifts more toward protecting the agency or organization's data and needs, including the controls in place by the development team. The RFP defines all mandatory requirements. It is also pertinent that proper project planning and analysis are completed before system development work begins. For example, the auditor should verify that the system and the data are classified based on confidentiality, availability, and integrity; there must be proper governance for the system development, the project scope must be defined, the project schedule must be refined, resources must be planned, fit-gap analyses must be documented, etc. For successful system development, there should be a comprehensive plan for any additional infrastructure needs, and a data plan for the project (e.g., interfaced data, data conversion, and/or data archiving from a legacy system) should be in place. It is also important to determine where the data will be stored. Many third-party information technology solutions now utilize cloud storage for software and/or data. This introduces additional risks and considerations that must be taken into account before implementing the system, such as concerns regarding clear ownership and data protection. 
Throughout the project, governance checkpoints and management approvals are required for the project to progress to the next phase. Before the project can go into production, all testing and training must be completed and help documents and procedures must be in writing. These documents include procedures and instructions for using the system, as well as onboarding and offboarding processes. Additionally, a written disaster recovery plan must be in place for the system, outlining proper recovery time and recovery point objectives.
Note: During the planning, design, and implementation processes, the auditor should actively identify any security risks or confidential data that must be protected and either ensure those risks are addressed or bring the risks to management’s attention.
Statutes and Regulations
The Fiscal Control and Internal Auditing Act (FCIAA) [30 ILCS 10/2003(a)(3)] requires “reviews of the design of major new electronic data processing systems and major modifications of those systems before their installation to ensure the systems provide for adequate audit trails and accountability.” The area responsible for overseeing information technology should also have adopted policies and procedures that govern the management and execution of projects utilizing a procured developer or a COTS implementation. 


Scope and Objectives

The scope of this engagement includes a review of the controls over the development of an Information Technology system that pertains to the implementation of procured or third-party software, often referred to as a procured information technology solution or the implementation of commercial off-the-shelf (COTS) software.
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[bookmark: _Toc72326987][bookmark: _Toc223963615][bookmark: _Toc241749305]
Audit Program

Instructions for the auditor (delete once audit program is complete):
The auditor should customize this audit program based on the specific objectives, scope, and risk profile of the audit engagement. Not all the steps listed below are required for all audit engagements. Users should exercise professional judgment in adapting the content to fit the unique requirements of their audit and should confer and obtain approval from their Chief Audit Executive on the audit program and procedures to be performed. 
[bookmark: _Toc939927][bookmark: _Toc52378141][bookmark: _Toc223963616][bookmark: _Toc241749306]Determine if initial IT governance requirements were met.
Step 1: Obtain and inspect the Project Charter(s). A Project Charter defines the scope, participants, and objectives of a project. A Project Charter should contain, but is not limited to, the following elements: 
· Main Stakeholders (e.g., Project Sponsor, Project Manager, etc.)
· Contact Information
· Project Objective
· Business Need for the Project (reason for the project)
· Project Approach (build in-house by Agency personnel, buy, etc.)
· Project Benefits
· Deliverables
· Project Value Statement
· Value Assessment (scoring project against strategic alignment and measurable benefits)
· Project Estimates (hours, labor costs, etc.)
· Project Funding
· Major Risks and Issues
Step 2: Obtain the Business Requirements Document (BRD) and/or the mandatory and desirable requirements. Verify they have been completed and gain an understanding of relevant information. They should contain, but are not limited to, the following elements:
· Project Description (what the system needs to do)
· Project Business IT Requirements such as how the application tracks data and business processes, required features, and technical requirements (e.g., web-based, single sign-on, etc.)
· Reporting Requirements
· Audit Clause Requirements
· Security Requirements
· Go-live Readiness, Decision, and Hypercare
· Accessibility standards are clearly defined as a project deliverable. (Illinois Information Technology Accessibility Act (30 ILCS 587/ & DOJ final rule over 28 CFR Part 35). 
Step 3: A Requirements Traceability Matrix (RTM) is highly recommended for managing project requirements, but it is not formally required for all projects; its use depends on project complexity, regulatory needs, and methodology. If such a document exists, verify it has the following elements:
a. Confirm the RTM is accessible to all relevant stakeholders.
b. Ensure that 
· Each requirement (functional, non-functional, security, compliance) has a unique ID.
· Verify requirements are linked to corresponding design elements, test cases, and implementation artifacts.
· Traceability is maintained for forward, backward, or bidirectional linking.
c. Randomly select requirements and trace them through:
· Design → Implementation → Test Provisions.
· Test cases → Design → Original requirement.
· Verify that mappings are correct and consistent.
d. Verify that the RTM is updated in real time, reflecting the current progress of requirement implementation and testing (e.g., Pass/Fail/In Progress).*
e. Confirm that revisions or new requirements are properly reflected in the RTM with:
· Version control
· Change author, date, and approval signatures
· Impact analysis for dependent requirements
*Note: In traditional Waterfall projects, an RTM is more formal and structured due to the sequential nature of phases. In Agile projects, a “living” RTM may evolve, linking user stories and features to acceptance criteria for iterative development 
Obtain the Technical Requirements Document (TRD) and/or the Request for Proposal (RFP) mandatory and desirable requirements. Verify they have been completed and gain an understanding of relevant information. They should contain, but are not limited to, the following elements:
· Users (number of external users, number of internal users, estimated number of concurrent users)
· User Interface (browser-based, client-server, etc.)
· Storage Requirements
· Data – Initial GB, Incremental GB growth, frequency
· Objects – Initial number of objects, incremental object growth, frequency
· Anticipated number of daily transactions (including growth) and network capacity needs 
· Peak and off-peak performance requirements (transaction response time required)
· Interfaces with other applications/systems. This listing should include the purpose of the interface, to/from frequency, and type (online or batch)
· Recovery Time Objective
· Application availability requirement
· Application accessibility. The project must be accessible in accordance with Section 504 of the Rehabilitation Act of 1973 and the Illinois Information Technology Accessibility Act (P.A. 95-307, eff. 8-20-07). 
· Data Classification. For example:
· Official Use only
· Public
· Protected (PII, HIPAA, PCI, FTI)
Step 5: Obtain the Project Management Document Checklist[footnoteRef:2] or the Project File Manifest listing all required documentation for the project. This document serves as a checklist or audit trail to confirm that proper documentation and sign-offs are completed at each critical phase. Inspect and verify that a checklist has been used to identify and define the required project documentation. The required documents may include, but are not limited to: [2:  The Project Management Document Checklist is widely regarded as best practice by most project management standards. However, if such a checklist does not exist, the documents listed above should be included in any information technology project development or implementation. 
] 

· Project Charter
· Scope Document
· Communications Plan
· Project Schedule
· Context Level Diagram/Ecosystem diagram
· Detailed Requirements
· Data Conversion/Migration Plan
· Training Plan
· Test Plan User Docs/Help Screens/User Manual
· Final stakeholder approval prior to go-live
Step 6: Obtain and inspect data conversion, migration, and/or archiving plans. Verify they meet the business needs.
Step 7: Obtain and inspect kick-off meeting documentation. A project kickoff meeting helps to set expectations across the entire project. 
a. Verify communication methods between the vendor and the agency have been agreed upon.
b. Verify project timelines have been established.
c. Verify the project team was identified and key stakeholders were in attendance.
Step 8: Obtain a copy of the Governance Office’s or Steering Committee’s (or equivalent) approval and verify approval was given before development work began. 
[bookmark: _Toc52378142][bookmark: _Toc223963617][bookmark: _Toc241749307]Determine the effectiveness of controls over vendor contract management.
 Obtain and inspect a copy of the contract and the defined Statement of Work (SOW). 
a. Verify it was executed by both parties and that the scope of work was properly defined.
b. Verify the agreement has adequate provisions, including but not limited to:
· Training
· User guides and end-user documentation
· Technical support
· Issue/error troubleshooting
· Interface operations 
· Batch job scheduling and server maintenance
· User administration
· Security and audit log files (and access to the log files)
· Verify the contract includes a right to audit clause.
Step 1: Verify the contract specifies the project deliverables and deadlines.
Step 2: Verify that the contract includes a Service Level Agreement (SLA) that meets business needs.
Step 3: Verify the contract specifies that the data is owned by the agency.
Step 4: Verify the contract includes provisions guaranteeing access to the data upon termination, and ensure the data is in a usable format for the agency. Determine whether the agency has discussed end-of-life needs regarding the data and has taken them into consideration when drafting the contract language.  
Step 5: Verify accessibility standards are clearly defined as a project deliverable in accordance with current standards and laws. (Illinois Information Technology Accessibility Act (30 ILCS 587/ & DOJ final rule over 28 CFR Part 35).
Step 6: If the system data is hosted, verify the contract states who is hosting the data, where the data will reside, and that the data will reside in the USA. Additionally, verify that the agency has a contract with the party hosting the data.
Step 7: Confirm the contract includes provisions stating that the State owns the source code, or, if applicable, that a Source Code Escrow Agreement, other contractual language, or a legal opinion is in place to ensure business continuity.
Step 8: Determine whether the party under contract with the Department/Agency will be considered a service provider (also known as a service organization). If so, verify that the contract requires the service provider to provide an annual SOC 2 Type II and/or SOC 1 Type II report for the contracted services. 
Step 9: If the data and/or source code are stored on a cloud computing platform (such as Amazon Web Services (AWS), Microsoft Azure, Oracle Cloud, etc.), confirm that the contract requires an annual SOC 2 Type 2 report for the cloud platform. 
Step 10: If the agreement specifies authorized licenses, inquire and document corresponding policies and procedures to ensure compliance with the licensing provisions as follows:
a. Obtain and inspect documentation verifying compliance with the licensing provisions.
b. Compare licensing documentation with system requirements docs and verify licensing variables (i.e., number of users) are in line with pre-defined system requirements.
c. Compare licensing documentation with business requirements (i.e., functionality, system response time, support response times, data recovery times, up-time, maintenance windows for planned downtime, etc.) and verify licensing variables are in line with pre-defined business requirements.
Step 11: Verify that the vendor’s response to the RFP specifies how the vendor will meet the requirements and that the deliverables stated in the contract align with those defined in the RFP.
[bookmark: _Toc52378143][bookmark: _Toc223963618][bookmark: _Toc241749308]Determine the adequacy of third-party Service Organization Controls.
This Objective applies if the vendor is deemed to be a service provider.
Step 1: Obtain a copy of the Service Organization Controls SOC 2 Type II report. If the application affects financial reporting, also obtain a SOC 1 Type II report. 
Step 2: Verify the SOC 2 report includes the relevant Trust Services Criteria (TSC). 
Step 3: Inspect the vendor's internal controls report and verify it is current within the last 12 months.
Step 4: Verify management has reviewed the applicable SOC report(s) and documented the review(s). Obtain and review management’s review documentation. Verify the review covers:
1. The Independent Service Auditor’s Opinion.
2. Deviations, if any, in the report, and
i. Verify the organization has assessed whether any deviations could impact its control environment.
ii. Verify that any identified deficiencies relevant to the agency’s control environment have been remediated to the agency’s satisfaction.
3. Complementary user entity controls and whether the Organization has these controls in place, and whether the controls are operating effectively.
4. Complementary subservice organizational controls, whether the service provider has these controls in place, and whether the controls are operating effectively.
Step 5: [bookmark: _Toc52378145]Review the list of Data Centers (DC) and ensure there are no foreign DCs. 
Step 6: If a SOC report is not available
1. Meet with the Chief Internal Auditor to discuss steps to take to meet the audit objectives of reviewing the SOC report. These may include:
i.  Creating alternate procedures.
ii. Determining if the entity that cannot provide a SOC report is compliant with frameworks such as ISO 27001, PCI DSS, HIPAA, GDPR, NIST CSF, and FedRAMP that would meet the audit objectives. 
iii. When a SOC 1 report is unavailable, auditors must carefully evaluate whether any information in an available SOC 2 report could fill assurance gaps.  However, because SOC 1 reports address the needs of a financial statement audit and SOC 2 reports provide assurance over trust service criteria, additional procedures may be required.
[bookmark: _Toc223963619][bookmark: _Toc241749309][bookmark: _Toc939949]Determine adequacy of project monitoring controls
Step 1: Obtain the Communications Plan, verify it has been completed, contains all critical information, and has been properly approved. The critical information includes, but is not limited to:
a. Stakeholder identification
b. Information to share (e.g., standup meetings, progress updates, testing outcomes, deployment schedules, risk/issue reports, etc.)
c. Communication methods and channels (e.g., written reports, email, Meeting minutes, MS Teams, collaboration tools, etc.)
d. Frequency and timing
e. Roles and responsibilities 
Step 2: Obtain the project schedule, verify it has been completed, contains all critical information, and has been properly approved. The critical information includes, but is not limited to:
a. Project tasks
b. Testing and training
c. Major tasks and milestones
d. Start dates and end dates
e. Overall project milestones on a timeline
f. Team members and resources needed to complete tasks
Step 3: Obtain the Context Level Diagram, Ecosystem Diagram, and/or Architectural Diagram. Verify it has been completed, contains all critical information, and has been properly approved. The critical information includes, but is not limited to:
a. System components or modules
b. External systems, dependencies, and interfaces
c. Data storage and databases
d. Data flows
e. Environments or platforms
f. Security boundaries
g. High-level system inputs and outputs
Step 4: Obtain the Data Conversion/Migration Plan, verify it has been completed, contains all critical information, and has been properly approved. The critical information includes, but is not limited to:
a. Purpose and scope
b. Data inventory/source assessment
c. Mapping and conversion strategy
d. Tools and technologies 
e. Environment and infrastructure (dev, test, prod, etc.)
f. Testing and validation
g. Required sign-offs
h. Backup and rollback plan
i. Security and compliance
j. Risk management
k. Roles and responsibilities
l. Schedule and timeline
m. Post conversion/migration activities
n. Documentation and compliance (audit trail)
Step 5: Obtain the Training Plan, verify it has been completed, contains all critical information, and has been properly approved. The critical information includes, but is not limited to:
a. Purpose and objectives
b. User groups who need training
c. Roles and responsibilities
d. Training methods and formats
e. Training schedule and logistics
f. Training materials
g. Trainers and responsibilities
Step 6: Obtain the Test Plan, verify it has been completed, contains all critical information, and has been properly approved. Verify it ensures that all team members understand their roles and responsibilities. The critical information includes, but is not limited to:
a.  Purpose and objectives
b. Scope of testing
c. What will be tested (features, modules, interfaces, data flows, etc.)
d. Test types and levels (unit testing, integration testing, system testing, UAT, regression testing, security testing, etc.)
e. Test approach/strategy (manual/automatic, tools/frameworks used, entry and exit criteria)
f. Test schedule and milestones
g. Test deliverables (test cases and scripts, test summary reports, defect logs, etc.)
h. Roles and responsibilities
i. Any assumptions and constraints
j. Defect management process
k. Test exit criteria (% cases passed, no high-severity defects remaining, etc.)
l. Appropriate approval and sign-off (for example, business owner, sponsor, project manager)
[bookmark: _Toc241749310][bookmark: _Toc52378146]Determine whether the business owner is involved in the system design process.
1. Review documentation and attend a sample of selected demos of general design meetings and user interface (screen layout) discussions to capture the business flow for a story or set of stories. Determine if the business owner was involved in developing design specifications.  
Obtain evidence that the proposed system design and all changes thereto have been discussed with and agreed upon by the business/product owner.
Through inquiry and inspection of design documents, determine whether the proposed design meets the user's expectations as documented in the Business Requirements document and/or the Statement of Work. 
[bookmark: _Toc223963620][bookmark: _Toc241749311]Determine the effectiveness of controls over User Acceptance Testing (UAT).
Step 1: Obtain copies of test scenarios and determine if all relevant aspects of the system will be tested, including, but not limited to:
· Data entry
· Editing/validation
· Calculations
· Bug reporting and bug correction
· Workflow
· Reports and Printing
· Interfaces
· Required functionality
Step 2: Review test conditions, data, files, and test results. Verify all affected business areas were included in UAT. 
Step 3: Review the evaluation of the test results and verify all critical and high-priority issues have been remediated and retested. Obtain the business owner’s acceptance of any remaining bugs that may not have been resolved prior to go-live.
Step 4: Based upon the adequacy of the testing performed above (by the end user), consider performing independent testing. 
Step 5: Obtain a copy of the User Acceptance Testing (UAT) sign-off document, which contains the testing results.
Step 6: If the system has a public-facing aspect, verify additional pilot testing was conducted by personnel trained to work with individuals and/or advocacy groups specializing in the care of individuals with specialized needs. 
[bookmark: _Toc52378147][bookmark: _Toc223963621][bookmark: _Toc241749312][bookmark: _Toc939951]Determine compliance with project deliverable procedures.
Step 1: Through inspection of the documentation, determine whether the solution is complete, including basic workflow, alternate paths, acceptance criteria, and business rules, and whether they were presented in the demo.
Step 2: Attend the demo and obtain a copy of the Product Owner's sign-off.
Step 3: Verify all unresolved bugs have been reviewed and discussed. 
Step 4: Obtain a copy of the Chief Information Officer's sign-off for deployment.
Step 5: Verify the system/application has undergone Accessibility Testing and meets the requirements of the contract and the law. Determine if accessibility to accommodate diverse user populations, including those with disabilities and limited English proficiency, was included.
Step 6: Verify the vendor and the agency have taken appropriate action to remediate any deficiencies identified during accessibility testing.
[bookmark: _Toc52378148][bookmark: _Toc223963622][bookmark: _Toc241749313]Determine the adequacy of user training and technical support training.
Review whether end-user training materials were necessary. If necessary, obtain copies of the most recent or updated user reference guides (online or manual copies, or integrated) and do the following:
Step 1: Confirm business end-user and IT training was conducted (i.e., meeting request, training agenda, training documentation, user guide, help documentation, training sign-in sheet) and includes the following:
· Execution of key/relevant system functions
· Report generation
· Menu operations
Step 2: If applicable, confirm user security training was conducted. For example, this may include a review to determine whether training was provided to end users, whether a formal turnover of the function to the product owner was completed, and whether the product owner was trained in how to add users, roles, and permissions.
Step 3: Verify the training was conducted and documentation was distributed to end users in a timely manner before User Acceptance Testing and application implementation.
Step 4: Verify IT training (for all roles – DBA, SA, help desk) includes the following:
· Issue/error troubleshooting
· Interface operations
· Batch job scheduling
· User administration
[bookmark: _Toc939952]If end-user training materials were not necessary, obtain an explanation regarding why.
Step 5: Verify all deliverables specified in the contract have been met.
[bookmark: _Toc52378149][bookmark: _Toc223963623][bookmark: _Toc241749314]Determine if technical and operational procedures are in place.
Step 1: Obtain end-user manuals or help screens provided to end users.
Step 2: Verify the documentation addresses relevant aspects of the application's functionality.
Step 3: Determine how the user manuals or help screens are made available to end users, and verify that access is limited to authorized users.
[bookmark: _Toc52378150][bookmark: _Toc223963624][bookmark: _Toc241749315][bookmark: _Toc939938]Determine the adequacy of controls over Disaster Recovery.
Disaster Recovery (DR) is a complex process in which business and technology units work together to restore a system after a disruptive event. The business unit is responsible for communicating a system’s importance through uptime and restoration needs. This should be formally documented in a Business Impact Analysis (BIA). Typically, a system consists of three parts: the application, data storage, and hardware and network devices. The BIA should clearly or visually record all these components along with their Recovery Time Objective (RTO), Recovery Point Objective (RPO), and Maximum Tolerable Downtime (MTD). MTD = RTO + Work Recovery Time (WRT)
[image: This timeline illustrates key disaster‑recovery terms. The Recovery Point Objective (RPO) is the period from normal operations until the point when a disaster occurs. The Maximum Tolerable Downtime (MTD) is the total time from the disaster until production is fully restored. MTD includes the Recovery Time Objective (RTO), the time from the disaster until systems are recovered, and the Work Recovery Time (WRT), the time from recovery until production resumes.]
Disaster Recovery Timeline showing the sequence from normal operations to disaster to resuming production.
Obtain a copy of the BIA and ISCP or comparable documents.
Step 1: Verify a disaster recovery plan exists for the solution. Verify the Agency has started the process for completion of an Agency-specific Information System Contingency Plan (ISCP) containing, if applicable, but not limited to:
a. Communication plan on how communication with the vendor will be managed.
b. Agency personnel roles and responsibilities.
c. List of state-managed interfaces, priority order, and backup procedures.
Step 2: Verify software, hardware, network components, and interfaces are determined and documented. Verify dependencies are clearly noted.
Step 3: Verify that criticality and priority are determined and documented to be consistent with the business needs.
Step 4: Verify Recovery Time Objective (RTO) is determined and documented to be consistent with the business needs.
Step 5: Verify Recovery Point Objective (RPO) is determined and documented to be consistent with business needs.
Step 6: Verify Maximum Tolerable Downtime (MTD) is determined and documented to be consistent with the business needs.
Step 7: Verify that data can be restored from backups in the event of cybersecurity threats, human error, or hardware or system failures.  Verify the backup schedule is adequate and aligns with the system’s defined Maximum Tolerable Downtime (MTD), ensuring backups are performed frequently enough to support required recovery timeframes. Confirm that backup locations include secure offsite storage.
Step 8: Verify that backups include at least one offline or otherwise protected copy that cannot be altered by ransomware. Confirm that this copy is secured against unauthorized changes.
[bookmark: _Toc52378152][bookmark: _Toc223963625][bookmark: _Toc241749316]Determine whether user access controls were adequately addressed.
Before the system is put into production:
Step 1: Inspect system reports to identify and document users with security administration rights.
Step 2: Verify the system administrator and their duties are defined.
Step 3: Verify users with security administration rights do not also have ‘superuser’ rights and do not have the ability to initiate financial transactions.
Step 4: Determine how access rights are controlled (by application or by other means). 
Step 5: Through inquiry and inspection of design documentation (such as an access control matrix), document the basis for assigning access rights.
Step 6: Verify access rights to the application were assigned based upon clearly defined roles, profiles, templates, or other methods.
Step 7: Through inquiry and inspection of design documentation, determine there are varying levels of permissions (e.g., inquiry only, add/delete, update) assigned for different types of transactions.
Step 8: Verify the access rights provide proper segregation of duties.
Step 9: Verify a process for adding and removing user access rights has been documented, and there are plans for periodic reviews and a removal process in place for users who should not have access.
Step 10: Determine the authentication method (e.g., passwords, multifactor authentication). 
a. Verify it is adequate based on statutory mandates and agency policies. 
b. Are password policies enforced (e.g., complexity, expiration, how passwords are displayed when typed, etc.)
[bookmark: _Toc939940][bookmark: _Toc52378153][bookmark: _Toc223963626][bookmark: _Toc241749317]Determine whether data integrity controls were adequately addressed.
Step 1: Through inquiry and inspection of documentation, verify the application will produce and maintain security logs. Based on system categorization, the security log should audit the following actions at a minimum:
· System logins and logoffs
· Change password
· All system admin commands
· Actions from a privileged command such as “RUNAS” or “sudo”
· Creation or modification of superuser groups
· Clearing the log
· Start-up and shut-down functions
· Change of file or user permissions
Step 2: Verify the log file record contains enough information to determine:
· Type of events occurred
· When the event occurred
· Where the event occurred
· The source of the event
· The outcome of the event
· The identity of subjects associated with the event
Step 3: Verify there is a process in place to monitor security logs[footnoteRef:3] and is documented to include security logs for failed login attempts, logins outside of business hours, logins by employees who should no longer have access, etc. [3: 2 This document distinguishes between two types of audit logs: security logs and transaction logs. Refer to the glossary available on SIAAB website for additional details.] 

Step 4: Verify the user accounts are locked after a maximum number of invalid or unsuccessful login attempts. 
Step 5: Through inquiry and inspection of documentation, verify that the application will produce and maintain separate transaction logs2.
Step 6: Verify there is a process in place to monitor transaction logs and that this process is documented, if applicable.
[bookmark: _Toc52378155][bookmark: _Toc223963627][bookmark: _Toc241749318][bookmark: _Toc939953]Determine the efficiency of controls protecting confidential data.
Step 1: Determine through inspection of documentation (such as System Security Plan) if confidential data exists in the system. If the system contains confidential data, obtain assurance that such data is adequately protected, including:
a. Through interviews and documentation review, identify the sensitivity of the data related to the application and any associated confidentiality requirements (statutory mandates, agency policy, etc.) for data incorporated into the application being developed.
b. Through interviews and documentation review, identify controls to protect data in transit (over trusted and untrusted networks) and at rest. 
c. Verify controls identified are commensurate with confidentiality requirements.
d. Verify the existence of the controls identified. 
e. Verify backups have similar safeguard procedures and controls as the system data.
Step 2. For a hosted solution, verify the host organization does not have the ability to see confidential data in the clear (data is encrypted). If technical control is not possible, confirm strict administrative controls are in place, holding the host organization accountable for data confidentiality and privacy.
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