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Acceptance Criteria:
Refers to a set of predefined requirements that must be met in order to mark a user story complete.  (ISACA.org)
Acceptance Testing:
Formal testing conducted to determine whether or not a system satisfies its acceptance criteria and to enable the customer to determine whether or not to accept the system. (ISACA.org)
Access Control Matrix:
A table in which each row represents a subject, each column represents an object, and each entry is the set of access rights for that subject to that object. (NIST.gov)
Access Rights:
The permission or privileges granted to users, programs, or workstations to create, change, delete, or view data and files within a system, as defined by rules established by data owners and the information security policy. (ISACA.org)
Accessibility Standards:
Accessibility standards are guidelines and technical requirements designed to ensure that digital content, technologies, and environments can be used by people with a wide range of disabilities. (oxford-review.com) 
Application Availability Requirement:
Defines the expected amount of time a software application must remain operational and accessible to users. (IBM.com)
Audit Trail:
A chronological record that examines the sequence of activities leading to a specific operation, procedure, or event in a security-relevant transaction. These records document system, application, and user activities, acting as a technical control to ensure accountability, security, and forensic evidence. (NIST.gov)
Batch Job:
[bookmark: _Hlk74233614][bookmark: branching]A batch job is a scheduled program that is assigned to run on a computer without further user interaction. Batch jobs are often queued up during working hours, then executed during the evening or weekend when the computer is idle. Once the batch job is submitted, the job enters a queue where it waits until the system is ready to process the job. If the job queue contains many jobs waiting to be processed, the system processes the jobs either in chronological order or by priority. Batch jobs are frequently used to automate tasks that need to be performed on a regular basis, like payroll, but don’t necessarily need to occur during the day or require an employee to interact with the system. Jobs that happen on a regular basis are incorporated into batch schedules. (IBM.com)
Bug:
[bookmark: _Hlk74233559]A software bug is a problem causing a program to crash or produce invalid output. The problem is caused by insufficient or erroneous logic. A bug can be an error, mistake, defect, or fault, which may cause failure or deviation from expected results. Most bugs are due to human errors in the source code or its design. A program is said to be buggy when it contains a large number of bugs, which affect program functionality and cause incorrect results. (techopedia.com)
Business Continuity (BC):
A business level of readiness to maintain critical functions after an emergency or disruption. (vmware.com)
Business Impact Analysis (BIA):
Process of analyzing operational functions and the effect that a disruption might have on them. (NIST.gov)
Business Requirements:
Describes the needs of the organization as a whole (not that of groups or stakeholders within it). This category of requirements defines the value of a solution for the enterprise/organization, the solution that will be implemented by the project. They are usually described during the Initiation process group, though the origin is usually before this stage. As these requirements represent the essence - the raison d'être - of the project, it is strongly suggested to follow a robust methodology to describe these requirements. These requirements feed directly into the Project Charter. (PMI.org)
Business Requirements Document:
Offers an overview of what a business does and why it needs the project deliverable to be undertaken. It outlines the business solutions for project requirements that are necessary for the project to deliver value and becomes the foundation of the project’s life cycle. (projectmanager.com)
Complementary User Entity Controls (CUECs):
Also known as User Control Considerations (UCCs), controls that the vendor relies on the user entity (the organization) to implement in order to achieve the vendor’s control objectives. (venminder.com)
Data Archiving:
The process of moving data that is no longer actively used to a separate storage device for long-term retention. Archive data consists of older data that remains important to the organization or must be retained for future reference or regulatory compliance reasons. Data archives are indexed and have search capabilities, so files can be located and retrieved. (TechTarget.com).
Data at Rest:
Data at rest is data that is not actively moving through network or system channels. See also “Data in Transit”.
Data at rest is data currently in storage, typically on a computer's or server's hard disk. Data at rest contrasts with data in transit — also called data in motion — which is the state of data as it travels from one place to another. It also contrasts with data in use — data loaded into memory and actively in use by a software program.
Type -> Where does the data live?
Data at rest -> Storage
Data in transit -> Traveling over networks
Data in use -> Memory
(cloudflare.com)
Data Confidentiality:
Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. (nist.gov)
Data Conversion:
The process of transforming data from one format to another so that it is compatible with the target system, application, or storage method. (astera.com)
Data in Transit (=Data in Motion):
Data in Transit refers to data that is actively moving from one location to another, such as across the internet, through a private network, or within a device between memory and storage. This includes data traveling between computers, servers, or other devices. (cloudflare.com)
Data Integrity:
The property that data has not been altered in an unauthorized manner. Data integrity covers data in storage, during processing, and while in transit; Guarding against improper modification, and includes ensuring information non-repudiation and authenticity. (NIST.gov)
Data Migration:
The process of transferring data from one storage system or computing environment to another. (IBM.com)
Hypercare:
A temporary period of heightened support and monitoring following the launch or implementation of a new product, system, or process.  (keevee.com)
Information System Contingency Plan (ISCP):
Management policy and procedures designed to maintain or restore business operations, including computer operations, possibly at an alternate location, in the event of emergencies, system failures, or disasters. (NIST.gov)
Interface:
[bookmark: _Hlk210226874]A shared boundary across components, humans, services, hardware, or software that needs or exchanges information or data. Either the term “interface” or “connection” may be used to describe this boundary. (isaca.org)
Legacy System:
Outdated computer software, equipment, hardware, or technology that is still used in daily operations. These systems lack support, maintenance, and future development. Examples include older operating systems like Windows XP, Windows Vista, and Windows 7. While the legacy system may still be functional, it often hinders the organization’s ability to stay competitive in the market due to its limitations. (avendata.com)
An outdated computer system. (isaca.org)
Mandatory and Desirable Requirements:
In an RFP, mandatory requirements are must-have criteria that all bidders must meet, while desirable requirements are preferred attributes that enhance evaluation. (doit.illinois.gov)
Maximum Tolerable Downtime (MTD):
The amount of time a mission/business process can be disrupted without causing significant harm to the organization’s mission. (NIST.gov).  
MTD consists of two elements, the Recovery Time Objective (RTO) and the Work Recovery Time (WRT). MTD = RTO + WRT.  (bedelsecurity.com)
Multifactor authentication (MFA): 
Multifactor Authentication (MFA) is a security mechanism that requires users to provide two or more independent verification factors to gain access to a system, application, or resource. It significantly increases security by combining something the user:
· Knows (e.g., password or PIN)
· Has (e.g., smartphone, security token, smartcard)
· Is (e.g., fingerprint, facial recognition, retina scan)
(techtarget.com)
Non-repudiation: 
Protection against an individual who falsely denies having performed a certain action and provides the capability to determine whether an individual took a certain action, such as creating information, sending a message, approving information, or receiving a message. (NIST.gov)
Project Charter:
A document issued by the project initiator or sponsor that formally authorizes the existence of a project and provides the project manager with the authority to apply organizational resources to project activities. (PMI.org)
Project File Manifest:
A document or a structured list that details all the files associated with a project. It serves as a comprehensive inventory of every file that the project uses, creates, or depends upon. (medium.com)
Project Management Document Checklist:
Structured list of key documents that should be created, reviewed, and maintained throughout the project lifecycle. It helps ensure that project deliverables are properly documented, approved, and compliant with organizational standards, methodologies, or regulations. (pmitools.net)
Recovery Point Objective (RPO):
The RPO represents the point in time, prior to a disruption or system outage, to which mission/business process data can be recovered (given the most recent backup copy of the data) after an outage. I.e., the point in time to which data must be recovered after an outage. (NIST.gov)
Recovery Time Objective (RTO):
The overall length of time an information system’s components can be in the recovery phase before negatively impacting the organization’s mission or mission/business processes. (NIST.gov)
Requirements Traceability Matrix or Requirements Traceability:
A document that maps and traces user requirements with test cases. (project-management.com)
A record of the relationships between requirements and related requirements, implementations and verifications. (ISACA.org)
Response Time:
In the context of computer technology, the elapsed time between an inquiry on a system and the response to that inquiry. Used as a measurement of system performance, response time may refer to service requests in a variety of technologies. Low response times may be critical to successful computing. (techopedia.com)
RunAs:
The RunAs command lets you run a program from a command prompt using the credentials of another user account. (microsoft.com)
Security Log:
Security logs are logs that track user authentication attempts and security device logs that record possible attacks. (NIST.gov).
For the purposes of this document, a security log is defined as a record of account information such as successful and failed authentication attempts, account changes (e.g., account creation and deletion, account privilege assignment), and use of privileges. In addition to identifying security events such as brute force password guessing and escalation of privileges, it can be used to identify who has used the application and when each person has used it. (NIST.gov) 
Segregation/Separation of Duties (SoD):
A basic internal control that prevents or detects errors and irregularities by assigning to separate individuals the responsibility for initiating and recording transactions and for the custody of assets. Scope Notes: Segregation/separation of duties is commonly used in large IT organizations so that no single person is in a position to introduce fraudulent or malicious code without detection. (ISACA.org)
Sensitive Data:
Sensitive data defines any information that requires protection from unauthorized access, disclosure, or misuse due to its potential to cause harm to individuals, organizations, or national interests. This category includes a wide range of information that, if compromised, could lead to identity theft, financial fraud, competitive disadvantage, or privacy violations. (Proofpoint.com)
Service Level Agreement (SLA):
An agreement, preferably documented, between a service provider and the customer(s)/user(s) that defines minimum performance targets for a service and how they will be measured. (ISACA.org)
SOC 1 Report: 
SOC 1 is an examination of controls at a service organization that is likely to be relevant to user entities’ internal control over financial reporting. SOC 1 reports are specifically intended to meet the needs of entities that use service organizations (user entities) and the CPAs that audit the user entities’ financial statements (user auditors), in evaluating the effect of the controls at the service organization on the user entities’ financial statements. (aicpa.org)

The SOC 1 report type designation defines the methodology and time period covered by the service auditor’s examination. The two types offer fundamentally different levels of assurance regarding the service organization’s control environment. 
Type 1: Type 1 Reports provide assurance regarding the fairness of the service organization’s system description and the suitability of the design of the controls. The assessment is conducted at a specific point in time, often defined as a single date. Type 1 report does not test the operating effectiveness of the controls. It confirms the service organization has a system designed to work but does not confirm that the system was consistently followed throughout a period. User entities often accept a Type 1 report initially when a new service is launched or when a vendor is undergoing its first SOC examination.
Type 2: A Type 2 report provides a significantly higher level of assurance than a Type 1 report. This examination includes the fairness of the description and the suitability of the design, just like a Type 1. However, the Type 2 report also includes the auditor’s opinion on the operating effectiveness of the controls. This effectiveness is tested over a specified period, typically spanning six to twelve months. The auditor performs detailed transaction testing and sampling to confirm that the controls were consistently applied and operated as intended throughout the entire period.
(legalclarity.org)

SOC 2 Report:
Reports that provide detailed information and assurance about the controls at a service organization relevant to security, availability, and processing integrity of the systems the service organization uses to process users’ data and the confidentiality and privacy of the information processed by these systems. (aicpa.org)
The SOC 2 report type designation defines the methodology and time period covered by the service auditor’s examination. The two types offer fundamentally different levels of assurance regarding the service organization’s control environment. For Type 1 and Type 2, see the definition of SOC 1 Report Types above.

Source Code Escrow or Escrow Agreement:
Source code escrow is a type of "middleman agreement" between software providers and customers to ensure that software applications and platforms are maintained regardless of any changes that may happen to the vendor. It involves the vendor sharing the source code with an escrow agent. (techopedia.com)
Statement of Work (SOW):
A document that describes the purpose of the project. It contains a list of tasks explained in detail, covering topics such as timeline, resources, special requirements, expected outcomes, project team, etc. (instituteprojectmanagement.com)
Sudo:
The sudo command allows you to run programs with the security privileges of another user (by default, as the superuser). (kb.iu.edu)
Superuser:
A user who is authorized (and therefore, trusted) to perform security-relevant functions that ordinary users are not authorized to perform. (NIST.gov)
A superuser is a user account with elevated privileges, often full administrative access to a system, application, or database. The term is commonly used in IT and cybersecurity contexts to describe someone who can:
· Install or remove software
· Modify system settings
· Access all data and user accounts
· Bypass security controls or permissions
System Administrator (SA):
An individual responsible for the installation and maintenance of an information system, providing effective information system utilization, adequate security parameters, and sound implementation of established Information Assurance policy and procedures. (NIST.gov)
System Security Plan (SSP):
A formal document that provides an overview of the security requirements for an information system and describes the security controls in place or planned for meeting those requirements. (NIST.gov)
Test Plan:
A document that outlines the specific steps to be performed for a particular test, including necessary logistical items and the expected outcome or response for each step. (NIST.gov)
Transaction Log:
Log that records all transactions and the database modifications made by each transaction. (learn.microsoft.com).
A manual or automated log of all updates to data files and databases (isaca.org)
Trust Services Criteria (TSC) - SOC 2 Report:
The Trust Services Criteria (TSC) are five categories that define the scope and requirements for the SOC 2 audit. The five TSC categories are:
1. Security. Required for all SOC 2 reports. Security is the baseline requirement for SOC 2 compliance and ensures that systems are protected against unauthorized access and data breaches.
2. Availability. Availability means ensuring information and systems are operational and accessible to authorized users when needed. 
3. Processing Integrity. Processing Integrity ensures that system operations are complete, valid, accurate, timely, and authorized.
4. Confidentiality.  Confidentiality pertains to protecting sensitive information from unauthorized access and disclosure.
5. Privacy. Privacy focuses on proper collection, use, retention, disclosure, and disposal of personal information in accordance with relevant privacy regulations.
(soc2compliance.net)
Trusted Network:
A network that is within the security boundary and is controlled by the organization. It is under the organization's management and is assumed to be protected by appropriate security controls. (fossbytes.com)
Untrusted Networks:
A network that is situated outside the security perimeter and control of the network administrator. (fossbytes.com)
User Acceptance Testing (UAT):
Software testing where the software is tested in real-world scenarios by end-users to ensure it meets their requirements and functions as expected. Unlike other forms of testing, UAT focuses on validating the software's user-friendliness, functionality, and performance from the user's perspective. UAT ensures that the software meets business requirements and is ready for deployment by validating its functionality in a real-world environment. (geeksforgeeks.org)
A type of functional testing that validates the results of the development phase where software is tested by the intended audience or business representative (from Stanford University) (ISACA.org)
Work Recovery Time (WRT):
The maximum amount of time needed to verify the system and/or data integrity. (CMS.gov)
Activities during WRT include:
· Re-enter lost transactions
· Validate data
· Run tests
· Confirm that links, apps, and reports work
(quickcybersecuritystudy.com)
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