
Navigating cybersecurity in 2025: trends, 
controls and mitigating attacks

October 21, 2025



Welcome and introduction

Peter Tsengas, CISA, CISM
Baker Tilly - Public Sector IT Risk Advisory 

Director

P: +1 (703) 827 9350

E: peter.tsengas@bakertilly.com



Agenda

• What is happening

• Internal and external cyber risks

• Benefits of cybersecurity frameworks

• Key takeaways



What is happening



5

Some of the latest headlines

How communication helps state, local governments prevent and mitigate cyberattacks | Rave Mobile Safety, 05/2022

https://www.ravemobilesafety.com/blog/communication-helps-state-local-governments-prevent-mitigate-cyberattacks/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Some of the latest headlines (cont.)

Sources:

Illinois Human Services Breach Compromises Data of 1M

February phishing campaign compromised Illinois health data, department says | StateScoop

https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://statescoop.com/illinois-health-dept-phishing-data-cyberattack/
https://statescoop.com/illinois-health-dept-phishing-data-cyberattack/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Biggest cyber risks

TO P 5

Ransomware

Remember 

Colonial Pipeline 

in 2021?

Supply chain

Vendor access to 

key systems

Internet of things (IoT) 

& industrial control 

systems (ICS)

New systems introduce 

new problems and risk

Outdated software

Many governments still 

have old “crusty” software

Phishing & social 

engineering

People are the 

weakest link



Internal and external cyber risks
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Internal cyber risks
H O W  I S  Y O U R  I T  T E AM  M AN AG I N G  Y O U R  I N T E R N AL C Y B E R  R I S K S ?

Malicious 
insiders

Software 
development

Network 
security

Vulnerability 
management

User 
authentication

Data 
protection

Technical 
debt

Privileged 
accounts

End-user 
training
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External cyber risks
H O W  I S  Y O U R  I T  T E AM  M AN AG I N G  Y O U R  E X T E R N AL C Y B E R  R I S K S ?

Nation states
Advanced 
persistent 

threats

Social 
engineering

Supply chain 
risk

Ransomware
System 

integrations

Cloud 
services

Malware
Identity and 

access 
management



Benefits of cybersecurity frameworks
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Implementing cybersecurity frameworks and standards offer organizations 
numerous benefits:

Cybersecurity frameworks provide a structured approach to managing 
cyber risks, making it easier for organizations to identify vulnerabilities, 
establish strong security measures and develop response plans.

Benefits of cybersecurity frameworks

1. Improved security posture 5. Improved communication

2. Reduced risk 6. Cost-effective security

3. Enhanced compliance 7. Operational efficiency

4. Increased customer trust 8. Continuous improvement
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Cybersecurity frameworks to know

Payment Card Industry Data 
Security Standard (PCI DSS)

System and Organization 
Controls (SOC) 2®

Cybersecurity Maturity Model 
Certification (CMMC)

National Institute of Standards 
and Technology (NIST), 

including 800-53, 800-171 and 
the Cybersecurity Framework 

(CSF) 2.0



Key takeaways
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Key takeaways

Collaboration and 
information sharing

Securing operations 
technology

Employee training 
and awareness

Importance of proactive 
cybersecurity measures

Incident response 
planning



Q&A
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