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ABOUT SOC
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• Systems & Organization Controls Report

• Established by the AICPA (American Institute of Certified 

Public Accountants)

• SSAE No. 18 (Statement on Standards for Attestation 

Engagement)



WHAT IS A SOC REPORT?

IN GENERAL
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A SOC report is an independent audit report 
performed by a certified public accountant. The 
report attests to the existence of a company’s 
controls, policies and procedures, and their 
operating effectiveness.

BASICALLY
the report should tell you if your vendor has a 
good base of controls in place to safeguard your 
data, and whether those safeguards are actually 
working.



REASONS TO COMMISSION REPORT
CUSTOMER DEMAND
Protecting customer data from 

malicious activities is important. A 

SOC report proves your due 

diligence to your customers

COST-EFFECTIVENESS
Audit costs are high. But, in 2021, the 

average data breach cost $4.2 

million. And that figure will just keep 

going up. A SOC audit helps to avoid 

these security breaches.

COMPETITIVE ADVANTAGE

Having a SOC report gives your 

organization an edge over 

competitors that don’t.

PEACE OF MIND

Performing a SOC audit ensures your 

security posture for your systems and 

networks.
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REGULATORY COMPLIANCE
SOCs requirements overlap with 

other frameworks, including the 

HIPAA and ISO 27001, so attaining 

certification can speed your 

organization’s overall compliance 

efforts.

VALUE
A SOC report provides insights into 

your risk and security posture, 

vendor management, internal 

controls governance, regulatory 

oversight, and more.



VALUE TO CUSTOMERS

VERIFY CONTROLS

Controls in place have been checked 

to be valid for the classification of 

data held by the vendor

CONFIRM EFFECTIVENESS

Auditors conduct tests of controls for 

effectiveness and list any exceptions 

discovered along with a response 

detailing how the organization plans 

to mitigate

INDEPENDENT OPINION

Auditors are an independent third 

party offering an experienced 

opinion on the organization’s control 

profile

DETERMINE COMPLIANCE

Ability to compare Organization 

controls against contractual 

obligations
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KINDS OF SOC REPORTS

• SOC 1 – Internal controls over financial reporting

• SOC2 – Internal controls over information systems

• SOC3 – A short, non-proprietary version of SOC2
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TYPES OF SOC REPORTS

Type I – Describes a service organization's 
systems and whether the design of 
specified controls meet the relevant trust 
principles. 

Type II – Addresses the operational 
effectiveness of the specified 
controls over a period of time 
(usually 6 to 12 months). 



STEPS TO COMPLETE SOC REPORT
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1. Engage with auditor

2. Classify your data

3. Determine controls

4. Write DOS (Description of Service)

5. Validate controls

This is a type I SOC Report
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STEPS TO COMPLETE SOC REPORT

6. Auditors test controls
7. Final opinion written

This is a type II SOC Report



AUDITOR OPINIONS

QUALIFIED
Controls mostly abide by the standards, but fall short in a few areas

ADVERSE
The service organization materially failed one or more of the standards

NO OPINION
Not enough details given to form an opinion
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UNQUALIFIED
Controls are described in a fair and accurate manner and operate effectively



PARTS OF SOC REPORT

SECTION 1: INDEPENDENT SERVICE AUDITOR’S REPORT

This section highlights whether or not the service organization “passed” the 

assessment, and contains the Auditor’s final opinion
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PARTS OF SOC REPORT
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SECTION 2: MANAGEMENT’S ASSERTION

Vendor management assertion that the controls stated in the description 

were designed, implemented and operated effectively throughout the 

specified reporting period
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PARTS OF SOC REPORT

SECTION 3: DESCRIPTION OF SERVICES
Organizations write their own descriptions, and it serves as an overview of 

their systems and controls
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PARTS OF SOC REPORT
SECTION 3 (CONTINUED): COMPLEMENTARY USER 
ENTITY CONTROLS
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PARTS OF SOC REPORT
SECTION 3 (CONTINUED): COMPLEMENTARY 
SUBSERVICE ORGANIZATION CONTROLS
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PARTS OF SOC REPORT
SECTION 4: TEST OF CONTROLS

All auditor tests of controls and the results
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PARTS OF SOC REPORT
SECTION 5: OTHER INFORMATION (OPTIONAL)
Any other additional information relevant to the audit. This section is not 

verified by the auditor 



SOC REPORT IN REVIEW

AUDITOR’S OPINION

• Quick assessment

EXCEPTIONS

• Impact on your organization?
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COMPLEMENTARY USER 
ENTITY CONTROLS

• In place at your organization?

COMPLEMENTARY SUBSERVICE 
ORGANIZATION CONTROLS

• What does the vendor expect from their 

subservice providers



BRIDGE/GAP LETTER

• Assertion by the service organization that its controls 
are still in place and operating effectively while 
waiting for the next audit report

• Not signed by the service auditor 
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SUMMARY

• Documents the service organization’s controls, policies 

and procedures in a narrative which details not only what 

they are, but how they interact. 

• They are checked for adequacy and effectiveness by a 

knowledgeable, experienced and accredited 

professional, independent third party

• Replacement for the survey that typically constitutes the 

initial phase of a vendor risk assessment
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THANK YOU
Heath Peek

217-606-9920

Heath.peek@illinois.gov

doit.illinois.gov/
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