














A. Reimagine the global
operating model

B. Build and continuously
evolve agile, secure, and
scalable technologies

C. Cultivate a data-driven
culture

[}. Aslmagine the Marth
American eparational
madel

A Elevate custormear
experience with MCEL
products and services

B, Embed new |PRF
updates intt naw and
existing product

A. Expand Professional
Audience

B. Elevate the
membership experiences
and value proposition

C. Improve awareness of
the profession among
students

A. Support affiliates and
engage global orgs to
promote internal audit’s
value globally

B. Advance laws and
regulations to establish
internal audit as an
indispensable governance
component in the US

C. Advance laws and
regulations to establish
internal audit asan
indispensable governance
component in Canada

D. Strengthen the role of
1A in the global corporate
governance ecosystem

A. Ensure accessibility of
certification for current &
future internal auditors
rlobally

B. Reimagine the
Certified Internal Auditor
Designation

A. Reimagine the IPPF to
advance the profession
globally

B. Establish internal audit
as a tech-savvy
profession and desirable
career choice

C. Embrace the principles
of diversity, equity &
inclusion

D.Create a
comprehensive &
integrated vision of the
profession’s future

E. Growing pipeline into
the profession (supply &
demand)






North American
Pulse of Internal Audit ™ The Institute of

Internal Auditors
Benchmarks for Internal Audit Leaders .













0 10 20 30 40 50 60 70 80 90
: i m 2023
[ Cybersecurity and data security | 2029
[Human capital, diversity and talent management '
Macroeconomic and geopolitical uncertainty
~ Changes in laws and regulations
|_Digital disruption, new technology and Aﬂ
IClimate change and environmental sustainability] T ——.

Business continuity, crisis management and. . .
Supply chain, outsourcing and 'nth' party risk
| Financial, liquidity and insolvency risks
Organisational governance and corporate reporting
o r Organisational culture I
| Fraud, bribery and the criminal exploitation of.
Communications, reputation and stakeholder..
Health, safety and security "—————
Mergers and acquisitions










Coordinated September releases for global roll out

Deliverables: Regional report + Board briefing deck + global
Infographic covering all reports

Robust methodology: Survey + focus groups + interviews

Africa, Asia Pacific, Europe, Latin America, Middle East/Arab
States, and North America

|ﬁ ) Affiliates receive real-time raw data from the survey and a complete
data set for their country




Top 5 risk areas on which internal audit spends the most time and effort

Cybersecurity and data
security

Digital disruption, new
technology, and Al

Business continuity,
operational resilience,

crisis management, and..

Human capital, diversity,
and talent management
and retention

Climate change,
biodiversity, and

environmental...

-10%

(2023 vs. 2026)

Risk Level Top 5 - Global Internal Audit Effort Top 5 - Global

10%

30%

Cybersecurity and data
security

Digital disruption, new
technology, and Al

Business continuity,

= 2026 Top 5 Risk c‘:_l;?;ar:::::lggenﬂﬁnxh = 2026 Top 5 Audit Effort
isi : . .
m2023 Top 5 Risk m 2023 Top 5 Audit Effort
Change in laws and
regulations

Human capital, diversity,
and talent management
and retention

0% 20% 40% 60% 80%
50% 70%



Risks Expected to See Biggest Increase Digital Disruption and Climate Change

2023 2026
67% +20
s x +20
5%
)
39%
vy -
Cybersecurity Digital disruption Human Business Climate change

capital/DEI continuity









Russian National Arrested & Charged with
Conspiring to Commit LockBit
Ransomeware Attacks Against U.S. and iy BEUTERS

=

Foreign Businesses U.S. Dept. of Justice

Cyber attack crashes school
exam platform in Greece L R

Brazilian Cybercriminals Recently Targeted

e rd
Portuguese Bank Customers, Report Says " < Record

Dutch Watchdog Looking Into
Alleged Tesla Data Breach &=
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Citi transforms critical internal audit with
machine learning, NLP and Al IEEE

ChatGPT Shows Human-Surpassing Microsoft to launch new version of ChatGPT,

Creativity, Study Finds e will solve privacy concerns
Bill Gates says ChatGPT will ‘change our world” but it

doest’t mean your job is at risk FORTUNE



OpenAl says 80% of workers could see their jobs impacted by Al.
These are the jobs most affected:
Humans identified 15 Al identified 86 occupations
occupations as fully exposed as fully exposed

e Mathematicians

Tax Preparers | Accountants &Auditors_

Financial Quantitative Analysts * Reporters, and_ Journalists |

Writers & Authors * Legal Secretaries and Admin
Assistants

« Climate Change Policy Analysts

« Clinical Data Managers

« Mathematicians

Web & Digital Interface Designers



r

.






% wll













PRESENCE OF HOTLINE PROGRAM

3% 3% 1% 3%
3%

All North America Europe Middle East Asia Pacific Africa

No program Program being considered I don’t know

Latin America
and the Caribbean
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Staff

$50,000 or less 6%
$50,001 to $75,000
75,001 to $100,000
$100,001 to $125,000
$125,001 to $150,000 59%

More than $150,000 I 2%

16%

Manager Director
2% I 1%
30% 8% 4%
41% 23% 14%
! 35% 13%
21% 23%
11%

CAE
3%
P
13%
18%
17%
" 45% 48%
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Global Internal Audit Standards Milestones

2021

Research and benchmarking as input for
revisions to framework and standard-
sefting process.

2022

Outreach and engagement to receive input from
broad variety of stakeholders. Revisions and
development of new Standards.

2023: Q1 -Q3

Translation and release of draft for 90 days
of public comment. Analysis and disposition
of results.

2023: Q4

Approval of final draft. Translations begin.

K

2024: Q1

Target publication dates:
» Digital— January

o Print - March

2024

Updated Quality Assessment manual in Q1. New
IA instructor-led training and updated learning
library in Q1. Updated Intemal Audit Practitioner
exam to be ready in Q3.

2025

New Standards become effective 12 months
from the release date.

2025

Updated CIA Exam and study materials
expected to be available March or later.









Than ou!

We asked. You responded.
With vour help, we will elevate the impact of internal auditing.
The public comment period closed (for all languages) on June 26.

The survey respondents submitted almost
Total Completed Surveys:

Countries & Territories: on specific areas.

This is an average of about
12 specific comments per person.




Level of Agreement Among Respondents

Overall Structure

Introduction

Glossary

Domain I. Purpose of Internal Auditing

Domain Il. Ethics & Professionalism

Domain lll. Governing the Internal Audit Function
Domain IV. Managing the Internal Audit Function

Domain V. Performing Internal Audit Services

® Strongly Agree + Agree

Neutral

Strongly Disagree + Disagree

10% 11%

12% 6%

13% 9%

1% 12%

11% 12%

12% 16%

12% 10%

13% 12%












consulting services
engagement opinion

{ internal audit activity
purpose, authority, responsibility

policies and procedures
(internal audit)

advisory services
engagement conclusion
internal audit function
internal audit mandate

methodologies

board

control processes
fraud

internal auditing
risk appetite
should

assurance finding
competency engagement
planning
condition engagement
supervisor
criteria impact
effect inherent risk

integrity

internal audit
manual

internal audit plan

likelihood

may

public sector

residual risk

results of intermal
audit services

risk and control
matrix

risk assessment

risk tolerance

root cause

senior management

stakeholder

workpapers







1.1 Honesty and 2.1 Individual
Courage Qbjectivity

2.2 Safeguarding
Objectivity

2.3 Disclosing
fmpairments to
Objectivity

3.1 Competency

3.2 Continuing
Professional
Development

4.1 Conformance
with Global
Internal Audit
Standards™

5.1 Use of
Information

5.2 Protection of
Infarmation



7.1 Organizational Independence 8.1 Board Interaction

6.1 Internal Audit Mandate

7.2 Chief Audit Executive Roles

7.3 Safeguards to Independence 8.4 External Quality Assessment



i 10.1 Financial Resource
92 Internal Audlt Management

Strategy

10.2 Human Resource
Management

9.5 Internal Audit Plan

11.1 Building Relationships
and Communicating with
Stakeholders

11.2 Effeclive
Communication

11.3 Communicating
Resulls

11.4 Errors and Omissions

12.3 Ensuring and

- Improving Engagement
11.5 Communicating the Performance

Acceptance of Risks



13.1 Engagement Communication

13.2 Engagement Risk Assessment

13.3 Engagement Objectives and Scope

13.4 Evaluation Criteria

13.5 Engagement Resources

13.6 Work Program

14.1 Gathering Information for Analysis and
Evaluation

14.2 Analyses and Potential Engagement
Findings

14.3 Evaluation of Findings

14.4 Recommendations and Action Plans

14.5 Developing Engagement Conclusions

14.6 Documenting Engagements

15.1 Final Engagement
Communication

15.2 Confirming the Implementation of
Action Plans



International Professional
Practices Framework

Implementation Guidance



International Professional
Practices Framework

Implementation Guidance



* Requirements when providing
Topical assurance on the topics
P ) » Applicable for a specific audit topic
Reqm rements or engagement

Defined » Covering aspects of Governance,
Risk Management and Controls

2023 2024



Survey Responses to Questions about Topical Requirements

Overall Support for Adding Topical Support by region for Including Topical
Requirements Requirements in the IPPF
No At | ,
17% rica 8%
Asia Pacific - 14%
Latin America o
(and Caribbean) 15%
Not sure Middle East
21%
Yes Europe 258,
62%
North America 28%
All 21%

n=1611
Yes Notsure No

n=1605



Support for Proposed Topics

No
15%

Not
sure
17%

Survey Responses to Questions about Topical Requirements

n=1611

Support for Proposed Group of Topics for Topical

Africa

Yes Latin America
68% (and Caribbean)

Asia Pacific
Middle East
Europe

North America

All

Requirements by Region

5% gﬂ

23%

23%

'Yes Notsure =No

n = 1605



- I Internal Audit
~ Practitioner
-~

Exam « No changes before July 2024

* No changes before March 2025
* More information to come late in 2023

Transition period

* Information about changes will be communicated -
at least 1 year in advance Certification in Risk Management Assurance*®

* In-process candidates will receive detailed
information with time to select a path and e Not affected; remains the same
complete it

Study materials — CIA Learning System
* Not before March 2025






Integrated Approaches
to Internal Auditing
Supplemental Gudance | Hraclice Gu.

Auditing Network
and Communications
Management

Supplemental Guidance | Cractice Guide

‘. The Institute of
& Internal Auditors
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Pulse of Internal Audit
*Released: March 2023

Increase Your Data Analytics
ROI: Action Steps for IA
Leaders

*Releasing: June 2023
*With Grant Thornton

Privacy and Data Protection
*Releasing Q3/Q4 2023

*With Crowe

Building A Best-In-Class
Whistleblower Hotline Program

*Released: May 2023
*With ACFE

Risk in Focus Global Reports

*Releasing Sept. 2023
+5 regional reports
*With llA regional bodies and Audit Board

f‘-% ¥

L I

Talent Pipeline

*Releasing Q3/Q4 2023
*Seeking sponsor

Supporting Diversity, Equity,
and Inclusion from the Inside
Out

*Released: May 2023
*With Deloitte

IT Audit Benchmarking Survey

*Releasing Oct. 2023
*With Protiviti

Expanding the Internal Audit



Deloitte. & s oo
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uity, and Inclusion ( |
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piversity, EQ \uable Rale in Creating | N ‘ II
internal Audits el Driving an Inclusive Culture: |
of Belonging Internal Augits Role in I

Recruiting, Retaining, and ||
Developing Diverse Talent 1



& FOUNDATION Grant Thorngey,



The Power of Data Analytics

of internal audit teams have prioritized analytics through dedicated
analytic resources andfor training.

reported that analytics and automation add value to internal audit. Value is
reported across all sizes of internal audit teams.

Top 3 Areas for Adding Value Through Data Analytics
« Internal controls evaluation
« Fraud detection

» Compliance monitoring

Common Inhibitors of

Opportunities to Increase Value
Analytics Progress PP










Purpose:

To uncover additional
opportunities for internal
auditors to contribute to
their organizations’ data

privacy and protection

program

Data Collection:

Conduct focus groups
with CAEs, consultants,
and privacy professionals
from various
organizations and
industries

Deliverable:

Written report (final article
of the series)












TH  INIVERSITY of  ORTHCAROLINA



