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SYNOPSIS

o Internal auditing in Illinois is not
adequately supported or used to attain
effective and efficient management of
State agencies.

o Only 8 percent of-the State's internal
audit units are in full compliance
with the Internal Auditing Act.

—iii-



INTRODUCTION

To help ensure effective systems of internal controls, pro-
mote efficient State government operations, and provide agency
management with the information necessary to effectively oversee
agency operations, the General Assembly passed the Internal
Auditing Act in 1967. The Act requires certain State agencies to
establish internal audit programs and sets out specific internal
audit staffing, reporting, planning, and performance require-
ments. ‘

During two recent audit cycles, the Office of the Auditor
General reported 96 compliance audit findings involving State
agencies' programs of internal audits. In Fiscal Years 1984 and
1985, the Auditor General reported over 2,000 compliance audit
findings concerning internal controls, irregularities, inadequate
accounting systems, and excessive levels of inventory. Many of
the problems leading to these findings could have been promptly
identified and corrected by effective programs of internal
auditing.

Recognizing that the State's internal audit programs were
not fulfilling the General Assembly's intent, the Legislative
Audit Commission, on April 9, 1987, adopted Resolution Number 78
(Appendix A) which directed the Auditor General to conduct a
management audit of the State's programs of internal auditing to
determine:

1) whether the programs were effective, complied
with the Internal Auditing Act, and met profes-
sional standards;

2) whether personnel, resources, and training pro-
vided acceptable audit coverage and quality; and

3) whether findings and recommendations were imple-
mented and followed up.

CONCLUSIONS

Most internal audit programs do not comply with the
requirements of the Internal Auditing Act and internal audit
coverage is inadequate to achieve effective and efficient
management of State agencies.

0 Reporting and coordinating structures are inadequate.,

O Agency managers misunderstand and do not properly use
the internal audit function.

o Uniform professional audit standards have not been
adopted.
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o Chief internal auditor qualifications and staff
training are inadequate.

o The number of full-time internal auditors‘is
insufficient.

BACKGROURD

In the private sector, where profit is the bottom line,
internal auditing is an established, valued function. Private
sector managers recognize that internal auditing is an invaluable
management tool needed to improve efficiency, safeguard corporate
assets, and effectively control operations.

In the public sector, however, the profit motive is absent
and an agency director's success is generally measured more in
terms of the success of programs administered and not in dollars
saved. As a result, public managers make less use of the skills
and services of the intermal auditor. However, while the cost
savings provided by auditors in the public sector may be less
visible than those in the private sector, in 1987 the U.S.
General Accounting Office reported achieving $59 in financial
benefits for every audit dollar spent.

For internal auditing to be truly effective, the agency
director must trust the internal auditor and both must share a
mutual commitment to improving agency operations. In government,
there has been an attempt to make the internal auditor both a
whistle blower and a management resource. We believe that this
dual role is contradictory and undermines the trust and loyalty
necessary for an effective manager-auditor relationship.

Furthermore, the chief internal auditor must report directly
to the agency director to ensure that audit findings are commun-
icated fully to the director and not altered or kept from the
director entirely. Without a direct reporting relationship, the
director cannot be certain that all potential deficiencies and
barriers to agency operations are being brought to his or her
atternition.

In this audit we examined the operations of 50 agencies'
internal audit units and tested their compliance with the re-
quirements of the Internal Auditing Act and auditing standards.

A

PROGRAMS OF INTERNAL AUDITIRG
The State lacks a mechanism which ensures that all agencies

which are large enough to benefit from an internal audit program
actually establish one. The Internal Auditing Act requires 16
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agencies to establish internal audit programs and allows the
Governor to designate additional agencies under his jurisdiction.
The Governor has required 30 additional agencies to have internal
auditors. However, seven of the State's 27 departments subject
to the "Civil Administrative Code" are not required to have
internal auditing. ‘These seven agencies spent over $510 million
in Fiscal Year 1987.

Approximately 100 other State agencies, boards, and commis-
sions do not have any internal aundit program. wWhile many of
these agencies are not large enough to justify a full-time
internal audit program, they would benefit from internal audit
services. ‘

MATTERS FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to consider amending paragraph
136.1 of the Internal Auditing Act to:

o Require all departments subject to "The Civil
Administrative Code of Illinois" to establish
internal audit programs which comply with the
requirements of the Intermnal Auditing Act;

o Require other large, "non-code" agencies such as
the Toll Highway Authority and the Housing
Development Authority to become subject to the
Act:; and ’ ‘

o Make provisions for the Legislative Audit
Commission to recommend for the Governor's
consideration any other agencies which should be
designated to have internal auditing. (Pages 7-
10,)

The General Assembly may also wish to consider amending
paragraph 136.1 of the Internal Auditing Act to establish an
office under the Governor ("Governor's Chief Internal Auditor")
to provide internal a&audit services for those agencies and
departments under the Governor which are not required to have
their own internal audit programs and to interact with the
advisory audit . board. (Page 12) [Establishment of the advisory
board is recommended elsewhere in this report.] :

COMPLIANCE WITH THE INTERNAL AUDITING ACT ' "

Only four internal audit units fully complied with the re-
gquirements of the Internal Auditing Act. Two agencies which
were required to have internal audit programs had no internal
auditors. The following are examples of noncompliance found in
the remaining 46 agencies:
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o 40 internal audit units did not complete all
statutorily required audits;

o 14 chief internal auditors did not report directly to
their agency's chief executive officer;

o 12 chief internal auditors performed operational
duties which decreased the time they had available
to perform audits and impaired their independence;

o 7 internal audit units did not meet the. Act's
requirements for developing an annual audit plan;
and

o 2 chief internal auditors did not meet the qual-
ifications stated in the Act when they were
hired. (Pages 15 - 25.)

Throughout the audit report we make recommendations that the
agency directors take the actions necessary to correct these
deficiencies.

MATTER FOR CONSIDERATION BY THE GERERAL ASSEMBLY

The General Assembly may wish to amend the Internal Auditing
Act to include a provision requiring that directors certify that
their internal audit units have prepared and followed a two-
year audit plan, that the agency has adequate internal cOntrols,
and that they have complied with the provisions specified in the
Internal Auditing Act. (Page 24.)

Audit Coverage

The Internal Auditing Act requires internal audits of account-
ing'and administrative controls every two years. The Act re-~
quires .the performance of other types of audits and reviews, but
not within a specific time frame. Test audits of expenditures,
obligations, receipts, and grant monitoring should be conducted
within a specific time frame to ensure a tlmely rev;ew of agency
operations.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to revise the Internal Auditing
Act to require that audits on a test basis of expenditures, obli-
gations, receipts, and grants be conducted within a two-year time
frame. The General Assembly may also wish to revise the Internal
Auditing Act to reflect the need to plan audits within a two-year
time frame. (Page 22.)
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Auditor Qualifications

The qualifications for chief internal auditors specified in
the Internal Auditing Act may not be adequate to ensure optimum
audit proficiency. The Act allows a certified public accountant,
who may have little or no experience in government, management,
or auditing, to serve as a chief internal auditor. Because
governmental auditing is a very specialized field réquiring more
than an understanding of financial ‘accounting, a certified public
accountant with 1little or no government experience may not
possess the proficiency necessary to effectively Serve as a chief
internal auditor. . _ -

The Act also does not recognize all the professional designa-
tions and academic disciplines which might be valid in promoting
audit proficiency. Governmental auditing standards recognize
that a variety of experience and professional proficiency is
necessary to adequately address governmental audit issues.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to revise paragraph 136.2 of the
Internal Auditing Act to make the requirements for the position
of chief internal auditor more responsive to current governmental
auditing requirements. An amendment might include such language
as:

"The chief executive officer of any State agency with a
full-time program of intermal auditing shall appoint a
chief internal auditor with appropriate certification:
Certified Public Accountant, Certified Internal Auditor, or
appropriate academic degrees, and five years of managerial,

governmental and auditing experience; or seven years
egperlence in government, management, and auditing". (Pages
18, 19.)

Auditor Responsibilities

Although the Act requires chief internal auditors to be free
from operational duties which would impair their independence, it
does not mention internal audit staff. It is as important for
the internal audit staff to be free from operational duties as it
is for the chief internal auditor. Performing managerial and
operatlonal activities reduces internal auditor objectivity in
reviewing agency operations and limits the time staff has for
internal auditing.

~viii-



MATTER FOR CONSIDERATION BY THE GENERAIL ASSEMBLY

The General Assembly may wish to revise the Internal Auditing
Act so that the chief internal auditor and his or her staff are
free of all operational duties. Currently, the Act stipulates
only that "the chief internal auditor. . . shall be free of all
operational duties which would impair the auditor's ability to
make independent reviews of all aspects of the agency's
operations."” (Pages 16, 17.)

PROFESSIONAL STANDARDS

State internal auditors do not consistently follow profes-
sional auditing standards. Audit standards provide criteria and
guidance beyond that contained in the statutes to help auditors
effectively conduct internal audits.

Thirty-two of the fifty State agencies with internal audit
functions did not meet one or more of the standards for inde-
pendence, professional proficiency, and fieldwork. Training was
insufficient for continued professional development, and peer
reviews, in which the quality of each unit's work and work
products are evaluated by other internal auditors, were not
conducted.

We ' judgmentally sampled and reviewed audits and supporting
work for 141 audits at 48 agencies and found numerous violations
of generally accepted auditing standards. These exceptions
included such deficiencies as: 1) audit conclusions were not
supported by working papers; 2) audit programs lacked written
sampling plans and methodologies; 3) audit programs and work
plans were not approved or completed; 4) working papers were not
identified, reviewed, or indexed; and 5) audit findings and
recommendations were not followed up.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to consider creating an advisory
audit board comprised of State agency chief internal auditors to
interact with the "Governor's Chief Internal Auditor."” The
audit advisory board could:

o recommend a uniform set of professional auditing
standards and ethics for use by State internal
audit units, ‘.

o facilitate training by acting as a clearinghouse
for information on training opportunities, and

o coordinate peer review activities. (Pages 30-32.)
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RESOURCES

Agency directors are responsible for ensuring. that their
internal audit units receive sufficient management support and
sufficient resources to fulfill programmatic and statutory
mandates. Although effective internal audit programs are the
result of both quantitative and qualitative factors, internal
audit program effectiveness largely depends upon the adequacy of
resources allocated to the audit function and management’s
willingness to use internal auditing to improve the efficiency
and effectiveness of agency operations. .

Over the past five years, an average of seven hundredths of
one percent (.0007) of agency budgets was allocated to internal
auditing (at the 27 agencies where data was available). In
addition, 63 percent of these internal audit units had a decrease
in their share of the agency budget over the five-year period.

Agency directors, chief internal auditors, our special
assistant auditors, and our statistical model concurred that more
internal auditors are needed. These four sources estimated that
from 41 to 58 percent more internal auditors are needed. (Pages
35 - 39.)

AGENCY RESPONSES

Sixteen of the fifty agencies covered by this audit submitted
written comments. We received additional comments from the
Office of the Governor and the State Internal Audit Managers, a
representative group of internal auditors concerned with internal
audit matters within Illinois State government.

The State Internal Audit Managers concurred with our "Matters
for Consideration by the General Assembly." The Governor's
Office "concurred, concurred in principle, or concurred with
qualifications, explanations, or alternative suggestions to six
of the seven Matters fox Consideration. The Governor's Office
did not support the concept of establishing an audit office
directly under the Governor but instead indicated that such an
office should be located in the Department of Central Management
Services.

In general, agencies concurred with our four agency
recommendations and our seven "Matters for Consideration by the
General Assenmbly," except that five agencies indicated that
requiring the chief internal auditor to administratively report
to someone other than the agency director did not constitute
improper reporting, and two agencies, the Department of
Employment Security and the Department of Conservation indicated
existing offices (such as the Department of Central Management
Services) could be used to coordinate internal auditing. The
Department of Conservation also felt that only "major" internal
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control systems should require an audit every two years, ang that
line managers, rather than agency directors, should certify to

the adequacy of internal controls.

Appendix E of this report lists individual agencies and their
compliance with major provisions of the Internal Auditing Act.
It also shows that 7 of the 50 agencies listed disagreed with one
or more classification of noncompliance. We believe, however,
that ‘our classifications of noncompliance remain valid. (See
Appendix I for full texts of all responses received.)

ROBERT G. CRONSON, Auditor General

RYR: jw
May 1988
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CHAPTER I

INTRODUCTION

On April 9, 1987, the Legislative Audit Commission adopted
Resolution Number 78 directing the Auditor General to conduct a
management audit of the State's programs of internal auditing.
(See Appendix A for Resolution.) The Resolution directed the
Auditor General to determine:

1. Whether policies, procedures, and practices of agency
programs of internal auditing comply with stdtutes and
meet professional standards for quality, £fieldwork,
reporting, and ethics;

2. Whether internal audit personnel, resources, and
training provide acceptable audit coverage and
quality;

3. Whether internal audit programs are effective; and

4. Whether findings and recommendations are implemented
and followed up.

BACKGROUND

Internal auditing in 1Illinois' State agencies was first
statutorily required in 1967. 1In the 20 years sincé the first
Internal Auditing Act (Ill. Rev. Stat. 1987, ch. 127, par. 136.1
et seqg.) was enacted, the development of full-time programs of
internal auditing within State agencies has progressed. Internal
audit recommendations have resulted in monetary savings, improved
internal controls, and improved operations. Despite the internal
auditors' many contributions to improved agency operations,
however, serious problems confront Illinois' programs of internal
auditing.

The Legislative Audit Commission recognized that there were
problems with internal auditing. When adopting Resolution 78,
they cited 96 Auditor General compliance audit findings for 36
different State agencies over two recent audit cycles. The
resolution, 1in addressing the types of findings reported,
recognized that virtually every facet of the internal audit
function was involved. The Commission also noted that an
improved internal audit function might have significantly reduced
the number of other compliance audit findings in Fiscal Years
1584 (1,043) and 1985 (1,003) and strengthened agency management.
These findings concerned internal controls, irregularities,
inadequate accounting systems, and excessive levels of inventory.



The results of this audit demonstrate that most internal
audit units do not comply with the requirements of the Internal
Auditing Act. Internal audit coverage is inadequate to achieve
effective and efficient management of State agencies. We
attribute these problems to the following conditions: :

1. Reporting and coordinating structures are inadequate;

2. Agency managers misunderstand and do not properly use
the internal audit function;

3. Uniform professional audit standards have not been
adopted; .

4. The number of full-time auditors is insufficient; and

5. Chief Internal Auditor qualifications and staff
training are inadeguate. ‘

The solutions to most of these problems are not complicated.
Overall, Illinois has a reasonable Internal Auditing Act and a
sound internal audit structure. Some changes to both, however,
would improve the State's programs of internal auditing.

A more complicated matter is obtaining maximum benefit from an
internal audit function once it has been established at an
agency. This necessarily involves trust between the agency
director and auditor and a mutual commitment to improving
operations.

In the private sector this is usually not a problem.
Internal auditing is normally integrated high into the company
structure and supported by top management because it 1is cost

effective and contributes to profits. In government, where the
profit motive is absent, the benefits of internal auditing are
not as well understood. We believe, however, that once

recommended changes are made, greater understanding and use of
internal auditing in Illinois will follow.

CONTEMPORARY INTERNAL AUDITING

The function of internal auditing is to provide management
with an independent appraisal of the organization's operations
and controls. The internal audit unit also helps management
effectively discharge its duties and responsibilities by
providing analyses, appraisals, recommendations, counsel, and
information on the activities reviewed. Internal auditors
determine that accounting and administrative controls are
functioning properly, policies and procedures are followed,
established standards are met, resources are used efficiently,
and the organization's objectives are being achieved.



Fraud, abuse, and other improprieties are sometimes
discovered during the internal review process. The organization
must, therefore, ensure a channel of open communication between
the internal auditor and the chief executive officer so that any
illegal conduct is immediately brought to the highest attention.

It is important that management ensure that audit direction is
meaningful and that audit results are acted upon. Also, to
facilitate the role of the internal audit unit and to maximize
its utility, management must provide the necessary degree of
support.

The role of the internal auditor is very different from that
of the external auditor. While the internal auditor's sole
responsibility is to management, the external auditor's
responsibility is to wusers who are often outside the
organization. ’

- Internal Auditing in Government

Internal auditing has its origins in the private sector where

management's main concern is profit. In government, a manager's
success is not usually determined by such readily measurable
terms. When some form of "bottom line" criterion is used to

measure performance, it is frequently a goal such as dollars
expended per client, improved educational achievement, a
reduction in the crime rate, or better health care for the
elderly. :

Historically, government has placed more emphasis on its
seérvice functions than on the efficient and effective use of
available resources. While there is some push for government to
behave in a more businesslike manner, it is not at all clear that
this has been the primary focus of public administrators.
Private sector managers generally give their internal audit units
autonomy, support, and organizational status because they believe
internal auditing will enhance profits. In the public sector,
however, many administrators view internal auditing as a drain on
already scarce resources. Internal auditing, though, normally
generates more in savings than it costs. This is true for
government as well as business. On June 10, 1981, for example,
the General Accounting Office (GAO) testified before the
Subcommittee on Intergovernmental Relations and Human Resources
that the Offices of Inspector General reported seven dollars
saved for every dollar spent on audits and investigations. In
his 1987 Annual Report, the Comptroller General of the United
States reported that GAO had "identified $59 in financial
benefits for each dollar of GAO's budget spent.” -

A further problem in government is that there has been an
attempt to make the internal auditor both a whistle blower and a
management resource. At the federal level and in some states,
internal audit reports are made public and the internal auditor
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has responsibilities to people outside the agency. These two
roles are contradictory and, to the extent they are imposed on
the same person, the effectiveness of each is diminished. A
manager is not likely to develop a close working relationship
with an internal auditor who has the responsibility of
broadcasting his or her deficiencies to the public.

Internal Auditing in Illinois

At the close of fieldwork in January 1988, 48 State agencies
employed 208 internal auditors and two agencies .relied on
contractors for their internal auditing. Two other agencies were
required to have internal audit programs but had not established
them. Each internal audit unit functions independently under the
direction of its agency's chief executive officer (or a
designee). There is no mandate for external reporting that
diminishes the management-team concept of internal auditing.

We found the Act to be reasonable in its requirements. It
places responsibility on management for the adequacy of internal
controls and the direction of the internal audit unit. It places
responsibility on internal auditors for conducting audit and
review activities in a professional manner. At the conclusion of
fieldwork, we conducted follow-up interviews with senior chief
internal auditors at nine large State agencies. The consensus
was that the Act should be strengthened.

We found, however, that despite the reasonableness of the Act,
only eight percent of the internal audit units were in full
compliance with the Act as it is now written. This may be more
indicative of the internal audit environment in Illinois than a
breakdown of auditing. Generally, internal audit units do not
have the support from management necessary to carry out their
charges.

"The Governor's Cost Control Task Force 1985-1986" cited
internal auditing as a major problem area common to
administrative agencies. The task force concluded there was
"little or no operational auditing conducted,” and "the lack or
type of training available to internal auditors needs to be
addressed." The Task Force recommended: "The Governor's Office
should direct all agencies to include . an internal auditing
function which has both financial and programmatic components and

increase training for internal auditors under the aegis of CMS."
Two previous reports, "The Governor's Cost Control Task Force"
(1978) and the "Volunteers In Public Management” (1980), also
cited overall deficiencies in the State's use of its internal
audit programs. The latter report went so far as to recommend
the development and presentation of "seminars for Directors of
Agencies, - Boards, Commissions and/or Administrators in the use
of internal or external audit as a management tool."




REPORT ORGANIZATION

Chapter II of this report discusses those agencies that have
and do not have internal audit functions. Chapter III covers
compliance with the Internal Auditing Act; Chapter IV addresses
the need for uniform professional audit standards; Chapter V
addresses audit resources; and Chapter VI recaps conclusions and
recommendations. .

The report recommendations are directed at improving, not
changing, the State's existing internal audit structure. We
firmly believe that internal auditing must remain internal or its
long-term benefits will be greatly diminished.

As previously noted, some states and the federal government
have introduced external reporting requirements into their
internal audit structures. We believe this undermines the trust
and loyalty necessary to the manager-auditor relationship. we
recognize differing views on this issue, but this report does not
address, except in passing, the many alternatives for changing
the reporting requirements of internal auditing in Illinois.

SCOPE AND METHODOLOGY

This audit was conducted in accordance with generally
accepted government audit standards and the audit standards
promulgated by the Office of the Auditor General in the Illinois
Administrative Code (74 Ill. Adm. Code 420.310).

In performing this audit, we interviewed directors (or
designees), chief internal auditors, and EDP managers of 50
State agencies. We reviewed a sample of working papers, audit
plans, internal audit reports, and other documentation available
at internal audit units. We assessed agency electronic data
processing (EDP) environments and the complexity of agency EDP
missions and programs. We reviewed statutes, regulations, and
applicable policies. We surveyed other states, researched
literature and professional standards, and collected other data
as appropriate. We used statistically based computer programs to
assist us in our analysis.,

We were assisted in this audit by Special Assistant Auditors
General who were concurrently conducting compliance audits of
specific agencies. We were also assisted by Spectrum Consulting
Group{ Inc., who aided us in assessing EDP environments at State
agencies. )

988Fieldwork began in August 1987 and concluded in January
1 .



Audit Independence

The staff of the Auditor General and contractors engaged by
this Office are bound by generally accepted government audit
standards. Many of the staff and contractors also hold
professional designations as Certified Public Accountants or
Certified Internal Auditors which bind them to the standards and
codes of ethics of those respective organizations. In addition,
most staff members and contractors belong to various audit
associations and professional organizations, such as the American
Institute of Certified Public Accountants, the Institute of
Internal Auditors, the Association of Government Accountants, and
the EDP Auditors Association. Many of the State's internal
auditors - (who were auditees) hold similar professional
designations and belong to the same professional associations and
organizations. We did not consider these factors to constitute a
significant impairment to our independence or to our ability to
conduct a fair and objective audit.



CHAPTER II

PROGRAMS OF INTERNAL AUDITING

The statutory requirement governing which State agencies
must establish an internal audit program 1is clear, but not
sufficient, as most large State agencies are not statutorily
required to have internal auditing. Further, the State does not
have an effective mechanism to supply internal audit services to
agencies whose budgets and size do not warrant having a full-time
internal audit program. ’

REQUIREMENT TO ESTABLISH AN INTERNAL AUDIT PROGRAM

Illinois 1is one of seven states that requires state
agencies to establish internal audit programs. Illinois"
criteria for requiring internal auditing in individual agencies,
although similar to, are not as specific or as comprehensive as
those in the other six states.

We surveyed other states to determine which had legislation,
rules, or directives requiring internal auditing at agencies.
Six states require internal auditing; other states have
legislation or directives dealing with internal auditing but do
not require agencies to establish internal audit programs. Five
of the other six states' criteria are listed in Table 1, along
with some requirements relating to internal auditing in
California and Pennsylvania. -

Illinois' agencies are required tc have internal audit
programs in one of two ways. The Act specifically requires the
Comptroller, the Treasurer, the Secretary of State, the Attorney
General, the State Board of Education, and the State colleges and
universities to have full-time programs of internal auditing. 1In
addition, the Governor 1is authorized to require agencies to
establish internal audit programs. The Governor can also revoke
this requirement.

In 1983, the Governor designated 33 agencies to have
internal auditing. Five did not establish internal audit
functions. Since 1985, the Governor has removed designation
from three of those five agencies: Emergency Services and
Disaster Agency, the Department of Nuclear Safety, and the
Department of Labor. Although the fourth agency, the Department
of Mines and Minerals, hired an internal auditor after thé.end of
fieldwork for this audit, the fifth, the Industrial Commission,
still has no internal audit function.

At present, 46 of Illinois' 150 agencies are required to
have internal audit programs; they include 16 agencies named in



OTHER STATES’

TABLE 1

INTERNAT, AUDITING CRITERIA

INTERNAL
AUDITS
STIATE CRITERIA AUTHORITY | REQUIRED
California agencies with expenditures overklegislation no
$50 million must consider need
for internal auditing
Florida agencles named in Act legislation|| yes
Michigan all principal agencies legislation| yes
New York Division of the Budget deter- |legislation|. yes
mines which agencies will have
internal auditing after
reviewing directors’
evaluations on the agencies’
need for internal auditing
Pennsylvaniajall agencies under the Governor| Governor no
must develop an audit plan; ’
however, 1f they do not have an
internal audit program, the
Comptroller will provide
auditors
Texas expenditures over $10 million, |Governor’s yes
or more than 200 employees, or [directive
revenuesg over §$5 million, or :
12 offices, or recommendation
of State Auditor
Virginia Department of the State legislation| yes

Internal Auditor provides for
the development and maintenance
of internal audit programe and
provides audit services for
others

Source:sOAG Survey of State Internal Audit Requirements- 45 States

responding.

Note:

Maine also reguires state agencies to have an internal

audit program but did not provide us with the
administrative rules specifying the requirements.




the Act and 30 agencies designated by the Governor. 'Thgse
agencies accounted for 77 percent of the State's $20.6 billion
expenditures in Fiscal Year 1987 and 86 percent of the State's

114,661 employees. The 104 agencies not required to pave
internal auditing include 7 of the State's 27 departments subjgct
to the "Civil Administrative Code" (code departments). While

these 7 departments make up only 5 percent of all code department
expenditures, they had 4,221 employees and spent over $510

million in Fiscal Year 1987. Although not designated, the
Department of Employment Security has established an intern@l
audit program. With 3,058 employees and over $200 million in

Fiscal Year 1987 expenditures, Employment Security is not
required by the Internal Auditing Act to continue its internal
audit program.

Alternatives for Designating Agencies

Objective and consistent criteria for requiring agencies to
establish internal audit programs would provide a more rational
framework for ensuring adequate internal audit services in State
agencies.

The Institute of Internal Auditors has developed a "model
statute" (see appendix D) which requires agencies with a
specified expenditure level to have internal audit programs.
Similar criteria, such as amount of annual receipts, number of
employees, or number of facilities or offices, might also be
appropriate for objectively identifying agencies which should be
required to have an internal audit program. Two other states
have adopted these types of criteria in their internal audit
requirement. '

The General Assembly could exercise more control over which
agencies are required to have internal auditing either by
specifying those agencies in the Act or by giving the
Legislative Audit Commission the authority to recommend to the
Governor those agencies which should have an internal audit

function. The Commission is responsible for reviewing the
Auditor General's audit reports of all State agencies, which
include biennial reviews of the agencies' internal audit
functions and internal control systems. Therefore, the

Commission is in a position to know which agencies have
effective internal audit programs and which agencies could
benefit from an internal audit program.



MATTER FOR CONSIDERATION BY THE GERERAL ASSEMBLY

The General Assembly may wish to consider amending
paragraph 136.1 of the Internal Auditing Act to:

1. Require all departments subject to "The Civil
Administrative Code of Illinois" to establish
internal audit programs which comply with the
requirements of the Internal Auditing Act;

2. Require other large, "non-code" agencies such as
the Toll Highway Authority and the Housing
Development Authority to become subject to. the
Act; and

3. Make provisions for the Legislative Audit
Commission to recommend for the Governor's
consideration any other agencies which should be
designated to have internal auditing.

Agency Responseés

Governor's Office - We concur in principal with the desire
to formalize «criteria for the designation of agencies to
establish internal auditing programs. The Governor needs the

discretion the Internal Auditing Act grants him to determine
which state entity should have a full-time internal audit
function to respond to changes in agency size or duties more
promptly than through a statutory revision process.

1. To arbitrarily require all departments subject to
"The Civil Administrative Code of Illinois" to
establish internal audit programs would mandate
full time internal audit functions in several
agencies with less than 150 employees.

2. No change is required since other large "non-code"
agencies have been and are designated by the
Govérnor.

3. The Governor will consider mandating an agency
establish a full-time internal auditing program if
the Legislative Audit Commission recommends the
agency to have one.

State Internal Audit Managers -~ We concur.

-
»

Department of Employment Security - We suggest that changes
in coverage be based on documented and objective criteria.
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OVERSIGHT OF AGENCIES

Officials of agencies required to have internal audit
programs are responsible for ensuring that the internal audit
unit receives sufficient support to implement the Internal
Auditing Act. Agencies which do not require a full-time internal
audit program may need some internal audit services. Directors
of agencies which are not reguired to have internal audit
programs must still ensure that adequate internal control systems
are maintained.

Agencies with Internal Audit Programs

All agencies named in the Act have an internal audit
function. Prior to 1987, the Attorney General developed formal
policies, procedures, and planning strategies, but had performed
limited audit work and had not been in compliance with the
Internal Auditing Act since its enactment in 1967. Since 1987,
the Attorney General has hired a chief internal auditor and has
begun performing audits.

As previously noted, two agencies designated by the
Governor have not established an internal audit function. Four
other agencies designated by the Governor have internal audit
staff, but they do not perform internal audits. The Department
of Public Health and the Environmental Protection Agency perform
only audits of grant recipients. ©Public Health had five staff
members assigned to the internal audit unit during the two years
covered in our fieldwork, yet 96 percent of their audit time was
spent on audits of grants; internal audits of operations or
procedures were virtually nonexistent. The internal auditors at
the Department of Alcohol and Substance Abuse and the Illinois
Racing Board are assigned nonaudit-related duties and have not
met most of the Act's internal audit requirements.

In Illinois, there is no specific monitoring structure for
the Gavernor to ensure that agencies under his jurisdiction are
receiving adequate funding and management support for an
effective internal audit program. Other states have requirements
to ensure that internal auditing is implemented, not just
required. In Michigan, the Governor's budget recommendation must
include plans for internal audit programs; Michigan's budget
director may require departments which receive state grants to
use up to ten percent of their grants to support internal
auditing. Virginia's Department of the State Internal Auditor
assists agencies in implementing internal audit programs. The
Department then assesses each agency's program on adherence to
audit requirements and reports on the status of internal auditing
to the Governor, the Auditor of Public Accounts, and agency
heads.
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Agencies With No Internal Audit Programs

Agencies whose budgets or size do not justify having a
full-time internal audit program must still ensure that interngl
controls are functioning adequately and that the agency is in
compliance with applicable laws and rules. Small agencies can
also benefit from programmatic and operational audits which allow
them to correct problems before they become critical and to
manage the agency more effectively. Other states have addressed
small agency needs by creating a central pool of internal
auditors from which to provide services.

~ An audit pool concept was used previously in Illinois. The
Bureau of Audits of the Department of Administrative Services
provided audit services to agencies that did not have internal

audit programs. The program was dropped, reportedly, because
some agency directors felt uncomfortable with auditors from
another agency auditing them. If in the future, however, audit

reports were given only to the director of the agency being
audited, the concept of sharing auditors through an audit pool
might be more acceptable.

The state of Virginia uses a similar approach. The
Department of the State Internal Auditor must ensure that all
state agencies have an effective internal audit program. The

State Internal Auditor must develop a plan to provide internal
audit services for agencies which do not require a full-time
auditor. The auditors, however, report to agency heads.

Agencies could also contract for internal audit services.
One State agency which is not required to have an internal audit
program hires CPA firms to perform internal audits. Four
agencies which are required to have full-time programs of
internal auditing also contract for some of their internal audit

work. Contracting, however, could be viewed as an external
audit, and agency directors may not have the control necessary
for effective internal auditing. For agencies required to have

full-time programs of internal auditing, contracting is not a
viable option, except for specialized areas such as EDP, because
of expense.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to consider amending
paragraph 136.1 of the Internal Auditing Act to establish an
office under the Governor ("Governor's Chief Internal Auditor")
to provide internal audit services for those agencies and
departments under the Governor which are not required taq have
their own internal audit programs and to interact with the
advisory audit board (See "Matter for Consideration by the
General Assembly” on page 26).
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Agency Responses

Governor's Office - The recommendation duplicates an existing
statute, which allows the Department of Central Management
Services, an office under the Governor, to develop guidelines for
establishment of internal audit functions and provide continuing
instructions in auditing. The Department has conducted audits of
several agencies without full-time internal audit functions,
assisted in establishing an internal audit function, and provided
internal auditor training. If the Legislature believes these
activities should be increased, then the Legislature should
provide the necessary resources to the Bureau of Audits.

State Internal Audit Managers - We concur with amending
paragraph 136.1 of the Internal Auditing Act to establish a
professional group of Internal Auditors under the Governor to
provide training, peer reviews and technical audit support to
agencies required to have a full time internal audit function and
to provide the internal audit function for agencies, boards and
commissions without full-time, internal audit functions.

Department of Central Management Services - Portions of the
actions recommended by the report already exist within the
statutes - delgating the responsibilities to the DCMS. Ch. 127,
Par. 35.4, Sec. (d) provides for our agency to "examine the
accounts of any organization" and Section (e) states "provide
continuing instruction in auditing.” Only due to lack of funding
have these two initiatives not been fully exercised and I do
encourage the General Assembly to consider adeguate funds for
expanding our professional services within the DCMS structure.

Department of Conservation - Since the Department of Central
Management Services is statutorily authorized to provide this
service, creation of a new function would appear to be
duplicatory. :

Department of Employment Security - Creation of additional
offices and review boards should be undertaken only after a
careful needs assessment is made and a determination is reached
about using currently established groups. We would suggest that
already existing offices be used for c¢oordination, training,
standards, ethics, and peer reviews. Many of these functions are
assigned to CMS. Coordination of training programs, peer
reviews, and assistance to smaller agencies would be useful roles
which can be performed though such a centralized operation.

The Industrial Commission and Sangamon State University
have not established full-time programs of internal auditing as
required under the Act. Sangamon State University has not had an
internal auditor since QOctober 1986, and that auditor was on

leave of absence from January through August 1986. The
University has been contracting audits to outside firms but has
not yet filled the internal auditor position. Another agency,
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the Department of Mines and Minerals, has hired a chief internal
auditor, established internal audit policies and procedures, and
completed its first audit since our fieldwork was completed in

January 1988.

Recommendation Number 1

The Industrial Commission and Sangamon State University
should create and/or fill the position of chief internal
auditor. These agencies should also ensure that the chief
internal auditor be given the support and resources needed to
carry out the requirements of the Internal Auditing Act.
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CHAPTER II1X

COMPLIANCE WITH THE INTERNAL AUDITING ACT

The Internal Auditing Act has the criteria against which

internal audit programs must be evaluated. The Act sets out
requirements for the chief internal auditor, organizational
reporting, planning, and performance. The Act also explicitly

makes agency directors responsible for ensuring that the Act's
provisions are met and that agencies maintain necessary internal
controls.

Only 4 out of 50 internal audit units in Illinois' agencies
are in full compliance with all provisions of the Internal
Auditing Act: Housing Development Authority, Revenue, State
Scholarship Commission, and Teachers Retirement System. Non-
compliance is evident for every requirement stated in the Act.
(See Appendix E for agency compliance with specific provisions of
the Act.)

REPORTING

The Internal Auditing Act requires chief internal auditors to
report directly to agency chief executive officers. Three chief
internal auditors did not report audit findings and recommen-
dations to their agencies' directors. Ten other chief internal
auditors did not report administratively to the heads of their
agencies. Subsequent to our fieldwork, another agency, the

Department of Public Aid, altered its reporting relationship, and
the chief internal auditor now reports to an inspector general.

The Act holds -agency directors accountable for the adequacy
of internal controls and operations. To ensure that the agency
director is fully aware of audit findings, the chief internal
auditor must report directly to the agency's chief executive.
Without this reporting relationship with the chief internal
auditor, the director cannot be certain that all potential
deficiencies and barriers to agency operations are being brought
to his or her attention. Furthermore, in most instances only the
director has full authority to respond to audit findings and
take remedial action.
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Recommendation Number 2

The directors of the following agencies should change their
agencies' reporting structures to comply with paragraph 136.1 of
the Internal Auditing Act, which requires chief internal auditors
to report directly to agencies' chief executive officers:

Attorney General Commerce and Community Affairs

Conservation Mental Health and Developmental Disabilities
Corrections Northeastern Illinois University

Public Aid Rehabilitation Services

Public Health Secretary of State

State Police Illinois State University

Transportation University of Illinois

Agency Responses

The Attorney General's Office, the Department of
Conservation, and the Secretary of State concurred with this
recommendation. The Department of Commerce and Community
Affairs, Northeastern 1Illinois University, the Department of
Public Aid, the Department of Public Health, the Department of
Rehabilitation Services, and the University of 1Illinois
disagreed.

Agencies generally disagreed because they stated it is
acceptable to report to others in management for administrative
matters as long as auditing activities are reported to the
director. (See Appendix I for complete responses.)

Auditor Comment

Administrative matters can affect auditing activities since
budgeting, staffing, training, travel, and employee evaluations
can have an impact on the operations of the internal audit unit.
Thus, when the chief internal auditor reports administratively
to another individual in management, it can impair the auditor's
objectivity and independence.

OPERATIONAL DUTIES

Paragraph 136.2 of the Internal Auditing Act requires that
chief internal auditors be free of operational and management
responsibilities which might impair the auditor's ability to make
independent reviews. Chief internal auditors in 12 agéencies
performed operational duties during the two-year audit period.
For example, the Racing Board's chief internal auditor, since
being appointed in January 1987, has spent all her time
performing operational duties and has yet to perform audit
duties. The Department of Agriculture's chief internal auditor
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spent three months managing the Meat Inspection Program. Chief
internal auditors at two other agencies, Alcoholism and Substance
Abuse and Board of Higher Education, helped develop agency
‘budgets and prepare financial reports.

Performing managerial and operational activities reduces
internal auditor objectivity in reviewing agency operations.
Operational duties limit the time the auditor has to conduct all
audits required, which detracts from the effectiveness of the
internal audit program.

Recommendation Number 3
The directors of the following agencies should ensure that

chief internal auditors at their agencies perform only audit
duties:

Agriculture Board of Higher Education
Public Health Community College Board
Racing Board Rehabilitation Services
Secretary of State University Retirement Systems
Treasurer Alcoholism and Substance Abuse

Professional Regulation State Community College of
East St. Louis

Agency Responses

The Department of Public Health, the Department of
Rehabilitation Services, the Secretary of State, and the State
University Retirement System concurred with this recommendation.
No other responses were received. (See Appendix I for complete
responses.)

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to revise the Internal
Auditing Act so that the chief intermal auditor and his or her
audit staff are free of all operational duties. Currently, the
Act stipulates only that "the chief internal auditor . . . shall
be free of all operational duties which would impair the
auditor's ability to make independent reviews of all aspects of
the agency's operations."

Agency Responses

-
-

Governor's Office - Due to fiscal constraints, it is
sometimes necessary for agency management to have their internal
auditors perform some operational tasks. We expect this practice
occurs infrequently, if not, agency management should reclassify
the internal auditors they use for operational duties into more
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appropriate operating titles. In addition, we expect agency
management to allow their internal auditors to comply with
professional auditing standards. The Institute of Internal
Auditors' Professional Internal Auditing Standards restrict
internal auditors from assuming operating responsibilities;
however, the Standards allow "if on occasion management directs
internal auditors to perform nonaudit work, it should be
understood that they are not functioning as internal auditors”,

State Internal Audit Managers - We concur.

Department of Employment Security - We concur that chief
internal auditors as well as their staff should be free from
operational responsibilities.

CHIEF INTERNAL AUDITOR QUALIFICATIONS

The Internal Auditing Act requires that chief internal
auditors be certified public accountants, or auditors or
accountants with five years audit experience. = Two . chief
internal auditors did not have the necessary qualifications at
the time they were hired, although one has acquired the
necessary five years of audit experience since being hired. Two
other agencies hired internal auditors but did not designate
them as chief internal auditors.

A chief internal auditor must plan, supervise, and evaluate
audit activities. Chief internal auditors must also understand
governmental auditing and possess a broad range of experience.
Such qualities are necessary if chief internal auditors are to
implement and guide effective internal audit programs.

The qualifications specified in the Internal Auditing Act,

however, may not be effective in ensuring optimum audit
proficiency: First, the Act states that a chief internal
auditor may be a certified public accountant or an auditor or
accountant with five years audit experience. Thus, it is
possible for a CPA to meet the Act's requirements but have
limited expérience or background in auditing. Governmental

auditing has become a very specialized field requiring more than
a knowledge and understanding of financial accounting standards.
A certified public accountant with limited experience may not
possess the knowledge and understanding of governmental auditing
necessary to effectively serve as a chief internal auditor of a
state agency.

Second, the Act does not recognize other professional
designations and academic disciplines which might be equally
valid in promoting audit proficiency. Governmental audit
standards recognize that a variety of experience and
professional proficiency, including certification programs such
as the Certified Internal Auditor and Certified Information
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Systems Auditor, and academic training in areas such as business
administration, public administration, or finance, are necessary
to adequately address governmental audit issues.

Although now inconsistent with the Internal Auditing"gct,
the minimum requirements described in the DCMS Internal Aud1§or
position descriptions partially address this issue. A chief
internal auditor may be classified as an "Internal Auditor III",
a position which requires a certification (CPA or CIA) anq four
years of audit experience, or five years of audit experience.
DCMS requirements for internal auditors are more desirable than
the qualifications specified in the Act.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to revise paragraph 136.2 of
the Internal Auditing Act to make the requirements for the
position of chief internal auditor more responsive to current
governmental auditing requirements. An amendment might include
such language as:

"“rhe chief executive officer of any State agency with a
full-time program of internal auditing shall appoint a
chief internal auditor with appropriate certification:
Certified Public Accountant, Certified Intermal Auditor,
or appropriate academic degrees, and five years of
governmental, managerial, and audit experience; or seven
years experience in government, management, and
auditing."

Agency Responses

Governor's Office - While we concur with the need to
strengthen the Statutory requirement for chief internal auditor,
we question whether the recommendation's requirements will meet
that -objective. We propose to add the Department of Central
Management Services' Internal Auditor Job Specification Series,
as minimum expectations, to part of the recommended requirements.
Thus the Chief 1Internal Auditor position would require a
bachelor's degree, 6 years of professional government internal
auditing experience, with 3 years at a supervisor or manager
level, and certification as a Certified Internal Auditor or as a
Certified Public Accountant or, requires 7 years of professional
government internal auditing experience, with 4 years at a
supervisor or manager level.

State Internal Audit Managers - We concur with the meed to
strengthen the internal auditor requirements and propose the
adoption of the current Department of Central Management Services
Internal Auditor requirements.

Department of Central Management Services - Your statement
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that our speCLflcatlons are "now inconsistent with the Internal
Auditing Act" is followed by a conclusion that our "requlrements
are more desirable than the qualifications specified in the Act."
Your audit suggests that the Act be modified to add experience
requirements and to recognize the Certified Internal Auditor
designation, we concur.

Department of Conservation - We agree with the need to
strengthen internal audit requirements and suggest the adoption
of the CMS job specifications for the Internal Auditor V

position.

Department of Employment Security - We  concur that the
requirements for the position of chief internal auditor should be
revised to reflect realistic and meaningful standards. (See

Appendix I for complete responses.)

AUDIT PLANNING

Paragraph 136.3 of the Internal Auditing Act requires the
development of an audit plan which identifies the individual
audits to be conducted each year. Of the 50 agencies which had
an internal audit function, 7 did not have an audit plan; 22 used
an annual plan, as required by the Internal Auditing Act; 21 used
a two-year plan, which we considered as fulfilling the statutory
requirement. In fact, a two-year plan may be more useful than an
annual plan in ensuring that all audits of administrative and
accounting controls are completed within the required two-year
cycle. (See Chapter 4 for a full discussion of standards and
planning.)

Internal auditors should prepare an annual or biennial audit
plan for director approval. In preparing the plan, the chief
internal auditor should discuss with the chief executive officer
which areas need immediate attention to comply with statutory
requirements and to ensure agency effectiveness and efficiency.
In approving the plan, the chief executive officer can ensure
that agency priorities are met and that resources are
appropriately allocated.

Recommendation Number 4
Directors of the following agencies should ensure that the

internal audit unit prepares and follows an audit plan which
meets the needs of the agency and the requirements of the

Internal Auditing Act: -
Chicago State University Public Health
Alcoholism and Substance Abuse Racing Board

Environmental Protection Agency University Retirement System
Rehabilitation Services
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Agency Responses

The Department -of Public Health and the Department of
Rehabilitation Services concurred with this recommendation. The
State University Retirement System disagreed. (See Appendix I for
complete responses.)

PERFORMANCE OF AUDITS

The Internal Auditing Act requires internal auditors to
perform audits of accounting and administrative controls every
two years. The Act requires the performance of other types of
audits and reviews, but not within a specific time frame. During
the two years we examined, 40 of 50 agencies which had an
internal audit function did not conduct all audits or reviews
required by the Act. Table 2 summarizes the types of audits
required and shows the number of agencies completing each type.

During the two-year period under examination, 33 agencies
did not perform audits of all systems of accounting and adminis-
trative controls. While many of these agencies conducted some
type of review in this area, the internal auditors either did not
review all major areas within a control system or did not review
all major systems of administrative and accounting controls.

Regular examinations of administrative and accounting
controls are important since they provide assurance that: 1)
policies and procedures are being followed; 2) work is being
performed and documented in a verifiable manner; and 3) State
resources are utilized and protected according to appropriate
laws and regulations.

Table 2
Mandated Audits Completed
Types of Number of Agencies Number of Agencies
Audits Completing Not Completing
Internal | |
Controls 17 33
Expenditure/
Obligation 42 ‘ 8
Grant
Reviews* 28 12 )
EDP Reviews 21 B , 29
Source: OAG analysis.
* Not all agencies received grants, thus the total does
not equal 50.
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Eight agencies did not complete audits on a test basis of
expenditures, receipts, or obligations within the two years under
examination. Although the Act does not explicitly require such
audits to be completed within a two-year cycle, a test audit of
expenditures or obligations within such a time frame is necessary
to ensure a timely review of agency operations and to provide
reasonable assurance that public funds have been properly
expended and accounted for.

For the two-year period under analysis, 12 agencies did not
complete audits on a test basis of grants received or made.
Grant reviews are necessary to ensure that the agency has
monitored, administered, and accounted for such grants according
to applicable laws and regulations. Failure to conduct timely
grant audits of federal programs could jeopardize reimbursements
and future grants.

Finally, 29 agencies did not conduct reviews of major
.electronic data processing systems. Electronic data processing
systems must be reviewed before new systems or major
modifications to existing systems are implemented.

As key financial and administrative applications have become
computerized, it has become increasingly important for internal
auditors to examine electronic data processing systems.
Internal controls which have been inherent in manual systems are
no longer present in computerized systems and the opportunity for
error, fraud, and loss of state assets and information is
increased. Auditors must ensure that compensating controls are
built into electronic data processing systems before they are
used, particularly when agencies do not use centralized systems
like the General Accounting System at the Bureau of Information
and Communications Services. (See Appendix H for full discussion
of EDP environments and the need for EDP auditors.)

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to revise the Internal
Auditing Act to require that audits on a test basis of
expenditures, obligations, receipts, or grants be conducted
within a two-year time frame. The General Assembly may also wish
to revise the Internal Auditing Act to reflect the need to plan
audits within a two-year time frame.

Agency Responses

Governor's Office - We suggest that the first part of the

recommendation, requiring “"audits on a test Dbasis of
expenditures, obligations, receipts, or grants be conducted on a
two-year time frame", be reconsidered. We Dbelieve it 1is

important to recognize that expenditures, obligations, receipts,
or grants are transactions that occur within an agency's systems
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of internal controls. In effect, an agency's system of internal
control governs these transactions. Thus these transactions
(expenditures; obligations, receipts, or grants) are reviewed on
a two-year time frame during the internal auditor's reviews of
the agency's systems of internal accounting and administrative
controls. If the Internal Auditing Act is revised we suggest
that paragraphs 136.3(c) and (d) be removed with the expectation
that these transactions. would be reviewed during the internal
accounting and administrative controls reviews required by
paragraph 136.3(b). .

For the second part of the recommendation, addressing multi-
year audit plans, we suggest the statutory requirement for bi-
annual audits of internal accounting and administrative control
systems has caused many internal auditing offices to have audit
plans that already reflect at least a two-year time frame. In
support of the concept to standardize some internal auditing
tasks, we concur with the recommendation to formalize the
requirement for multi-year plans.

, The Governor's Office also requests that the Legislature
-address: the issue of whether internal auditors are required to
audit the major or all systems of internal controls. The
Governor's Office states this 1issue has caused different
interpretations within the Auditor General's Office, with the
expectation ranging from the impractical "every and all" systems
of internal control be reviewed to the realistic "major"
internal control systems be reviewed. (See Appendix I for
complete response.)

State Internal Audit Managers - We concur.

Department of Conservation - We recommend the two year
requirement be applied to "major" internal control Systems.

Department of Employment Security - We concur. However,
this is already done if an agency complies with the requirement
to perform reviews of major internal control systems every two
years.

SUMMARY OF DEFICIENCIES AND SOLUTIONS

Among the 50 agencies which had an internal audit function,
there was a wide variety of deficiencies and statutory
violations. We found instances of noncompliance with every
statutory requirement of the Internal Auditing Act; many agencies
were deficient in more than one area. "

Improving compliance with the Act will require more
involvement by agency directors in the internal audit program.
The director should approve audit plans and audit reports and
direct the implementation of audit recommendations.
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Some states have taken measures to ensure director
participation in the audit process. In Pennsylvania, the agency
director is required to prepare an annual audit plan before each
new fiscal year. In Florida, the Legislative Audit Committee
holds directors responsible for implementing internal audit
findings and may ask a director to explain the reasons for
inaction if similar findings are reported in auditor general
audit reports.

Other states and the federal government have created
legislation which requires directors to attest to the completion
of internal audits and the existence of appropriate internal
controls, Such legislation, often in the form of a "Fiscal
Integrity Act," also ensures the involvement of agency directors
in the internal audit process.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to amend the Internal Auditing
Act to include a provision requiring that directors certify that
their internal audit units have prepared and followed a two-year
audit plan, that the agency has adequate internal controls, and
that they have complied with the provisions specified in the
Internal Auditing Act.

Agency Responses

Governor's Office <+ We qualify our acceptance of the
auditors premise that additional involvement by agency directors
in the internal audit process will reduce non-compliance with the
Internal Auditing Act. We believe the agency directors'
involvement needs to be more than a cursory action. Obviously,
adding a statutory requirement that agency directors certify
their internal auditors comply with the Internal Auditing Act,
would require significant involvement and should go far to reduce
non-compliance with the Act.

The auditors do not explain how the recommendation's
additional requirements, for agency directors to certify their
internal auditors use a two-year plan and that the agency has
adequate internal controls, will significantly increase
involvement by the director in the internal audit process with
the expected reduction of non-compliance with the Internal
Auditing Act. Neither of these requirements exist within the
Internal Auditing Act, thus they are not compliance issues.

Department of Conservation - We concur with the two-year
audit plan, but believe that line managers should certify to the
agency head that adequate controls are in place in their
respective operations.
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Department of Employment Security - IDES monitors the
internal audit function against an approved two-year work plan as
well as against the provisions of the Act. We have conducted a
review of the adequacy of our internal control system and are
using the results of this review to monitor our operation.
However, in implementing this recommendation, care should be
taken to ensure that management accountability is maintained.
The establishment and maintenance of the system of internal
controls is the responsibility of management. Agency directors
should require certification from managers as to the functioning
of that system. The function of internal audit 1s to review that
management certification. :
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CHAPTER IV

PROFESSIONAL STANDARDS

Internal audit units in Illinois do not consistently follow
professional audit standards. Training is generally not
sufficient for continued professional development. Peer
reviews, recommended in professional standards, are not being
conducted.

INTERNAYL, AUDIT STANDARDS

Audit standards provide criteria beyond those contained in
the statutes to help auditors effectively conduct internal
audits. Although the Internal Auditing Act does not require
State internal audit units to follow specific standards,
adherence to a code of professional standards is essential to
effective internal auditing. :

The American Institute of Certified Public Accountants
(AICPA), the General Accounting Office (GAO), and the Institute
of Internal Auditors (IIA) have each promulgated standards on
conducting aundits, reporting findings, and maintaining indepen-
dence. No one set of standards is sufficient to cover all audit
situations facing the State's internal auditors. The GAQ's
standards, however, must be applied to audits of federal grants,
and the AICPA's standards are used by external accounting firms
that issue opinions on financial statements.

In this audit the IIA standards, where appropriate, were
used as the measurement criteria because they directly address
the management of the internal audit function and the unique
independence and reporting requirements of internal auditors.
The IIA standards also provide more specific criteria with which
to assess internal audit units. California, Florida, and
Tennessee have adopted 1legislation to require internal audit
units to follow the IIA standards.

ADHERENCE TO PROFESSIONAL STANDARDS

The Internal Auditing Act does not require internal audit
units to follow any particular set of auditing standards. Thus,
45 chief internal auditors said their wunits followed 1IIA
standards, while one followed GAO standards, and one fopllowed
AICPA standards.

Of the fifty State agencies with internal audit functions,

32 did not meet one or more of the standards for independence,
professional proficiency, and fieldwork. Adherence to a

-2~



recognized set of standards would make all internal audit units
more efficient and effective. Furthermore, a uniform set of
standards would provide assessment criteria for determining the
quality of internal audit units.

Independence and Planning

Professional standards require internal auditors to maintain
independernce. Additionally, the Internal Auditing Act requires
the chief internal auditor to maintain independence. Independence
is essential to the proper conduct of audits because it permits
internal auditors to render impartial and .unbiased judgments.
Chapter III included recommendations to 23 agencies whose chief
internal auditors did not comply with the statutory requirements
for independence (reporting and operational duties); we also
suggested that the General Assembly consider amending the
Internal Auditing Act to require all internal audit personnel to
be free from operational duties.

Audit planning is also addressed in professional standards
and the Internal Auditing Act. Audit plans are tools for the
internal audit unit to use in ensuring that all required audits
are completed. In Chapter III we recommended that seven agencies
prepare and follow an audit plan which meets the requirements of
the Internal Auditing Act.

Performance of Audit Work

Professional standards recommend that working papers should
be reviewed by managerial or supervisory personnel, that a
signed, written report should be issued after the audit
examination is completed, and that follow-up should be conducted
to ascertain that appropriate action is taken on reported audit
findings. Five agencies were not in compliance with these
standards for the preparation, distribution, and follow-up of
audit reports.

Internal audit units must have management support, even if
all audits are performed according to statutes and standards.
Recommendations must be implemented by management for the
internal audit unit to be effective; consequently, agencies which
benefit from internal auditing generally implement a high

percentage of recommendations. Sixteen dgencies which provided
adequate data reported implementing more than 60 percent of
internal audit recommendations. Somé agencies, such as the

Departments of Public Aid, Revenue, and Employment Security, had
implementation rates of 95 percent or higher. ’

Inconsistencies in the performance of audit work indicate
that Illinois agencies do not universally follow the same set of
internal audit standards. The quality of audits could be
improved if all agencies performed their audit work by the same
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set of internal audit standards. External and internal rgviews
of agency internal audit units would also be more effective if
all agencies were required to follow the same set of standards.

Professional Proficiency

Professional audit standards require internal auditors to
possess the knowledge and skills necessary to carry out audit
responsibilities. As government programs and systems become
increasingly more complex and as the methodology of the internal
audit profession evolves, internal auditors must continually
upgrade their skills, especially in the “technical and rapidly
changing field of electronic data processing. Therefore, once
internal auditors are hired, their continuing professional
development is essential for effective auditing.

Training represents a long-term investment and should be
managed systematically to ensure relevancy and consistency with

organizational strategies. The current and projected skills and
knowledge needed by internal auditors should be assessed and
compared with their existing skills. Quality learning

experiences should be chosen to bridge the gap between current
and projected needs and the existing pool of skills, knowledge,
and attitudes.

A three~year research project conducted by the Council on
the Continuing Education Unit concluded that:

"All programs/activities offered should be designed to meet
the educational needs of the intended audience; have clear
goals and learning outcomes; employ appropriate content,
methods, and delivery systems; have effective learning
assessment procedures; and have an appropriate
administrative organization to guide and be responsible for
the continuing education operation in carrying out its
purpose and mission in a responsible manner".

Consequently, a viable internal auditor training program
should include a written training plan, a periodic assessment of
statf training needs, and participation by staff in courses,
seminars, and self-study courses. Table 3 shows that a majority
of agencies do provide some training to internal auditors;
however, there is no organized method to determine and to fulfill
the training needs of internal audit personnel.
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Table 3
Internal Auditor Training

Training Characteristics Yas No [No ResponsejTotal

Written Training Plan 5 44 1 1 s0

Praining Needs Are ‘ _
Assessed 27 12 11 50

Staff Partiéipation in
Continuing Ed. Courses 33 | 13 4 50

Staff Participation in
Self«Study Courses 29 18 3 50

SQurde: QAG Review of State Agency Training Filles

Ethics

Professional standards also recommend that internal auditors
follow a written code of ethics. The AICPA, GAQO, and IIA
standards provide guidance for ethical conduct in the auditing
profession; however, nine internal audit units did not follow a
specific code of ethics.

COORDINATION OF PEER REVIEW AND TRAINING

Internal audit units in Illinois do not undergo peer review.
Peer reviews are the only systematic way to attest to the quality
0of an internal audit unit's work. The AICPA, GAO, and IIA
standards recommend periodic peer reviews to identify areas where
an audit unit is not adhering to the requirements of the statutes

or standards. The IIA standards recommend an independent
external review at least once every three years, but they do not
provide detailed peer review guidelines, The National State

Auditors Association (NSAA) has, however, developed a set of
administrative policies and procedures to guide peer reviews at
governmental 'audit organizations. The NSAA's "Peer Review
Manual" describes peer review as "an essential ingredient to the
performance of effective audits.” NSAA further notes that "the
private sector has recognized the importance of a peer review
process and implemented extensive efforts in this area. Peer
review is also important for state and local govermnmental units.”
NSAA's policies and procedures could be used as a model to
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establish a formal peer review process for internal audit units
at Illinois agencies.

The OAG did not conduct peer reviews to systematical%y
assess the quality of audits performed by Illinois internal audit
units. We did, however, judgmentally sample and review audits
and supporting work in four audit areas: administration and
accounting; expenditures, receipts, and obligations; grants; and
EDP reviews. We reviewed a total of 141 audits at 48 agencies
and noted indications of non-adherence to generally accepted
audit quality standards. For example, 65 audits did not contain
auditee responses; conclusions were not supported by audit
working papers in 26 audits; written audit programs were missing
for 23 audits; 54 audit programs lacked written sampling plans
and methodologies; and the audit scope for 14 audits was
inadequate. Other common problems noted were:

o Audit programs and work plans were not
approved or completed;

o Audit tasks were not documented;

o Working papers were not identified

dated, reviewed or indexed;

o Timekeeping and audit administration
records were not kept;

o Quality assurance reviews were not
undertaken;
o Audit findings and recommendations were

not followed up; and

o Reports were issued without exit
conferences.

We conclude from the above that a formal peer review system is
needed in Illinois to improve the quality of internal audit work.

An effective peer review system may require a full-time
administrator to properly coordinate review activities. The
National Association of State Auditors, Comptrollers and
Treasurers (NASACT), which is responsible for the day-to-day
operation of the peer review process under the auspices of the
NSAA Peer Review Committee, designates an individual to manage
the daily conduct of the peer review process. The following is a
list of some activities required to coordinate a peer review
program: ) ..

1. Ensure that the review process is conducted in

accordance with current laws, rules, policies,
procedures, and standards;
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2. Select and assign review team members;

3. Coordinate the review team and the agency to be
reviewed;

4, Train and guide the review team on proper review
procedures;

5. Ensure appropriate distribution of reports; and

6. Ensure that working papers related to reviews are

properly stored and retained.

Peer review teams could also effectively identify
inadequacies in the area of continuing professional development;
thus, the training needs in internal audit units could be
identified. If internal auditor training needs at all agencies
are known, training classes and semindrs could be coordinated for
large groups of state auditors to reduce costs, improve quality,
and increase the consistency of continuing professional
development programs.

In our view, the most feasible way to administer a peer
review process in Illinois is to create an audit advisory board.
This board would consist of representatives from existing
internal audit units who possess the requisite professional audit
background. Since board representatives would have other full-
time responsibilities, the board should meet quarterly or as
needed. This board could also assist in promulgating standards
and identifying training needs.

MATTER FOR CONSIDERATION BY THE GENERAL ASSEMBLY

The General Assembly may wish to consider creating an
advisory audit board comprised of State agency chief internal
auditors to interact with the “"Governor's Chief Internal
Auditor." (See Matter for Consideration by the General Assembly
on page 12.) The audit advisory board could:

o recommend a uniform set of professional
auditing standards and ethics for use by
State internal audit units,

o facilitate training by acting as a
clearinghouse for information on
training opportunities, and -

o coordinate peer review activities.

-32-



Agency Responses

Governor's Office - We concur with the recommendation and
suggest the State Internal Audit Managers organization be
considered as the group from which the advisory audit board be

drawn. Perhaps, the State Internal Audit Managers should be
assigned responsibility to designate the individuals to serve on
the advisory audit board. (See Appendix I for additional

comments. )
State Internal Audit Managers ~ We concur.

Department of Employment Security - The State Internal
Audit Managers could constitute an advisory audit board.
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CHAPTER V

INTERNAL AUDIT RESOURCES

Internal audit programs, as with any State program, must
receive adequate resources to fulfill programmatic and statutory
mandates. Past Auditor General compliance audits and evidence
discussed in previous sections of this report indicate that
internal audit programs- have generally not fulfilled statutory
requirements.

Quantitative factors, such as the allocation of resources,
are important if internal audit units are to fulfill their
mandates; however, other factors, such as auditor experience and
dedication, must not be ignored in understanding why internal
audit programs may (or may not) fulfill statutory mandates.

Highly effective internal audit programs are the result of
both quantitative and qualitative factors which have an
interactive effect on the internal audit program. Resources for
staffing and training can enhance qualitative factors such as
thorough or expanded audit coverage and auditor proficiency.
Without adequate resources the internal audit unit may not be
able to retain experienced and capable auditors. Further, the
effectiveness of internal audit programs is largely dependent
upon management's receptivity to providing sufficient resources
and then using the program to improve the efficiency and
effectiveness of agency operations.

RESOURCES

The aggregate percentage of resources allocated to the
State's internal audit function remained a relatively constant
seven hundredths of one percent (.0007) of agency budgets over
the past five years (for 27 agencies where data was available).
The aggregate figure is misleading because, during those five
years, the percentage of resources spent for six large internal
audit units increased significantly (more than 90 percent) while
the percentage spent for 17 agencies decreased.
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Most directors (32) of State agencies that have internal
audit functions said their internal audit budget was sufficient.
Only 14 of 50 agency directors said internal audit resources were
insufficient. On the other hand, half of the State's chief
internal auditors felt the internal audit budget was
insufficient.

TPABLE 4
RESOURCES ALLOCATED TO INTERNAL AUDIT UNITS.

Sufficient Insufficiant No Response}Total
Respondent - _
, _ # # ’ t #
Directors 32 14 | 4 50
Chief | |
Internal 17 25 8 50
Auditors

Source: OAG Survey of Directors and Chief Internal
Auditors in Agencies with Internal Audit Units.

While directors and chief internal auditors tend to disagree
about resources, they have similar perceptions about the staffing
levels needed at each agency. At the close of our fieldwork in
January 1988, 208 auditors worked in the State's 50 internal
audit units. Table 5 shows information about 37 agencies where
the director, chief internal auditor, OAG assistant auditors, and
an OAG constructed model estimated the number of internal
auditors needed. (See Appendix F for estimates of internal
auditors needed at each agency.)

OAG Model

Using a statistical model, we estimated that 239 auditors were
needed at these 37 agencies. The statistical model was a
baseline attempt to objectively estimate internal audit staffing
needs. We examined 22 agency characteristics to determine
factors most closely related to the number of internal auditors
required to meet minimum statutory requirements. We identified
four primary characteristics: 1) level of annual expenditures; 2)
number of agency employees; 3) number of operating divisions
within the agency; and 4) hours required to perform regularly
scheduled OAG compliance audits.
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In developlng criteria for use in the model, we identified
nine State agenc1es having adequate intermnal audit functions.
These agencies served as the base measurement to predict the
needs of all the other agencies. (The next section describes the
criteria used to select the nine agencies.) It is possible that
the estimates from our model are understated since we used
staffing levels at nine agencies where four chief internal
auditors said they were understaffed. Further, some chief
internal auditor's estimates of the optimum number of auditors
needed were much higher than the estimates created by the model.

TABLE 5
ESTIMATES OF OPTIMUM NUMBER OF STAFF
NEEDED FOR EFFECTIVE INTERNAL AUDITING

37 AGENCIES -
Current = 155 auditors
SOURCE OF ESTIMATE _
Total | Increase
OAG Model 239 84 (54%)]
OAG Asst. Auditors 231 76 (49%)
Agency Directors 215 60 (39%)
Chief Internal Auditors 245 90 (58%)

Source: OAG Statistical Model; OAG Agency Director
Survey; OAG Chief Internal Auditor Survey; and
Estimates of OAG Special Assistant Auditors

Table 5 shows that between 60 and 90 additional auditors are
needed at the 37 agencies where we were able to gather estimates
from all four sources. All sources affirmed that additional
auditors are needed. Moreover, all four estimates indicated that
the optimum number of auditors for these 37 agencies (215 to 245)
exceeds the current number of auditors (208) at all 50 agencies.

Summary

Internal audit units have not received a sufficient share
of agency funds to hire enough.staff. When we collected estimates
to determine optimum staffing levels, all sources agreed. that
more staff is needed for internal audit programs. Additiondlly,
while chief internal auditors and directors disagreed as to the
sufficiency of internal audit budgets, a high percentage (about
63%) of internal audit units for which data was available have
seen a decrease in their proportionate share of the budget.



eight of thé nine agencies were evaluated as having an adequate
budget for training and all nine chief internal auditors said
their training budget was sufficient.

All nine audit units performed follow-up reviews that were
supported by documentation. Moreover, their recommendations were
implemented, on an average, over 85 percent of the time. Eight
of the nine directors reported that the internal audit programs
had improved the agency's internal controls, increased efficiency
of operations, and improved program effectiveness.
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CHAPTER VI

CORCLUSIONS AND RECOMMENDATIONS

The State's full-time programs of internal auditing have
made progress since the statutory requirement was first adopted
in 1967. Illinois has a reasonably good Internal Auditing Act
and a relatively sound internal audit structure.

The results of this audit demonstrate that most internal
audit units are not complying with the requirements of the Act.
Currently, internal audit units are not adhering to a uniform set
of audit standards; continuing professional education and
training is inconsistent from agency to agency; and some auditor
qualifications are inadequate. In addition, some internal
auditors are performing operational duties which impair their
independence, and at some agencies, the chief internal auditor
does not report directly to the director of the agency as
required by statute and recommended by professional standards.

We recommend that the General Assembly consider the
following changes to the Internal Auditing Act:

1. Require all departments subject to the "Civil
Administrative Code" and other large non-code agencies
to establish internal audit programs;

2. Provide a formal procedure by which the Legislative
Audit Commission may recommend for the Governor's
consideration any other agencies which should be
designated to have internal auditing;

3. Establish an office under the Governor to provide
internal audit services to those agencies which are
accountable to the Governor and which are not required
to have a full-time internal audit program;

4. Require that chief internal auditors and their staffs
be freed of all operational duties;

5. Revise the requirements for the position of chief
internal auditor to reflect current governmental audit
requirements;

6. Require that audits on a test basis of expenditures,

obligations, receipts, and grants be conducted within a
two-year time-frame and require audit plans to cover a
two-year period;

7. Require directors to certify that their internal audit

units have prepared and followed a two-year audit plan,
that the agency has adequate internal controls, and
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Considering the many OAG compliance audit findings and ?he
deficiencies noted earlier in this chapter, resource allocation
must be considered if internal audit programs are to 1mprove
their performance.

EFFECTIVE INTERNAL AUDIT UNITS

In constructing our model to estimate the number of }nternal
auditors needed at each agency, we selected certainAlnte;nal
audit units to use as a base measurement. We selected these
internal audit units because they, more than others:

1. generally complied with all or most statutory
requirements;

2. maintained their independence;
3. attended to the training needs of audit staff;
4. followed up on audit recommendations.
Moreover, managers at these agencies were receptive to

implementing internal audit recommendations. The nine agencies
selected were:

Employment Security Comptroller
Housing Development Ruthority Public Aid
Northern Illinois University Revenue

State Scholarship Commission Transportation

Teachers Retirement System

While four of the nine chief internal auditors said their
audit units were understaffed and two said their units were
underfunded, all nevertheless have been able to establish
adequate internal audit programs.

At these nine agencies, all major audits were consistently
performed. We found only three instances where the internal audit
unit did not conduct all required audits: Northern Illinois
University did not review all internal controls; the
Comptroller's office did not review grants; and the Department of
Transportation did not conduct EDP reviews, although EDP reviews
are now being conducted. We found no evidence that chief
internal auditors at these agencies were performing operational
duties which would have impaired their independence. Seven of
these internal audit units had a direct reporting relatiohship
with their agency director.

The Department of Revenue and the Department of
Transportation were the only two agencies which had a written
training plan, but all nine internal audit units address training
needs through the completion of courses or seminars. Moreover,
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that they have complied with the provisions specified
in the Act;

8. Create an advisory audit board to interact with the
Governor's office of internal audits in the areas of
audit standards, ethics, training, and peer review.

We believe that these changes will overcome most of the
problems in Illinois' internal audit programs and will
significantly enhance the use of internal auditing in the
future. ‘
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ENDIX A e . .
APPENDIX Legislative Audit Commission

RESOLUTION NO. 78
Presented at the request of the Auditor General

WHEREAS, the Internal Auditing Act specifies that certain State agencies
shall establish a full-time program of f{nternal auditing to audit internal
accounting and - administrative controls; electronic data processing systems;
grants; obligations, recelpt, and use of public funds; and such other operations

and activities as required in accordance with applicable laws and regulations
and professional standards and ethics; and :

WHEREAS, the Auditor General has reported 96 {nternal audit compliance
findings for 36 different State agencies over a recent four-year period; and

WHEREAS, these reported findings involve virtually every facet of the
internal audit functions, including unqualified auditors, failure to establish
internal audjt functions, failure +to carry out statutory duties and
responsibilities, lack of audit positions and resources, lack of quality in
audits performed, lack of follow~up on recommendatfons made, and organizational
reporting impairments, among others; and

WHEREAS, the problems noted with the 1{internal audit function reduce

reltance on agency systems and controls and increase the scope of work required
by independent auditors; and

WHEREAS, the number of compliance audit findings reported by the Auditor
General (1,043 in FY 1984 and 1,003 in FY 1985) might be greatly reduced and

agency management significantly strengthened with an {improved 1internal audit
function; -

THEREFORE BE IT RESOLVED, by the Legislative Audit Commission of the
State of Illinois that the Auditor General is directed to conduct a management

audit of the policies, procedures, and practices of the State's programs of
internal auditing; and .

BE IT FURTHER RESOLVED that this audit shall include, but need not be
Timited to, the following determinations:

1. Whether the policies, procedures, and practices of agency programs of
internal auditing comply with statutes and meet professional
standards for qualfty, fieldwork, reporting, and ethics; and

2. Whether {internal audit personnel, resources, and training provide
acceptable audit coverage and quality; and

3. Whether internal auditing programs are effective and whetﬁéfufindings
and recommendations are implemented and followed-up.

BE IT FURTHER RESOLVED that the Auditor General shall commence this audit

fmmed{iately and shall report his findings and recommendations as soon as
possible in accordance with the provisions of the I1linois State Auditing Act.
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Adopted this 9th day of April, 1987.

e Ml

Aldo AU DeAngelis U/Jémes F. Keane
.~ Cochairman

Cochairman

/mﬁv/

Sam M. Vadalabene
Secretary
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APPENDIX B

127 1133411

INTERNAL AUDITING
AN ACT relating to internal auditing in State government.

Laws 1967, p. 2938, approved and eff. Aug. 11, 1967. .

136.1. Program of internal auditing

§ 1. Al Departments of State government designated
by the Governor subject to “The Civil Administrative Code
of Illinois”,! the Secretary of State, the State Comptroller,
the State Treasurer, the Attorney General, the State
Board of Education, State colleges and universities, and
any other State agency designated by the Governor, shall
establish a fulltime program of internal auditing.

The fact that an agency is not required to have a
full-time program of internal auditing does not release an
agency from its responsibility to maintain an adequste
internal control system.

Amended by P.A. 83-301, § 1, eff. Sept. 14, 1983.

1 Paragraph 1 et seq. of this chapter.

136.2. Appointment of internal auditor—Qualifications

§ 2. The chief executive officer of any State agency
required to have a full-time program of internal audifing
under this Act shall appoint a chief internal auditor who is
a certified public accountant or an auditor or accountant
with 5 years auditing experience. The chief internal audi-
tor shall report directly to the chief executive officer of a
State agency, in the exefcise of auditing activities, and
shall be free of all operational and management respongi-
bilittes which would impair the auditor's ability to make
independent reviews of all aspects of the agency’s opera-
tions.

Amended by P.A. 83-301, § 1, eff. Sept. 14, 1983,

136.3. Internal auditing program—Reguirements

§ 8. The chief executive officer of any State agency
required to have a full-time program of internal auditing
under this Act shall ensure that the internal auditing
program includes:

(a) An audit plan which identifies the individual audits
to be conducted during the year;

(b} Audits of the agency’s systems of internal account-
ing control and internal administrative control on a period-
ic basis so that all such systems are reviewed every 2
years;

{¢) Audits on a test basis of the agency’s obligation,
expenditure, receipt, and use of public funds of the State
and of funds held in trust to determine whether such
activities are in accordance with applicable laws and regu-
lations;

Source:

CHAPTER 127 — STATE GOVERNMENT

Illinois Revised Statutes 1987,

2006

(d) Audits on a test basis of grants received or made by
the agency to determine that such grants are monitored,
administered and accounted for in accordance with applica-
ble laws and regulations;

(e) Reviews of the design of major new electronic data
processing systems and major modifications thereto prior
to their instaliation to ensure these systems provide for
adequate audit trails and accountability;

(f) Special audits of the operations, procedures, pro-
grams, electronic data processing systems, and activities
of the agency as directed by the chief executive officer of
the agency; and

(g) Any other audits necessary to maintain an adequate
program of internal auditing as required by professional
ethies and standards.

Each chief internal auditor, in addition to any other
power or duty authorized by law, required by professional
ethics, or asgigned consistent with this Act: shall have the
iowers necessary to carry out the duties required by this

ct.

Amended by P.A. 83-801, § 1, eff. Sept. 14, 1983,

136.4. Consultations by internal auditor

§ 4. Each chief internal auditor appointed under this
Act may consult with the Auditor General, the Department
of Central Management Services, the Illinois Economie and
Fiscal Commission, the Appropriations Committees of the
General Assembly and the Bureau of the Budget on mat-
ters affecting the duties or responsibilities under this Act.

Amended by P.A. 83-301, § 1, eff. Sept. 14, 1983,

138.5. Short title

§ 5. This Act shall be known and may be cited as the
“Interns! Auditing Act”.

Added by P.A. 83-301, § 1, eff, Sept. 14, 1983.

State Bar Association

Edition, West Publishing Company, St. Paul, MN..

-.1988. '
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APPENDIX C
SUMMARY OF SURVEY OF OTHER STATES

We surveyed the other 49 states to find out which states
require internal auditing at their agencies. Survey
questionnaires were sent to legislative auditors, state auditors,
and/or state fiscal officials in each state. The questionnaires
were designed to find out whether the state requires internal
auditing at agencies and, if so,

o the sourcelof that requirement,

© the types of audits required,

0 the organization of internal auditiné,

o the standards that are followed, and

o the qualifiéations internal auditors must have.

We received 44 responses. Hawaii, Indiana, Massachusetts,
and Oklahoma did not respond. Five of the 44 states which
responded said that they require some or all of their agencies to
have an internal audit program. These five states were Florida,
Maine, Michigan, New York, and Virginia. The Governor of Texas,
however, issued a directive requiring internal auditing at some
agencies after their survey was returned.

Seven states responded that they have internal auditing at
some agencies, even though there is no requirement for the
agencies to do so. Two of these seven states (California and
Pennsylvania) have some requirements regarding internal auditing
at those agencies which have an internal audit function.

Four states regquire that specific types of. audits be
conducted. Those audits and the number of states requiring them
are shown in Appendix Table 1.

APPENDIX TABLE 1
AUDITS REQUIRED BY OTHER STATES
STATE FINANCIAL{COMPLIANCE PERFORMANCEi EDP
OPERATIONAL
California X X X X
Florida X X X X
Maine X X X
Virginia X X X X
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Nine states said that they rely on internal audit reports.
‘Three rated their states' internal audit units as very effective,
six gave ratings of somewhat effective, and two states rated
their internal audit programs as not effective. No respondant
said that they would not rely on internal audit reports.

We asked the officials surveyed to rate how effective they
thought internal audit programs had been in four different areas.
Their responses are given in Appendix Table 2.

All states which had internal auditing said that internal
auditing in their state was decentralized. 1In other words,
internal auditors are physically located within individual
agencies and report to agency directors (some report to others in
government as well). One state's internal audit structure was
both centralized and decentralized. In Virginia, internal
auditing at agencies that have their own programs is
decentralized, and internal auditing at agencies without
internal audit programs is performed by & group of auditors in
the Department of the State Internal Auditor. Two other states
said agencies contracted with firms outside of state government
to perform audits.

APPENDIX TABLE 2
EFFECTIVENESS OF INTERNAL AUDIT PROGRAMS

SOMEWHAT NOT
AREA BENEFICIAL BENEFICIAL BENEFICIAL
Program Michigan New Jersey Missouri
Effectiveness South Carolina [Virginia California
h : Tennessee North Carolina
Iowa
Internal South Carolina |California Iowa
Controls Maine Missouri
Tennessee North Carolina
Virginia
Michigan
New Jersey
Efficiency of Michigan North CarolinajMissouri
Operations South Carolina [California Iowa
Tennesses
New Jersey
Financial Maine North CarolinajCalifornia
Reporting Michigan Missouri Iowa °-
South Carolina New Jersey
Virginia Tennessee

Notes: More than one official was surveyed in some states, and
different responses were given for some of the
categories. The most favorable response was used for.
those states. ' B '
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Ten states responded that chief internal auditors must meet
some requirements for their position. Qualifications for chief
internal auditors are given in Appendix Table 3.

APPENDIX TABLE 3

QUALIFICATIONS FOR CHIEF INTERNAL AUDITORS

STATE . QUALIFICATIONS
California Bachelor degree
Florida [ Bachelor degres,

4 years experience (3 years, if any one
of the followings: MBA, MA (Accounting),
MPA, CIA, or CPA

Iowa, Bachelor degree
Maine | Bachelor degres,
6 years experience
Michigan Bachelor degree ’
New Jersey Bachelor degree (or equivalent experience),

3-7 years experience

North Carolinaj Bachelor degree
4 years experience

South Carolina| Some college (minimum 15 hours in
accounting), 6 years experience

Tennessee Bachelor degree
5 years experience or
4 years with CPA

Virginia Bachelor degree,
7 years experience, and CIA, CPA, or CISA

-

We asked which set of professional auditing standards
internal audit units generally followed. Information on the
types of standards followed by each state is given in Appendix
Table 4.

~
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~ _APPENDIX TABLE 4 -
. PROFESSONAL STANDARDS USED

INSTITUTE OF| GENERAL | AMERICAN
INTERNAL {ACCOUNTING| INSTITUTE
STATE AUDITORS OFFICE QF CPAs |OTHER]REQUIRED
california X e ‘ yes
|Florida X X X yes
Iowa no
Maine X X yes
Michigan X | no
Missouri. X X X no
New York X X yes
. (IIA)
Pennsylvania X yes
New Jersey X X ) X X no
North X X no
Carolina
South X X X no
Carolina
Tennessee X x» X yes
Virginia X X yes
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APPENDIX P

MODEI, LEGISLATION FOR THE ADOPTION BY
STATE AND LOCAL GOVERNMENT AUDITORS
~ - OF _THE

STANDARDS FOR THE PROFESSTONAL PRACTICE OF INTERNAI. AUDITING

PUBLISHED BY
«- THE INSTITUTE OF IHTERNAL»ABDITORS

DIGEST

1.

Existing Laws

Except where audits are performed upon Federal Grant

‘programs under the Single Audit Act of 1984, existing law

does not specify the standards that the state and local
governments must follow during the conduct of an audit.

Adoption of Standard8°

This bill would require all public agency auditors to
utilize as standards of internal auditing the "Standards for
the Professional Practice of Internal Auditing®, as
publlshed by The Institute of Internal Auditors, Inc., in
its seventh printing, dated February 1984, and subsequent
authoritative pronouncements on Internal Auditing Standards
and Statements on Internal Auditing published by The
Institute of Internal Auditors, Inc. ("Standards").*

Audit Reports:

All audit reports would be required to include a statement
as to whether the audit was conducted pursuant to the

"Standards".*

Recommendation to Establish an Internél_Audit Function:

This bill would recommend that all state and local
governments with $ or more annual spending to
consider establishing an ongoing 1nternal audit function.

Enforcementlove:51ght:

This bill would require the [Director of Flnance]
[Controller] [Auditor General] to conduct an annual Teview
in conjunction with the annual audit of state or local
government financial statements, or when otherwise directed
by the [legislative audit committee], of all state or local
government auditing functlons, for variance from the general
practice.
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DIGEST (continued)

Further, it would require-the [Director of Finance]
[Controller] {Auditor General] to submit reports to the
Leglslature and appropriate entities regardlng SLinflcant
variances from the general practlce.

6. Wa;ver from Comgllance: g

This bill would also give local governments the option to
comply with the standards, as indicated, and would authorize
the [legislative audit committee] to grant waivers to any
local government from compliance with the standards.

[SECTION 1.] The [Director of Finance] [Controller} [Auditor
General], and respective staffs thereof, all state and local
governments that have their own internal auditors, or that have
internal audits conducted under contract, or that conduct
internal audit activities, shall utilize as standards of internal
auditing and audit activities, shall utilize as standards of
internal auditing the publication entitled "Standards for the
Professional Practice of Internal Auditing", as published by The
Institute of Internal Auditors, Inc. in its seventh printing,
dated February 1984, and subsequent authoritative pronouncements
on Internal Auditing Standards and Statements on Internal
Auditing Standards published by the Institute of Internal
Auditors, Inc. ("Standards").*

[SECTION 2.} All audit reports issued by internal auditors
enumerated in SECTION 1. must include a statement as to whether
the audit was conducted pursuant to the "Standards".*

[SECTION 3.] All state and local entities with an aggregate
spending of _ million dollars ($ ~ ) or more annually
shall consider establishing an ongoing internal audit function.

[SECTION 4.] The [Director of Finance} [Controller]. [Auditor
General] shall, in coordinating the internal auditors of state
entities, insure that these auditors utilize the "Standards".

The [Director of Finance] [Controller] [Auditor General] shall,
in conjuction with his annual audit of state financial
statements, or when otherwise directed by the [legislative audit
committtee], test compliance with this section and report to the
Legislature and the respective governmental entities on any
significant variances from the general and specific standards for
the professional practice of internal auditing.

[SECTION 5.] Notwithstanding the provisions of SECTION 1., the
[legislative audit committee] may, by a majority vote, grant a
waiver to any entity that petltlons the committee from compliance
with any standard prescribed ln SECTION 1.
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[SECTION 6.] Notwithstanding the provisions of SECTION 1., if an
entity determines that the implementation of any specific
standard enumerated in SECTION 1. would result in net additional
costs which exceed any potential savings, the governing body of
- that entity shall have the option to determine the degree of
implementation of the specified standard.

DEFINITIONS,ARD NOTES RELATED TO THE MODEL LEGISLATION

DEFINITIONS:

As a convenience, the words "state", "entity" and *“local
entities" are use in the model legislation.

The word "state" may be interchanged with "province" or any
appropriate entity.

The words "entity"” and “local entities" apply to any and all
such state, county and municipal governments, agencies,
authorities, districts, and related bodies. BEach state would
choose the appropriate wording, such as:

"Local governments, counties, tax districts, utility
districts, political subdivisions, state departments,
boards, commissions, institutuions, agencies,
authorities, or other entities of the state", or,

"Controller, Department of Finance, state agencies,
cities, counties, and districts."

NOTES:

* The wording “...and/or to other such standards as directed
oxr appropriate” may be added to allow for the adoption of
such standards as the "Standards for Audit of Governmental
Organizations, Programs, Activities and Functions®,
published by the United States General Accounting Office.

The titles in brackets, [Director of Finance], [Controller],
[Auditor General], and [legislative audit committee) vary from
state to state. Each state would choose the appropriate offices
for the various sections of the legislation.
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AGENCIES NAMED
IN STANTE

Attorney General
Board of Education
Chicago State

Community College of
Esst St. Louis

Comptroller

Eastern Illinois Univ,
Governors Stats Univ.
11linois State Univ,

Northeastern Ill. Univ.

~Northern Illinois Univ.

Sangamon State Univ.
Secretary of State -
Southern Illinois Univ.
Treasurer

University of Illinpia
Western Illinois Univ,
AGENCIES

DESIGNATED 8Y

THE GOVERNOR

¥

Aging l
Agriculture

APPENDIX E
NON-COMPLIANCE WITH STATUTES

Non-Compliance Denoted by X

Chief
Administrative Expenditure Qﬁggi§g§d
& Accounting Receipts EDp Grant Audit When Operaticnal Report to
Audits Audits - Reviewsll Reviews Plan Hired Duties Director
X X R
. :
©o X N/AZ
X X | N/a3 X
x12 '
X X
X X X X
¢ X X
X5 X d
X
X X N/aL N/l N/l
X X X
X X '
X N/a% X
xla | X
X6 '
X X X
X X




AGENCIES Administrative
& Accounting
Audits

DESIGNATED BY
THE GOVERNOR

Alcohol & Substence Abuse
Board of Higher Education
Capital Development Board
Central Management Svecs.

Children and Family Svcs,

Commerce and Community
Affairs

Conservation

Corrections i

State Employees' Retirement

System

Energy and Natural
Resources

Environmental Protection
Agency ’

Induatrial Commission
Inaurance

Mental Health A
Mines and Minerals
Public Aid

Public Health

Raeing Boardll

APPENDIX £
NON-COMPLIANCE WITH STATUTES

Non~Camplignce Denoted by X

Chief .
Auditor b
Expenditure. Qualified
Receipts P Grant Audit When - Operational Report to
_Audits Reviewsl! Reviews Plan Hired Dutiea Director
X X X X X
X X
X
X X X
X X
X
X X
N/a%
x16 X
X X X X N/aZ
Does not have an internal audit function,
N/AS
X . X
Did not have an internal audit function.®
X7
X X X X X
X X xi3 X X
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APPENDIX E
NON~COMPLIANCE WITH STATUTES

Non.Compliance Denoted by X

AGENCIES Administrative
DESIGNATED BY & Accounting

THE GOVERNOR Audits

Expenditure

133]

Grant
Reviewall Reviews

Professional Régulation X
Formerly Registraetion
and Education
Rehabilitation Services X
Revenue

State Scholarship
Commission

State Police X

Teachers® Retirement
System

Transportation

State Univeraity Retire-
ment System

Veterans Affairs X
Commerce Commission 15
AGENCIES WHICH

VOLUNTARILY
CREATED

BROGRAM

Community Collsge Board X
Employment Security

Houssing Development
Authority.

Financial Institutions X

X

N/a%

N/a%

N/a%

N/a% X

N/aé

Audit
Plan

Chief
Auditor
Qualified
When - .Operational Report to
Hired o Duties Director
X
X X
X
X
X
X ,
X

n/al N/AL N/AL



APPENDIX E
NON-COMPLIANCE WITH STATUTES

Non-Compliance Denoted by X

Chief v

AGENCIES WHICH Auditor

VOLUNTARILY Administretive Expenditure . Qualified )

CREATED . & Accounting Receipts op Grant Audit When Operational Report to

PROGRAM . Audits Audits Reviewsll Reviews Plan Hired Duties Director

Lottery ‘ X X X N/RY

Toll Highway Authority X X N/a4

TOTAL FOR AGENCIES .

HAVING INTERNAL

AUDIT FUNCTION (50) ; 33 8 29 12 7 2 12 14

1 Na chief internal auditor or audit staff at agency.

2 puditor not designated as chief internal auditor.

3 Na qualifications nscessary when chief internal auditor was hired.

4 Agency did not receive or make grants.

5 part of computer consortium, but still need to conduct EDP reviews to ensure audit trails,

6 No documentation that EDP systems were thoroughly reviewsd.

7 Su?aequ:nt to completion of fieldwork, reporting changed, Internal auditor does not have full access to agency
information,

8 Subsequent to campletion of fieldwork, program established.

9 Only EDP portion of Audita not completed.

10-Program‘eetablished-in January 1987,

11 The results for EDP reviews shown in Appendix E focua solely on the review of new systems or msjor modifications to
existing systems as required by the Internal Auditing Act. For an analysis of EDP audit coverage, using the Act and
profeasional standerds as criteria, see Appendix G.

12 Grant program established 11-25-85, audit included in FY88 asudit plan, .

13 Yhe Racing Board disagreed that the Race Track Improvement Fund is a grant., According to the Comptroller's Uniform
Statewide Accounting System (CUSAS), however, these funds are appropriated, expended, and classified as grant funds.

14 yniversity of Illinois responded that internal sudit unit hes received permission from the LAC to determine audit
coverage by riask analysis, thereby relieving them from the responsibility to audit all systema. This agreement,
however, was not in effect during the period we examined.

15 The Commerce Commission disagreed with our finding since they use OAG Internal Control Survey to develop "risk fac-
tors" and subsequent workplans for intsrnal control audits. Completing only this survey form, however, does not

16 constitute an adequate and thorough sudit of internal controls.

The Department of Energy and Natural Resources disagreed with our finding that they failed to conduct EDP or grent

reviews for the two-year period. Agency responses obtained during fieldwork, however, indicate that no EDP audits or
grant reviews were canducted,
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Agency
Aging

Agriculture

Alcohol Substance Abuse
Attorney General

Board of Education

Board of Higher Education
Capital Development Board
DCMS

Chicago St. Univ**

DCFS

DCCA

Community College Board

Comm. College of E. St. Louis

Comptroller#
Conservation
Corrections

Eastern I1linois Univ.

St. Employee Retire. System

Employment Security*

Energy Natural Resources

Chief
Auditor

Estimates

2.0
200
2.0

3.0

4.0
6.0
2.0
12.0
8.0

1.0

5.0
7.0
13.0
3.0
1.0
10.0

4.0

APPERDIX F
ESTIMATES OF AUDITORS NEEDED

0AG Asst
Director Auditor
Estimates Estimates

1.0 1.0
1.0 1.5
4.0 Missing
2.0 2.0
Hissing 10.0
1.0 1.0
4.0 3.0
5.0 7.0
2.0 2.0
13.0 25.0
8.0 7.0
1.0 1.0
2.0 ) 1.0
5.0 . 5.0
Missing 6.0
13.0 11.0
2.0 3.0
1.0 - 1.0
10.0 v 9.0
4.0 4.0
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0AG
Model

Estimates

3.5
5.5
1.5
3.5
14.5
0.5
2.0
8.5
2.0
17.0
8.0
1.5
1.0
4.5
6.5
30.5
2.5
1.0
10.0

4.0

Actual
Number

1.0
1.0
1.0
2.0
8.0
1.0
3.0
2.0
1.0
7.0
2.0
1.0
1.0
5.0
6.0
9.0
1.0
1.0
9.0

2.0



Agency
EPA |

Financial Institutions
Governors State Univ.
Housing Pevlpmnt Auth.*
Industrial Commission
Insurance

Lotteéy

Mental Health

Hines and Minerals
Northeastern IL Univ,
Northern IL Univ.*
Public Aid*

Public Health

Racing Board

Professional Regulation

Chief
Auditor

Estimates =

;u;“ Missing
Missing
2.0

3.0
Missing
2.0

3.0
Hiss;ng
Hissing
2.0

7.0
38.0
8.0
Missing

5.0

(formerly Registration and

Education)

Rehab. Services
Revenue*

Sangamon St. Univ.

St. Scholarship Comm.*

Sec. of State

4.0

19.0
Missing

3.0

6.0

APPENDIX F

ESTIMATES OF AUDITORS NEEDED

Director
Estimates

4.0 -
1.0
Hi;sing‘_
2.0
Hissing
2.0
Missing
Missing
Missing
Missing
5.0
32.0
8.0
1.0

4.0

4.0
15.0
1.0
2.0

7.0

-2~

0AG Asst. |

Auditor

5.0
1.0
1.0
2.0
1.0
2.0 .
2.0
20.0
Missing
2.0
5.0
34.0

3.0

Missing

4.0

4.0
15.0
1.0
3.0

6.0

0AG
#odel

Estimates

© 5.0
3.0
1.5
1.0
1.0
3.0
2.0

35.5
3.5
2.5
5.0

22.0
6.0
2.5

5.0

9.0
12.5
1.5
3.0

6.5

Actual
Number:

1.0
0.0
1.0
1.0
0.0
1.0
1.0
12.0
0.0
Lo
4.0
22.0
5.0
1.0

2.0

3.0 .

. 12.0

0.0

2.0

6.0



APPENDIX F
ESTIMATES OF AUDITORS NEEDED

Chief 0AG Asst OAG
Auditor Director Auditor Hodel Actual
Agency 4 Estimates Estimates Estimates Estimates Number
Southern IL Univ. 15.0 11.0 ©13.0 1.5 10.0
State Police 7.0 5.0 5.0 7.5 3.0
Teachers Retirement*® 2.0 1.0 1.0 1.5 1.0
Toll Highway Auth. ° 8.0 4.0 6.0 2.5 4.0
Transportation®* 25.0 26.0 24.5 22.5 22.0
Treasurer 3.0 2.0 2.0 2.5 1.5
Univ. of I1linois 24.0 20.0 Missing 31.5 20.0
Univ. Retire. Systenm 1.0 1.0 1.0 1.0 1.0
Veteran Affairs 5.0 2.0 3.0 3.5 2.0
Western IL Univ. 3.0 Missing 2.5 2.5 1.0
Illinois State Univ. 3.0 4.0 4.0 4.5 2.0
IL Commerce Commission 3.0 3.0 3.0 4.0 2.0
Total 299.0 246.0 282.5 354.0 208.5
Number T T T T T
of Agencies 45.0 43.0 48.0 52.0 52.0
Notes
Missing - Data unavailable or individual did not respond or did not know a suitable estimate,

* - Agency was used as criteria in OAG model. Thus, model estimates for these agencies will reflect
actual numbers and should not be considered as an estimate. See other estimates for optimum
number of auditors needed at these agencies. ‘

** - Response provided by staff auditor; no designated chief auditor.

See Appendix H for estimates of EDP auditors needed.
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APPENDIX G

MODEL METHODOLOGY

We estimated the number of auditors needed at each agency
by applylng regression equations to a theoretical model. The
model was built after identifying quantltatlve factors which
might affect the internal audit .unit's workload and then
selecting agencies to use in the initial regression equation.

The dependent variable used in the initial regression
equation was the number of auditors at nine agencies with
adequate internal audit programs. After identifying several
independent variables and testing for multi-collinearity, the
following were found to significantly effect the dependéent
variable:

1. number of agency employees

2. amount of expenditures
3. number of divisions
4. number of audit hours by OAG contract auditors

These five variables (one dependent and four independent)
were used in the regression equation to create coefficients for

the formula. The formula was constructed in the following
format: :
Internal Auditors -
Needed at = Constant + B(Div) + Bp(Cont Hrs) +
Each Agency B3(Exp) + B4 (Emps)
Div = number of divisions,
" Cont Hrs = number of contract audit hours,
Exp = amount of expenditures,
Emps = number of employees, and
B = the coefficient for each variable.

The summary statistics generated by the initial equation are
listed below.

Adjusted RZ  .99092
F = 219.29584 .
Signif F =..0001

Standard Error of Estimate = 1.1316
T-Score (90% Confidence Interval) = 1.533
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C : Unstandardized by Sig
Variable Coefficient(B) | Score § of T
Divisions | .39736 - 8.515 | .0010
Contract Hours .00027 2.824 .0477
Expenditures 00020 4.950 [ .0078
Employees .00082 4.568 | .0103
Constant | -.5741 | ‘

The high  value ({close to 1) for the coefficient of
determination (R2) indicated that the independent variables did
have explanatory power in accounting for the changes in the
values of the dependent variable. A . high R? signifies a
"goodness of fit", that is, to what degree the independent
~ variables can explain the varlat;on in the dependene variable.

The significance levels for the coeff;cxents verified that
multi-collinearity among the four independent variables could be
ruled out. Moreover,. the significance levels indicated that all
four variables have an effect on the varlatlon of the dependent
variable. - : :

Each of the four independent variables affected the
dependent variable in a positive direction and the constant (or
intercept) in the equation is close to the point of origin (a
value of 0 on a regression line); thus, the statistics are
appropriate for use in a formula which will estimate the number
of auditors in each agency. Since the constant is close to the
point of origin, and theoretically, all agencies would begin at a
point of origin (0), we decided not to use the constant within
the equation. S :

A high estimate was obtalned by using this formula and
adding the product of the T-Score and the Standard Error of the
Estimate. A low estimate was calculated by subtracting the
product of the T-Score and the Standard Error of the Estimate. -
We chose to use the average of the high and low estimates for our
final estimate.

The dependent variable was the actual number of auditors at
the nine agencies and not the number the chief internal auditors,
the directors, and our special assistant auditors sagid were
needed by the agencies. At eight of these agencies, the chief
internal auditors estimated that they needed additional auditors
to perform all the audits necessary to maximize the benefits of
having internal auditing. Therefore, the model may underestimate
the number of auditors at some agencies.
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SPECTRUM CONSULIING GROUPR, INC. T ‘ APPENDIX H

I INTRODUCTION

Legislative Audit Commission Resolution No. 78 directed
the Auditor General to conduct a management audit of the
State's programs of internal auditing. Spectrum Consulting
Group was assigned to assess the current capacity of State
agencies to conduct EDP audits which are explicitly or
implicitly required by the Internal Auditing Act (Ill. Rev.
Stat. 1985, ch. 127, par. 136) and professional standards.
This report presents our conclusions and recommendations.

IT BACEKGROUND

To comply with the Internal Auditing Act (the Act),
internal auditors within State agencles must study, evaluate
and test electronic data processing (EDP) systems for the
follow1ng reasons: First, the Act requires internal auditors
to review newly installed EDP systems or major modifications
to existing systems prior to their installation to ensure
that these systems provide for adequate audit trails and
accountability. Second, EDP systems must be reviewed to
effectively evaluate internal accounting and administrative
controls. Third, the Act requires internal audit units to
conduct any audits which are necessary to maintain
professional standards. Professional standards issued by -the
U.S. General Accounting Office ("Standards For Audit of
Governmental Organizations, Programs, Activities, and
Functions") and by the American Institute of Certified Public
Accountants (AU Section 320 of Statement of Auditing
Standards) clearly require EDP audits when an automated
system is used in agency operations.

Internal controls over computer processing include both
manual procedures and procedures designed into computer
programs. These internal control procedures affect the EDP
environment (general EDP controls) and the specific controls
over accounting applications (EDP application controls).
General EDP controls establish a framework to control EDP
activities and to assure that the overall objectives of
internal control are achieved. EDP application controls
establish spec1f1c control procedures over accounting
applications in order to assure that all transactions are
accurately and expeditiously authorized, processed and
recorded.

State agencies with relatively complex data processing
systems must have EDP auditors within their internal audit
units. The actual number, experience, and skills required of
EDP auditors at each agency depends on the complexity of
their EDP environment and on their reliance on EDP systens
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for administrative and accounting functions. The frequency
and magnitude of EDP installations or modifications must also
be considered. . Overall, the internal audit unit must have
knowledge and experience in EDP environments to effectively
audit automated systens. : :

III APPROACH.

¥ R )
In order to assess the capablllty and performance of

State agencies in conducting internal EDP audits, we
developed an EDP Manager Survey and an EDP Environmental Form
to gather information about EDP systems and EDP staff at each
agency. These data, along with selected responses from the
Director and Chief Internal Auditor Surveys, were used to
identify EDP areas which need to be audited. .

To calculate the number of EDP auditors needed at each
agency, we determined the complexity of each appllcable audit
area and estimated the number of hours required to audit the
area based on a defined level of auditor expertise and the
scope of audit work desired (see Appendix A). This
information was compared to the number of exlstlng EDP
auditors to draw conclusions (see Appendlx B)

The Internal Auditing Act and three sets of professional
standards (American Institute of Certified Public
Accountants, General Accounting Office, Institute of Internal
Auditors) were used to determine the EDP areas needing audit
coverage and the scope of such coverage. The Office of the
Auditor General's 1986 Third Party Review of the Bureau of
Information and Communications Services (BICS) provxded a
guide to defining general and appllcatlon controls within an
agency's EDP environment. : .

The conclusions presented in the next section were
derived from analyzing data from selected State agencies.
Of 58 agencies designated as auditees by the Office of the
Auditor General, 48 agencies provzded a completed EDP
Environmental Form and 50 agencies participated in the EDP
Managers Survey. :

IV RESULTS OF ! ANALYEYS
GENERAL CONCLUSIONS

Overall, we found EDP audit coverage by State of -,
Illinois internal audit units to be deficient.  No agency
performed all EDP audit work mandated by the Internal
Auditing Act; however, some internal audit units audited EDP
general controls even though they had no designated EDP
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internal auditor. While internal auditors in 26 agencies
indicated they had an EDP audit position or assigned auditors
responsibility for general controls work, only ten agencies
have designated EDP auditors, as determined through review of
responses to survey questions and by reading resumes to
confirm qualifications, of which nine (Departments of
Children & Family Services, Commerce and Community Affairs,
Corrections, Public Aid, and Revenue, and the Office of the
Comptroller, Secretary of State, Southern Illinois University
and the University of Illinois) have full-time EDP auditors.

Deficient EDP auditing at Illinois State agencies
illustrates the need for additional resources and for
standardized EDP audit guidelines. These guidelines should
be published and made available to State agencies by a
designated State organization such as the Department of
Central Management Services. It would also be desirable for
. internal EDP auditors conducting general controls reviews to
. follow the guidelines established by the Office of the
Auditor General in its BICS Third Party Review.

Internal audit units have not regularly participated in
the review of new EDP systems or major modifications to
existing systems as required by the Internal Auditing Act.
These reviews:are important to ensure that appropriate
internal controls and audit trails are included in the
systems and are not inadvertently eliminated by on-going
changes. Studies indicate that it costs significantly more
(some suggest 20 times as much) to design a control into a
system after it is operational than it would to include the
control in the initial system design.

Survey results reveal that during the system development
process 47 of 50 (94%) data processing departments have user
participation. However, only 13 of 50 (26%) internal audit
units signed off on new development projects and only
12 of 50 (24%) data processing departments informed internal
audit units of major system modifications.

Agencies which use automated systems for accounting and
administrative functions must maintain certain EDP controls.
The existence and effectiveness of these controls must be
verified by auditing EDP general and application controls.
However, among the agencies responding to the EDP
questionnaires, only 26 of 50 (52%) indicated they had
performed an audit of computer operations. ..

Computer security audits are also important to maintain

general controls. Among the 50 agencies responding, 56% had
conducted an audit of computer security. For audits of
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A

communication administration, 30% of the agencies responding
stated that such an audit had been completed. Finally, only
26% of the agenc1es respondlng had audlted dxstrlbuted .
computer processxng. ST s : .

In summary, few EDP audlts are belng performed,
pr;marlly because of an inadequate number of EDP audit staff
in internal audit units. This inadequacy could be overcome
by providing addltlonal tralnlng“to auditors who have not
been trained in EDP auditing, by transferring EDP staff to
internal audit units and training them as audltors, or by
hiring more EDP auditors. S . .

PROJECTED EDP AUDITOR REQUIREMENTS

None of the 48 agencies that responded to the EDP .
environmental questionnaire have sufficient numbers of
internal EDP auditors to perform all required EDP audit work
(see Appendix C). A Our estimates of the additional number of
EDP auditors needed are based on complexity of EDP ’
environments, scope of audit work desired, and our
professional judgment. - v

Table 1 summarizes the number of audltors needed at 48
responding State agencies if they were to maintain minimum
audit coverage for EDP areas. Minimum audit coverage
~—“consists of audits of general controls and application
controls, special investigations as needed, and reviews of
new EDP systems or modifications of ‘existing systems, as
required by the Internal Auditing Act. . - S

Table i.

iy o o D e W S W T e - o e

Number of EDP Number of Current No. '.AdditiohaI'EDQ

Auditors Agencies EDP Auditors Auditors Required
Less than 1 18 - : P £
1 12 SR : 12 L.
2 8 L 3. S K< B
3 6 2 .16 T
4 1 1 - P '
5 3 6 .97 ,j

48 12 71
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Since in many instances a part-time EDP auditor could
satisfy part or all of an agency's requirements, it will not
be necessary to hire 71 full-time EDP auditors for these
agencies to comply with professional standards and the
Internal Auditing Act. Where part-time EDP auditors are
needed, regular internal auditors could be prov1ded with EDP
audit tralnlng on how to conduct control reviews and audit
special EDP functions. This approach will reduce the need
for additional full-time EDP audltors at these agencies to
39.

The number of auditors needed at the 48 agencies if they
were to conduct EDP audits which were expanded in scope is
set forth in Table 2. We consider this expanded scope
coverage to be the desirable level of EDP audit performance.
The desirable audit coverage includes: 1) the same coverage
as the minimum coverage (i.e., audits of general and
application controls, special audits, and review of new
systems or modifications of systems); 2) performance of
extended audit tests on microcomputers and distributed sites;
3) performance of expanded compliance and substantive testing
using computer assisted audit techniques; and 4) review of
high risk areas on an annual basis.

Table 2.

- > Wy o O vy LD ) Kl My P o T - - - oy " - L T L ——— — T G o

e S - — > G G — T W - S ) D G P o each R T Vi WA D G WG W G698 e G e

Number of EDP Number of Current No. Additional EDP
Auditors Agencies EDP Auditors Auditors
Required

6
11
26
21

Less than 1 6

1

3

8 3

5 2 18
1

1

0
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SPECTRUM CONSULTING GROUP, INC.

Applying the approach of using part-time EDP auditors
described for Table 1, the number of additional full-time EDP
auditors needed to achieve this level of coverage would be

reduced to 86.

While we recommend that each State agency have a
sufficient number of qualified EDP auditors to perform
expanded scope EDP audits, we also realize budgetary .
constraints make this an ideal scenario. Nevertheless, the
costs attached to expanded audit coverage often are
appropriate given the resultant benefits.



APPENDIX I

Agency Responses
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STATE oOF lLL:Né:s
OFrICE oF THE GOVERNOR
SPRINGFIELD 62706

James R TaomesCon

GoiEance

May 18, 1988

Mr. Robert G. Cronson
Auditor General

509 South Sixth Street
1st Floor

Springfield, IL 62701

Dear Bob:

Enclosed are responses from the Office of the Governor to the
recommendations made in the Auditor General's Management Audit of Illinois’
State Program Of Intermal Auditing. It 1is my understanding that these
responses will be included in the final report. Thank you for the opportunity
to participate, Please contact me if you need anything further.

Since

Deputy Chief of Staff

PMG:cs765

cc: Jim Reilly
Jeff Miller
Bob Schwarz
Karen Anderson
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GCOVERROR'S OFFICE RESPONSE

to the
AUDITOR GENERAL'S MARAGEMERT AUDIT

ILLIROIS' STATE PROGRAM OF I AL _AUDITI

RECOMMERDATION (REVISED)

_ The General Assembly may wish to consider amending paragraph 136.1 of the
Internal Auditing Act to: '

1. Require all departments subject to “The Civil Administrative Code
of I1linois”™ to establish internal audit programs which comply
with the requirements of the Internal Auditing Act;

2. Require other, large, "non-code" agencies such as the Toll Highway
Authority and the Housing Development Authority to become subject
to the Act; and

3. Make provisions for the Legislative Audit Commission to recommend
for the Governor's consideration agencies which should be
designated to have intetrnal auditing.

RESPORSE

We conmcur in principal with the desire to formalize criteria for the
designation of agencies to establish internal auditing programs. However, the
Governor needs the discretion the Internal Auditing Act grants to him to
determine which state entity should have a full-time internal audit function
to respond to changes in agency size or duties more promptly than through a
statutory revision process.

1. To arbitrarily require all departments subject to "The Civil
Administrative Code of Illinois™ to establish internal audit programs would
mandate full time internal audit funcétions in several agencies with less than
150 employees.

2. No change is required since other large “"non-code® igencies have been
and are designated by the Governor.

3. The Governor will consider mandating an agency establish a full-time

internal auditing program if the Legislative Audit Commission recommends the
agency to have one. ' :
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RECOMMENDATIOR (REVISED)

The General Assembly may wish to consider amending paragraph 136.1 of the
JInternal Auditing Act to establish an office under the Governmor to provide
internal audit services for those agencies and cepartments under the Governor
which are not required to have their own internal audit programs and to
interact with the advisory audit board..

RESPONSE

The recommendation duplicates an. existing statute, -which allows the
Department of Central Management Services, an office under the Governor, to
develop guidelines for establishment of internal sudit functions and provide
continuing instructions in auditing. = The Department has conducted audits of
several agencies without full-time internal audit functions, assisted in
establishing an internal audit function, and provided internal auditor
training. If the Legislature believes these activities should be increased,
then the Legislature should provide the mnecessary resources to the Bureau of
Audits. v

" RECOMMERDATION

The General Assembly may wish to revise the Internal Auditing Act so that
the chief internal auditor and his/her audit staff are free of all operational
duties. Currently, the Act stipulates only that "the chlef internal auditor
... shall be free of all operational dutles which would impair the auditor's
ability to make independent reviews of all aspects of the agency's operations."

RESPONSE

Due to fiscal constraints, it is sometimes necessary for agency management
to have their internal auditors perform some operational tasks. We expect
this practice occurs infrequently, if not, agency management should reclassify
the internal auditors they use for operational duties into more appropriate
operating titles. In addition, we expect agency management to allow their
internal auditors to comply with professional auditing standards. The
Institute of Internal Auditors' Professional Internal Auditing Standards
restrict internal auditors from assuming operating responsibilities; however,
the Standards allow "if on occasion management directs internal auditors to
perform nonaudit work, it should be understood that they are not functioning
as internal auditors”.
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* RECOMMENDATION (REVISED)

The General Assembly may wish to revise paragraph 136.2 of the Internal
Auditing Act to make the requirements for the position of chief internal
auditor more responsive to current governmental auditing requirements. An
amendment might include such language as:

"The chief executive officer of any State agency with a full-time program
of internal auditing shall appoint a chief internal auditor with appropriate
certification, such as Certified Public Accountant, Certified Intefnal
Auditor, or appropriate academic degrees, and five ¥years of governmental,
managerial, and audit experience; or seven years experlence in government,
management, and auditing.® '

RESPORSE

While we concur with the need to strengthen the Statutory requirements for
chief internal auditor, we question whether the recommendation's requirements
will meet that objective., We propose to add the Department of Central
Management Services® Internal Auditor Job Specification Series, as mnminimum
expectations, to part of the recommended requirements. Thus the Chief
Internal Auditor position would require a bachelor's degree, 6 years of
professional government internal auditing experience, with 3 years at a
supervisor or manager level, and certification as a Certified Internal Auditor
or as a Certified Public Accountant or, requires 7 years of professional
government internal auditing experlence, with 4 years at a supervisor or
manager level. '

RECOMMENDATION

The General Assembly may wish to revise the Internal Auditing Act to
require that audits on a test basis of expenditures, obligations, receipts, or
grants be conducted within a two-year time-frame. The General Assembly may
also wish to revise the Internal Auditing Act to reflect the need to plan
within a two-year time-frame.

RESPONSE

We suggest that the first part of the recommendation, requiring ™audits on
a test basis of expenditures, obligations, receipts, or grants be conducted on
a two-year time-frame"”, be reconsidered. We believe it is 1mportant to
recognize that expenditures, obligations, receipts, or grants are transactions
that occur within an agency's systems of internal controls., In effect, an
agency's system of internal control governs these transactions. Thus these
transactions (expenditures, obligations, receipts, or grants) are reviewed on
a two~year time-frame during the internal auditor's reviews of the agency's
systems of internal accounting and administrative controls, If the Internal
Auditing Act is revised we suggest that paragraphs 136.3(c) and (d) be removed
with the expectation that these transactions would be reviewed during the
internal accounting and administrative controls reviews required by paragraph
136.3(b).
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For the second part of the recommendation, &addressing multi-year audit
plans, we suggest the statutory requirement for bi-annual audits of internal
accounting and administrative control systems has caused many Iinternal
auditing offices to have audit plans that already reflect at least a two-year
time-frame. In support of the concept to standardize some internsl auditing
tasks, we concur with the recommendation to formalize the requirement for
multi-year audit plans.

In addition, we request the Legislature address a related, continuing
question, whether an internal auditor is expected to audit the "major" or
"all” systems of internal controls. In this report, on bottom of page 17, the
Auditor General states "the internal auditors either did not review all major
areas within a control system or did not review all major systems of
administrative and accounting controls™ (underlining added). The Legislative
Audit Commission's 1988 Annual Report refers to  internal audit program
elements, such as, testing of major internal control systems. The recently
issued draft audit report of the compliance audit of the Department of Mental
Health and DD recommends the review of major internal control systems. The
Internal Auditing Act, paragraph (e) refers to major new edp systems and major
modifications. However, the Internal Auditing Act specifies "audits of the
agency's systems of internal accounting control and internal administrative
control on a periodic basis so that all such systemgs are reviewed every 2
years”(underlining added).. This issue has caused different interpretations
.within the Auditor General's Office, with the expectation ranging from the
impractical "every and all" systems of internal control be reviewed to the
realistic "major" internal control systems be reviewed.

RECOMMENDATION

The General Assembly may wish to amend the Internal Auditing Act to
include a provision requiring that directors certify that their internal audit
units have prepared and followed a two-year audit plan; that the agency has
adequate internal controls, and that they have complied with the provisions
specified in the Internal Auditing Act.

RESPONSE

We qualify our acceptance of the auditors premise that additional
involvement by agency directors in the internal audit process will reduce
non-compliance with the Internal Auditing Act. We believe the agency
directors’ involvement needs to be more than a cursory action. Obviously,
adding a statutory requirement that agency directors certify their internal
auditors comply with the Internal Auditing Act, would require significant
involvement and should go far to reduce non-compliance with the Act.

The auditors do not explain how the recommendation's additional
requirements, for agency directors to certify their internal auditors use a
two-year audit plan and that the agency has adequate internal controls, will
significantly increase involvement by the director in the internal audit
process with the expected reduction of non-compliance with the, Internal
Auditing Act. Neither of these requirements exist within the ™ Internal
Auditing Act, thus they are not compliance issues.
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RECOMMENDATION .

The General Assembly may wish to cénsider creating an advisory audit board
comprised of State chief internal auditors to interact with the Governor's
"Chief Internal Auditor. The audit advisory board could:

1. recommend a uniform set of professional auditing standards and
ethics for use by State internal audit units,

2. facilitate training by acting as a clearinghousé for information on
training opportunities, and

3. coor&inate peer review sctivities. .

RESPONSE

We concur with the recommendation and suggest the State Internal Audit
Managers organization be congsideréd as the group from which the advisory audit
board be drawn. Perhaps, the State Internal Audit Managers should be assigned
responsibility to designate the individuals to serve on the advisory audit
board. :

The advisory audit board would develop policy as well as provide continuing
advice and guidance. The advisory audit board would review and report to the
Department of Central Management Service's Director whether adequate resources
are provided to that function. The Auditor General would review, during their
bi-annual audits of the Department of Central Management Services, the
effectiveness of this process as well as the adequacy of support provided the
function.
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illinois Department of
Public Aid

i

B s 4
Jesse B, Harris Building
Edward T. Duffy 100 S. Grand Avenue East
Director Springtield, Iliinois 62788 197 11 %7 8 33

May 11, 1988

Mr. Richard Rowe, Audit Manager
Office of the Auditor General

509 South Sixth Street, 1st Floor
Springfield, Illinois 62701

Dear Mr. Rowe:

Attached is the State Internal Audit Managers' response to the 0AG's
Management Audit Illinois' State Programs of Internal Auditing.

If you have any questions, please contact me at 782-1156.

— Regards,
N\ f
/ ,fi‘ J o e
Robert J. fchwarz, Chai
State In al Audit agers

Chief, Bureau of Internal Audits
Illinois Department of Public Aid
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STATE INTERNAL AUDIT MANAGERS

We, the State Internal Audit Managers, the professional auditors charged with
implementing the State's Internal Act, offer our comments to the Auditor
General's "Matters for consideration by the General Assembly”.

The General Assembly may wish to consider amending paragraph 136.1 of the

Internal Auditing Act to:
1. Require all departments subject to "The Civil Adninistrative Code

of Illinois" to establish internal audit programs which comply with the
requirements of the Internal Auditing Act; - _

2. Require other, large, "non-code" agencies such as the Toll Highway
Authority and the Housing Development Authority to become subject to the

Act; and
3. Make provisions for the Legislative Audit Commission to recommend

for the Governor's consideration agencies which should be designated :o
have internal auditing.

State TA Mgrs. We concur

The General Assembly may wish to consider amending paragraph 136.1 of the
Internal Auditing Act to establish an office under the Governor to oversee
internal audit programs for those agencies and departments which are
accountable to the Governor and which are required to have internal audit
programs, and to provide internal audit services for those agencies and
departments which are not required to have their own internal audit programs.

State IA Mgrs. We concur with amending paragraph 136.1 of the
Internal Auditing Act to establish a professional group of Internal Auditors
under the Governor to provide training, peer reviews and technical audit
support to agencies required to have a full time intermnal audit function and
to provide the internal audit function for agencies, boards and commissions
without full-time, internal audit functions.

The General Assembly may wish to revise the Internal Auditing Act so that
the chief internal auditor and his/her audit staff are free of 2ll operational
duties. Currently, the Act stipulates only that "the chief internal auditor .

shall be free of all operational duties which would impair the auditor's
ability to make independent reviews of all aspects of the agency's operations.”™

State IA Mgrs. We concur
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The General Assembly may wish to revise paragraph 136.2 of the Intermnal
Auditing Act to make the requirements for the position of chief internal
auditor more responsive to current governmental auditing requirements. An
amendment might include such language as:

“The chief executive officer of any State agency with a full-time

program of internal auditing shall appoint a chief internal auditor

with appropriate certification, such as Certified Public Accountant,

Certified Internal Auditor, or appropriate academic degrees, and five

years managerial and auditing experience, or seven years experience in

government management and auditing."®

2%

State IA Mgrs. - We concur with need to strengthen the internal auditor
requirements and propose the adoption of the current Department of Central
Management Services Internal Auditor requirements.

The General Assembly may wish to revise the Internal Auditing Act to
require that audits on a test basis of expenditures, obligations, receipts, or
grants be conducted within a two-year time-frame. The General Assembly may
also wish to revise the Internal Auditing Act to reflect the need to plan
audits within a two-year time-frame.

State TA Mgrs. We concur

The General Assembly may wish to consider creating an advisory audit board
comprised of State chief internal auditors to interact with the Governor's
"Chief Internal Auditor". The audit advisory board could:

1. recommend a uniform set of professional auditing standards and
ethics for use by State internal audit units,

2. facilitate training by acting as a clearinghouse for information
on training opportunities, and

3. coordinate peer review activities.

State IA HMgrs. We concur.
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TATE IHTBRNAL AUDIT HAHAGERS

The State Internal Audit Managers (State IA Mgrs.) have functioned as an
informal organization since 1975.  Its membership is open to all State
government chief internal auditors, including the internal suditors from the
offices of separately elected officials, universities, colleges, boards and
commissions. The State TA Mgrs. organization provides professional internal
auditors with a self -support group. ﬁg

The State IA ngs. most typical activity is to 1dent1fy training needs of
internal audit staffs. We attempt to provide this training by having other
internal auditors conduct the training or by contracting with professional
training providers to offer the training at reduced cost. In the past year
our activities included coordinating an effort to counter a bargaining units
petition to absorb junior internal auditors into a bargaining unit and
conducting a two-day seminar for the State IA Mgrs. Attendance at the two
1987 meetings represented over 70% of the IA Mgrs. and governmental

organizations.

Submitted by :
Robert Schwarz, Chairman
State Internal Audit Manager
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NEeIL F. HARTIGAN
ATTORNEY GENERAL
STATE OF ILLINOIS
. SPRINGFIELD

62706
May 10, 1988

Honorable Robert G. Cronson
Illinois Auditor General -
Marriott Commerce Building

509 South Sixth Street
Springfield, Illinois 62701

~ Dear Auditor General Cronson:

In response to the draft audit report on internal auditing
received from your office on memorandum dated April 25,
1988, would you please consider the comment noted below in
connection with the audit report.

Chapter III, page 13, under the heading of Reporting, cites
the Attorney General's Office for noncompliance with the
Internal Auditing Act in that the chief internal auditor
does not report administratively to the agency head.
Although we concur with the finding as presented, the
reporting relationship has changed subsequent to the audit
fieldwork. The chief internal auditor now, not only reports
to the Attorney General on audit matters, but also reports
administratively to the Attorney General.

This response is provided to present the current status of
the agency's reporting structure. Thank you for ycur review
and attention to this matter.

Sincerely,

Chief Internal Auditor

JR/mw
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STATE OF ILLINOIS
Nlinois Commerce Commisg%()n
- pM 1
a8 AT LY T T

MARY 8. BUSHNELL B
Chairman .

6§27 East Capitol Avenue
P.0. Box 4805
Springfisid, iHinois 62708

May 10, 1988

Mr. Ric Rowe, Audit Manager

Office of the Auditor General
Marriott Commerce Building, Room 151
509 South Sixth Street

Springfield, Illinois 62701-1878

Dear Mr. Rowe:

Attached please find a response to page 49 of your report
draft on internal auditing which indicates that the Illinois
Commerce Commission's internal auditors are not in compliance
with the Statutes with regard to administrative and accounting
audits. :

Sincerely,
Mary B. Bushnell

Chairman

MBB:sh
Attachment
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An annual internal control survey of accounting and
administrative controls is an "integral part of the internal
audit function of +the Illincis Commerce Commission. The
surveys are conducted using the criteria in the Audit Guide
for CPA firms under contract to the Office of the Auditor
General who perform compliance audits of Illinois State
agencies. The survey is designed to .locate internal control
weaknesses in an agency under audit for use in ‘developing

audit programs. »
Commerce Commission Internal . Auditors use the surveys

for developing “risk factors” for annual Internal Audit
Workplans from which priorities - and frequencies for
individual internal audits of accounting and administrative
controls are established.

Our policy has been not to issue a formal audit report
on the entire survey as the checklist in the “Audit Guide”
of the Office of the Auditor General is designed to support
audit programs and assist in determining sample sizes and
the extent of testing rather +than a comprehensive audit
report. The portion of the survey pertaining to each audit
.is incorporated in. the workpapers of +the particular audit
from which a formal audit report is issued. This again is a
take off of the procedure used by firms following the
guidelines of the Office of the Auditor General. .

We have reported on the Commission’s systems | of
internal accounting and internal administrative control in
each individual audit report.
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Illinois Department of Commerce and Community Affairs

Jay R. Hedges v James R. Thompson : Steven D. McClure
Director Governor Assistant Direcror

May 5, 1988

Mr. Ric Rowe

Audit Manager

Office of the Auditor General
Marriott Commerce Building, Room 151
509 South Sixth Street

Springfield, IL 62701-1878

Dear Mr. Rowe:

Thank you for the opportunity to respond to the management audit araft report
referencing the Department of Commerce and Community Affairs.

I'd like to thank the Auditor General's staff for their constructive
recommendations made during the audit review. My internal audit chief has
implemented many of the suggestions for improvements in audit performance. [
support internal auditing for its objective analysis of agency operations and
programs. Their recommendations have resulted in improved internal controls
and improved operations within the Department.

However, [ do not concur with the reporting weakness discussed on pages 13 ana
14. The Chief Internal Auditor has a direct reporting relationship with the
Director. I am responsible for internal controls and operations and act
immediately on all deficiencies and recommendations reported by the internal
audit chief. 1 see no barriers to open communications or reporting
relationships between myself and the chief internal auditor.

I aaree that we need additional internal auditors. I also wish to point out
that my SFY'89 budget reguest contains an additional internal auditor in the
Agency. This is made at the expense of an offsetting reduction elsewhere in
our budget.

620 East Adams Street Statz of Ilinois Center Tourist Information Center

Springfield. Dlingis 62701 . 100 West Randolph Street: Suite 3-400 310 South Michigan Avenue, Suite 108
’ Chicago. Ilinois 60601 Chicago. Illinois 60604

217:782-7500 312/917-7179 312/793-2054

Telex:910-221-5559
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Mr. Ric Rowe
May 5, 1988
Page 2

I appreciate the Office of the Auditor General's interest in strengthening
internal controls in state government. I am available to discuss the contents
of this letter and/or other questions on internal auditing in the Department

of Commerce and Community Affairs.
Sincerely,

Lwhﬁ/

Jay R. Hedg
Director
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lllinois Department of Conservation
life and land together

LINCOLN TOWER PULAZA ¢ 524 SQUTH SECOND STREET « SPRINGFIELD 62701-1787
CHICAGO OFFICE « ROOM 4-300 « 100 WEST RANDOLPH 60601

. MARK FRECH, DIRECTOR

May 9, 1988

The Honorable Robert G. Cronson
Auditor General

Merriott Comerce Building

509 South Sixth Street
Springfield, Tllinois 62701

Dear Aunditor General Cronson:

Thank vyou for the opportunity to camment on vour draft report
concerning ITllinois' State Programs of Internal Auditing, While we
concur with most of vour conclusions and recommendations on pages 31 and
32 of the report, there are a few exceptions which T wish to bring to
your attention:

Recammendation #3: Since the Department of Central Management
Services is statutorily authorized to provide this service,
creation of a new function would appear to be duplicatory.

Recommendation #5: We agree with the need to strengthen internal
audit requirements and suggest the adoption of the CMS job spec-
ifications for the Internal Auditor V position.

Recammendation #6: We recammend the two year requirement be
applied to "major" internal control systems.

Recammendation #7: We concur with the two-year audit plan, but
believe that line managers should certify to the agencv head that
adequate controls are in place in their respective operations.

Your report cites the Department for non-campliance to the Internal
Audit Act, in that the Chief Internal auditor does not report directly
to the Director. Tt is our intention to strengthen reporting practices
as necessary to fully comlv with the Internal Auditing Act.

If you have any questions on our stated position, please feel free
to call. ‘.

Sincerelv,
[ rd
Manke Snethn
Mark Frech
Director

MP:CE:mr
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lllinois Department of Employment Security
401 South State Street ¢ Chicago, lllinois 60605

May 10, 1988 ‘88 mm{‘ 12 ,qm 19 38

Ric Rowe, Audit Manager
0ffice of the Auditor General
509 South 6th Street - Rm. 151
Springfield, Illinocis 62701

- Dear Mr. Rowe:

We are in ‘receipt of the draft report of the Management Audit on
Internal Auditing. IDES does not request an exit conference on this
draft report but we are glad to provide our response to you.

This is a very professional report and contains valuable and useful
information.  This agency, has had an internal audit function from
the beginning of IDES in 1984. I believe strongly in the importance
of internal auditing 4&s a management tool for effective monitoring
and control of operations and as an aid to more efficient and
cost-effective management. Your review provides useful guidelines
for improving our use of the internal audit function.

IDES 1is pleased to be recognized as one of the nine agencies selected
for use as a base measurement.. Our responses to the eight
recommendations follow.

Recommendations 1 and 2 refer to the coverage of the Internal Audit
Act. We suggest that changes in coverage be based on documented and
objective criteria.

Recommendations 3 and 8 concern establishing both an office under the
Governor to provide internal audit coordination and services to
agencies accountable to the Governor and an advisory audit board.
Creation of additional officées and review boards should be undertaken
only after  a careful needs assessment is made and a determination is
reached about using currently established groups. We would suggest
that already existing offices be used for coordination, training,
standards, ethics, and peer reviews. Many of these functions are
included in Illinois Revised Statutes, Chapter 27, Section 35.1
through 35.4 and are assigned to CMS. Coordination of training
programs, peer reviews, and assistance to smaller agencies would be
useful roles which can be performed through such a centralized
operation. The State Internal Audit Managers could constitute an
advisory audit board. ’

Recommendation 4. We concur that chief internal auditors as well as
their staffs should be freed from operational responsibilities,
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Ric Rowe
" May 10, 1988
Page 2

Recommendation 5. We concur that the requirements for the position
of chief internal auditor should be revised to reflect realistic and
meaningful standards. The current requirements do not reflect those
qualifications which are necessary to staff this position with the
proper individuals. Your review lists this Agency as 'out of
compliance with the statutory requirements in spite of the fact that
you found 1IDES to have one of the better internal audit operations.
Oour chief internal auditor has twelve years of accounting and
auditing experience and a Masters of Business Administration degree
in addition to being a Certified Internal Auditor. The requirement
- in the current statute for a CPA certificate is not reflective of the
kind of functions performed by "an - internal auditer. IDES is in
agreement with your findings that this section of the law be revised.

Recommendation 6. - We concur. However, this is already done if an
agency complies with  the regquirement to perform reviews of major
internal control systems every 2 years.

Recommendation 7. IDES monitors the internal audit function against -

an approved two-year work plan as well as apgainst the provisions of
the Act. We have conducted a review of the adequacy of our internal
control system and are using the results of this review to monitor
our operation. However, in implementing this recommendation, care
should be taken to ensure that management accountability is
maintained. The establishment and maintenance of the system of
internal controls is the responsibility of management. Agency
directors should require certification from managers as to the
functioning of that systenm. The function of internal audit is to
review that management certification.

I am requesting that you make one correction to the draft report. In
Appendix F IDES is shown as estimating a need for 15 internal

auditors. The estimate of 15 {is for the entire staff and would
include a secretary, an administrative assistant and supervision of-
auditors. The correct number for “"auditors needed” would be

estimated at 10 by both our chief auditor and myself.

Thank you for the opportunity to respond to the draft-report. If you
have any questions, please call Jan Hanilton at 312/793_9240_

Sincerely.

Sally A. Jacks
DIRECTOR
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-‘ .- | lllinois Department of Energy and Natural Resources

L ¥ 4 4
EEE R P20 gt i 2701292

217.785-2800

May 8, 1988

Office of the Auditor General
Ric Rowe, Audit Manager

509 S. Sixth Street
Springfield, IL 62701-1878

Dear Mr. Rowe:

During the course of ENR’s fiscal and compliance audit of this
agency by Sikich, Gardner & Co., we provided Jerry Gardner addi-
tional information regarding the Internal Audit Section’s auditing
of grant agreements and we were able to satisfy him that this
agency does regularly and routinely audit its grant and contrac-
tual agreements. Therefore, we are requesting that you delete
this finding from your report. i

The second area we would like to note is the finding on the lack
of EDP auditing. Sikich & Gardner’s report on ENR’s internal au-
dit function did not identify.this area as a weakness. While ENR
does not have an EDP auditor on staff, we do, on a limited basis,
review new developing systems, major changes to existing systems,
and some existing systems. We believe that this limited audit ac-
tivity fulfills the EDP audit needs of this agency and, therefore,
request that you delete this finding from your report.

Thank you for the opportunity to respond to your report.

Sincerely,

by Sl

Don Etchison,
Director

cc: Nancy J. Hilger, CPA
Chief Internal Auditor

Tom Pigati, CPA
Director of Administration
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mW}NORTHEASTERN ILLINOIS UNIVERSITY
/‘ JSSOON ST. LOUIS AVERUE @ CHICAGO !LL*NO!S 60625 @ (312) 583-4050

Ul R

|
k ".‘(‘:\»

PRESIDENT OF THE UNIVERSITY

May 9, 1988 e

Ric Rowe

Audit Manager

Office of the Auditor General
Marriott Commerce Building, Room 151
509 South Sixth Street 62701-1878

Dear Mr. Rowe:

This letter is in response to the draft report of the
Management Audit of Illinois' State Programs of Internal
Auditing issued in May, 1988. As requested it contains
comments and clarifications pertaining to the findings of
noncompliance with statutes cited in the draft report.

REPORTING

At Northeastern Illinois University (the University) the chief
internal auditor reports directly to the President of the
University in the exercise of auditing activities as well as
administratively. She reports all audit findings and
recommendations in their entirety directly to the President.
While the Vice President for Administrative Affairs may be
called upon by the President to assist him in day-to-day
supervision, control over the activities of the internal
auditor is ultimately retained by the President. The chief
internal auditor is accountable to the President and it is he
who evaluates her performance and grants pay raises
accordingly. The University believes itself to be in
compliance with the Internal Auditing Act (the Act) with
respect to its reporting structure.

PERFORMANCE QF AUDITS

-

Grants .

The University's internal auditor will perform reviews of
grants made and received every two years in order to
effectively evaluate internal accounting and administrative
controls, as required by par.136.3 part (b) of the-Act. The
University's current 1nterna1 audit plan includes a grant
review,-
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EDP Reviews

The University's internal auditor has reviewed the design of
major new EDP systems and major modifications to existing
systems prior to their installation, as required by par.
136.3, part (e) of the Act. Funding constraints have
precluded the University from obtaining the resources required
to perform a review of all EDP systems every two years.
Future consideration will be given to reallocation of

resources.

Sigperely, N/ -~”¥é)
;\éxjﬁhg _>’~ -xgi%‘« ZL“.

" Gordon H. Lamb
President

GHL:mb
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Hlinois Department of
Public Aid

1

Jesse B. Harris Building
Edward T. Dufty 100 S. Grand Avenue East . 910
Director Springfield, Hlinois 62762 A8 MP; 13 pPMm 3 16

May 10, 1988

Mr. Richard Rowe, Audit Manager
Office of the Auditor General
509 South Sixth Street
Springfield, Illinois 62701

Dear Mr. Rowe:

This letter transmits the Department's response to it's only relevant
recommendation in the Management Audit Illinois' State Programs of Internal

Auditing.

Recommendation: The directors ... Should change their agencies' reporting
structure to comply with paragraph 136.1 of the Internal Auditing Act, which
requires chief internal auditors to report directly to agencies' chief
executive officers.

Response: The Department of Public Aid complies with the Internal aAuditing Act
(127/136.1), which mandates "The chief internal auditor shall report directly
to the chief executive officer of a State agency, in the exercise of auditing
activities®, by having the Chief Auditor prepare and submit the annual audit
plan for the Director's approval, submitting all final reports directly to the
Director, and by having full, unrestricted access to the Director to discuss
significant findings. For day-to-day administrative functions, the Chief
Auditor reports to the Department's Inspector General.

If you have any gquestions, please contact my Chief Auditor Robert J. Schwarz,

782~1156.

Regards,

Edrard

BEdward T. buffy
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ILLINOIS DEPARTMENT OF

PUBLIC HEALTH

A Healthier Today For A Better Tomorrow Bernard J. Turnock, M.D., Director

‘8§ mav 11 Aam § 57
May 10, 1988

Mr. Rick Rowe, Manager
Office of the Auditor General
Marriott Commerce Building
509 South Sixth Street
Springfield, Illinois 62701

Dear Mr. Rowe:

Enclosed are the Department of Public Health's responses to the findings and
recommendations contained in the Management Audit of Illinois® State Programs
of Internal Auditing in which the Department was specifically mentioned. The
responses are organized in order of the appearance of their corresponding
findings and recommendations in the audit report.

- Sincerely,

/fﬁua-u-dbs>S;2~aauac&»,9ub

Bernard J. Turnock, M.D.
Director of Public Health

Enclosure

535 West Jefferson Street ® Room 450 © Springfield, lllinois 62761
100 West Randolph Street @ Suite 6-600 ® Chicago, Illinois 60001
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FINDIKG: , RNAL, AUDIT UNIT PERFORMED AUDITS OF
OPERATIONS OR PROCEDURES. (page 10)

IDPH Response:

The Department concurs with the finding and recommendation. To better define
and segregate its duties and responsibilities, the Division of Audits has been
divided into separate internal and external audit sections. Improvements
include the development of a comprehensive audit plan and enhanced audit and
report writing procedures. In addition, the Divigsion of Audits has undertaken
the development of a policies and procedures manual, long range planning goals
and objectives and 1s aggressively pursuing training opportunities for
professional staff. Increased emphasis and resources will be placed in the
Division of Audits in the forthcoming fiscal year, which will enable the
Division to meet its professional responsibilities and the statutory
requirements of the Internal Auditing Act.
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INDING: THE CHIEF I AUDITOR OF THE AGENCY DOES NKOT RRPORT DIRECTLY
TO THE CHIEF EXECUTIVE OFFICER. (page 14)

IDPH Response:

The Department of Public Health does not concur with the auditor's finding
that the Chief Internal Auditor of IDPH does not report directly to the
Director. On all significant audit issues, the Chief Intérnal Auditor reports
directly to the Director of the Department. This reporting relationship has
been formally established in the Department's organization chart and is also
set forth in the position description for the Chief of the Division of
Audits. In addition, at the Director's request, the Chief of the Division of
Audits attends all senior staff meetings which is wutilized as & forum for
‘raising significant issues including relevant audit issues.

Subsequent to the completion of field work for this audit, the Division of
Audits has prepared an audit charter which has been reviewed and approved by
the Director. It 1is only for very routine administrative matters that the
Division Chief makes requests of and seeks approval from the Department’s
Deputy Director. Therefore, we believe the information contained in the audit
report does not accurately portray the organizational relationship for the
Chief Internal Auditor.

'
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FIRDIRG: THE CHIEF IRTERWAL AUDITOR ANWD INTERNAL AUDIT STAFF PERFORM
OPERATIONAL EESPONSIBILITIES, (page 14)

IDPH Response:

The Department of Public Health concurs with the finding and recommendation.
The Chief Internal Auditor and all internal audit staff have been relieved of

all operational duties.

-104-



FIRDIRG:

CCORDQCE ﬂ;l’ﬂ IHE QQ BRMERTS OF IHB IRTKRRAL AUDITIRG ACT.

(page 17)

IDPH Response:

The Department of Public Health concurs with the finding and recommendation.
The Division of Audits is in the process of developing a two-year audit plan
which will identify the individual audits to be conducted each year. The
biennial audit plan, when completed, will be submitted to the Director for

approval.
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SuiTe 11-100
STATE of {Lunols CENTER
100 WeST RANDOLPH STREET
Cuicaso, IL 60601
312-917-2600

May 11, 1988
ILLINOIS RACING BOARD

Mr. Robert Cronson

Auditor General

State of Illinois

c¢/0 Richard Rowe

509 South Sixth Street, Fl. 1
Springfield, Illinois 62706

Dear Mr. Rowe:

I am writing in response to your recent audit finding '
concerning the failure of the Illinois Racing Board's internal
auditor to comply with the Illinois Internal Audit Act. 1In
that report, our internal auditor--Venice Meyer was cited for
~ non-compliance with the Act relative to the performance of a

. grant review of Race Track Improvement Funds (RTIF).

It is staff's opinion that the (Board) does not administer
grants. The (Board) is responsible to monitor the collection
of breakage monies by organization licensees at Illinois
racetracks. One half of the breakage is allotted to the
State's General Revenue Fund, while the other half is
deposited directly into the organization licensee's (RTIF)
account in the State Treasurer‘s office. Separate accounts
are maintained by the State Treasurer for each organization
licensee conducting a race meeting at an Illinois track.

The Illinois Revised Statutes require that the (RTIF) be
utilized to maintain the physical structure of Illinois
racetracks. The Bureau of the Budget annually appropriates a
funding level to the (Board) based upon prior expenditure
levels by organization licensees. (RTIF) appropriated to the
(Board) merely pass through the agency‘'s account in order to
insure the integrity of the process.

The organization licensee maintains an account where these
monies generated by breakage are shown as income. The funds
available in the organization licensee's account aré based
solely on monies earned as breakage during race meetings. If
a (RTIF) project exceeds breakage monies earned, the licensee
is only entitled to receive partial payment for the project
based upon the amount of funds in the licensee's account.

The (Board) cannot expend (RTIF) on its own nor can they
direct that any portion of these funds improve the physical
structure of any racetrack where the breakage was not earned.
Therefore, we do not believe that these funds can be considered
grants to the (Board) under the terms of the Internal Audit

Act.
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Mr.7Richard Rowe
May 11, 1988
Page 2

Thank you for‘the opportunity to respond to these audit
findings. If you have any questions concerning the above,
please feel free to call.

Very truly yours,
ILLINOIS RACHIG BOARD

William J. Bissett
Executive Director

WJB:cmc
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JILLINOIS DEPARTMENT OF REHABILITATION SERVICES
Phllip C. Bradiley, Acting Director

May 4, 1988

Mr. Ric Rowe
Audit Manager

Office of the Auditor General

Marriott Commerce Building

1st Floor
509 South Sixth Street

Springfield, Illinois 62701

Dear Mr. Rowe:

623 East Adams

P.O.Box 19429

Springfieid, lilinois 62794-9429
(217)782-2093 {voice)
(217)782-5734 (TDD)

100 West Randoiph
Suite 8-100

Chicago, lllinois 60601
(312)917,2934 {voice)
(312)9TP#-3040 (TDD)

2

. : . : o
- ' 2

>
S

Attached are the Department's responses to the compliance exceptions noted in
your Management Audit Report on Illinois'

State Programs of Internal Auditing.

Thank you for providing us with an opportunity to comment. We do not believe
that a formal exit conference will be necessary.

“

Sincerel

W

Phil Btadley'
Acting Director

We're opening DORS to EQUAL OlFBPgORTUNITY and INDEPENDENCE




Recommendation

The directors of the following agencies should change their agencies’
reporting structures to comply with paragraph 136.1 of the Internal Auditing
Act, which requires chief internal auditors to report directly to agencies'
chief executive officers: ' ‘ ‘

Attorney General Commerce and Community Affairs

Conservation Mental Health and Developmental Disabilities

Corrections Northeastern Illinois University

Public Aid Secretary of State . . B
.Public Health Rehabilitation Services ,

State Police Illinois State University

Transportation University of Illinois o

Department Response
Recommendation not accy-ted.

The Department's Chief Internal Auditor does (and has) report to the
Director. We have attached a copy of the Department's organizational chart
(exhibit 1) which was included in the Department‘'s Human Services Plan for
the 1986 state fiscal year. We believe that we are (and were) in compliance
with paragraph 136.1 of the Internal Auditing Act.

Recommendation

The directors of the following agencies should ensure that chief internal
auditors at their agencies perform only audit duties:

Agriculture ' Board of Higher Education
Public Health Community College Board

Racing Board Rehabiiitation Services
Secretary of State Treasurer

University Retirement System Alcoholism and Substance Abuse

State Community College of East St. Llouils
Professional Certification (formerly Registration and Eduecation)

Department Response

Recommendation accepted.

In November 1986, the Department revised its policies and procedures relieving

the Internal Audit Unit of its responsibility for participating in the .o
collection and monitoring of misspeant funds cases. Since this represented the

only operational responsibility of the Internal Audit Unit, the Department

believes that it now complies with paragraph 136.2 of the Internal Auditing Act.
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Recommendation

Directors of the following agencies should ensure that the internal audit unit
prepares and follows an audit plan which meets the needs of the agency and the
requirements of the Internal Auditing Act.

Chicago State University Public Health
Alcoholism and Substance Abuse ) Racing Board
Environmental Protection Agency University Retirement System

Rehabilitation Services

Department Response

Recommendation accepted.

The Department's Internal Audit Unit currently prepares and follows a plan which
meets the requirements of the Internal Auditing Act. This was confirmed and
reported on in the Department's Special Report on Selected Internal Controls in
Accounting, Grant Activities, and Operational Areas for Fiscal Year 1987 (seée
exhibit 2). '

Recommendation

The General Assembly may wish to revise the Internal Auditing Act to require
that audits on a test basis of expenditures, obligations, receipts, or grants be
conducted within a two-year time—frame. The General Assembly may also wish to
revise the Internal Auditing Act to reflect the need to plan audits within a
two~year time-frame.

Department Response

The Department's internal audit plan coincides with the biennial period
scheduled by the Office of the Auditor General (even cycle). Furthermore, the
Department's Internal Audit Unit is in the process of completing the audits iIn
the plan which will provide coverage on a test basis of expenditures,
obligations, receipts, and grant activities.

(Additional response'material supplied by the Department of
Rehabilitation Services is on file at the Office of the

Auditor General.)
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932 South Spring Street
Spnagheid. Uinois 62704
{2171 524-7300

JiM EDGAR
SECRETARY OF STATE

OFFICE OF THE SECRETARY OF STATE
DEPARTMENT OF THE INSPECTOR GENERAL

May 9, 1988

Honorable Robert G. Cronson
" Auditor General - State of Illinois
Marriott Commerce Building
509 South Sixth Street
Springfield, IL 62701-1878

Attention: Ric Rowe, Audit Manager
Dear Mr. Rowe:

The draft of the management audi@,of the Stéte's Programs of Internal
Auditing has been reviewed by me and my staff.

We have also reviewed the comments applicable to "Matters for
consideration by the General Assembly” which .were furnished to your
office by the State Internal Audit Managers organization. We are
generally in agreement with the State IA Managers' on those matters. I
would like to comment on those Agency Recommendations specific to the
Office of the Secretary of State.

The directors of the following agencies should change
their agencies' reporting structures to comply with
paragraph 136.1 of the Internal Auditing Act, which
requires chief internal auditors to report directly to
agencies? chief executive officers.

A reorganization within this office, effective April 15, 1988, (see
I11inois Register, Vol. 12, Issue 18, April 29, 1988, Code Citation: 2
I11. Adm. Code 550) created the Inspector General Department. Quoting
the Code, "The Inspector General Department performs two functions: it
investigates all allegations of wrongdoing involving personnel of the
Office of the Secretary of State, and presents reports on its findings
to the Secretary, Deputy Secretary, and appropriate Directors for
possible disciplinary action, and it, through its Internal Audit
Division, conducts’fiscal and compliance audits of Secretary of State
operations. The Chief Internal Auditor has access to the Secretary and
Deputy Secretary regarding audit matters.”

-
-

Subsequent to the audit, and in conjunction with this reorganization,
the Chief Intermal Auditor of this Office now reports directly to the
Secretary of State in the exercise of auditing activities.
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Honorable Robert G. Cromson .
Auditor Gemeral - State of Illinois
May 9, 1988

Page 2 of 2

The directors of the following agencies should ensure
that chief internal auditors at their agencies perform
only audit duties.

Prior to the audit, the Chief Internal Auditor of this Office served on
the Agency Policy Committee in an advisory, nomn-voting position. While
this was considered by some to be good management practice, he has been
removed from the committee to eliminate the auditor concern. _

Appendix E. Non—compliance with Statutes.
Administrative & Accounting audits.

Since 1983, an internal audit plan has been prepared each year; audits
were conducted during the ensuing year in accordance with that plam to
the extent possible. Plans and audits have been reviewed by external
auditors with no prior exceptions of this type noted.

To eliminate the audit concern, the FY-89 and subsequent audit plans
will be two-year plans, and will provide more specificity as to audits
scheduled, ascertaining that wmajor accounting and administrative
controls will be reviewed minimally every two years. -

Please consider this letter to be our response to the findings and
recommendations as presented in the draft report. We do not request an

exit ccaference. If you have any questions, please do not hesitate to
contact me.

Sincerely, -

ames E. Redémbo
/ Inspector General

JER 1w
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Mr. Ric Rowe . : 33 MAy 2 pmoqn 29

Audit Manager

State of Illinois '

Office of the Auditor General

Marriott Commerce Building, Room 151
509 South Sixth Street

Springfield, Illinois 62701-1878

Dear Mr. Rowe:

I have received and reviewed your report on the management audit of
"Illinois' State Programs of Internal Auditing". By way of this letter, I
am responding only to specific findings on the internal audit function at
the State Universities Retirement System (SURS). »

The first finding indicated that I was performing operational
duties. Through telephone conversations with your office, three areas
from my job description were indicated as being operational: claims, cash
balance and checking account, EDP system (act as coordinator for inquiry
system designed for SURS staff). I will address each area separately.

Claims duties.. Through a misunderstanding, I stated on your "Bio"
sheet that I performed operational. dutjes in this area. Since the "Bio"
sheet summarized functions as either audit duties or operational duties, I
mistakenly put down the time I am involved with the computer Systems
Development Life Cycle (SDLC) as operational instead of audit. My duties
during the SDLC are limited to attending preliminary and detail design
meetings, reviewing internmal controls to be implemented, approving users'
testing plans and testing results. To clarify my work in the Claims area,
I am enclosing an audit program from a recent survivors claims audit which
is typical of the work I perform in all claims audits. In addition to my
SDLC work, the claims audits are the only work I have ever done in this
areasa.

Cash balance and checking account duties. I have been reconciling
the bank account for the following reason: Since SURS is in charge of its
own fund, it has a master trust account as well as a checking account.
This unique situation causes the bank reconciliation process to be very
technical and complicated which reduces the number of persons in’ this
Office technically able to perform this duty. Of the technically able
persons, I was the only one independent enough to complete it (all” other
personniel had day-to-day duties. in.the receipts. or disbursements cycles)
As a result of your finding;, I will no longer reconcile the bank account.
In order to ensure adequate separation of duties of the - new person
completing the bank reconciliation, SURS will be’ re3551gning the duties of
two staff members.
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Mr. Ric Rowe
tiay 6, 1988
Page 2

EDP szstemgiact as c¢oordinator for inquiry system designed for SURS
staff. The data base inquiry system in place at SURS is designed to be
used by nontechnical staff in order to generate reports given a set of
simple parameters or limits. I use- the inquiry system extensively in

selecting sample sizes and determining audit populations. Since I know
more about the inquiry system than any other staff member I will, on
occasion, generate informational reports for other staff members. I

estimate that I spend less than two hours per month performing this duty.
Since these reports dre informational they are not subject to audits. In
light of this fact, I feel that I maintained my audit independence while
performing this operational duty. SURS management will encourage other
staff members to learn the query system and generate their own reports.

The second finding indicated that SURS does not have an intéernal
audit plan. Because of an error im communication, my internal audit . plan,
which has been used for many years, was never asked for by the accounting
firm performing the review. I have enclosed a copy of this document for
your review. To prove that the document was not written as a result of
your finding, you may check with our external auditing firm. I have given
them a copy of the plan several times over the years. Upon reviewing
Section 136.3 of the Internal Auditing Act, I realize that the plan may
not be structured exactly as you would like; therefore, I will revise this
document in the near future to meet your standards and make it a "stand
alone document”. I agree that my audit plan is not entirely in accordance
to Sectioni 136.3; however, I feel that your statement that. SURS does not
have an audit plan is untrue and I ask that you remove the finding.

Steve Hayward
Internal Auditor

Lok
Approved by: Z‘é\v“} ng M'ﬁ\’w%

Donald E. Hoffmeister
Executive Director

SH:pls
Encs.

(Additional response material supplied by the State
Universities Retirement System is on file at the
Office of the Auditor General.)
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OFFICE OF
Vice President for Business and Finance, Comptrolier

CHICAGO URBANA . CHAMPAIGN,

349 Administration Buiidiné . 506 South Wright Streat « Urbana. lllinois 61801

o ‘ : May 9, 1988

Mr. Ric Rowe, State Auditor

Office of the Auditor General
Marriott Commerce Building, Room 151
509 South Sixth Street

Springfield, Illinois 62701-1878

Dear Mr. Rowe: - .

The report on the management audit of the State's programs of intgrnal
auditing deals with two noncompliance areas for the University of Illinois
and I believe these findings merit a response.

The Internal Auditing Act requires the chief internal auditors to report
directly to agency chlef executive officers. The objectives of the Act, as
stated in your report, are to ensure that audit findings are communicated
fully to the director; to hold the agency director accountable for adequacy
of internal controls and operations, use the authority of the director to
ensure remedial action.

Our chief internal auditor reports functionmally to the president of the
university. He reports administratively to me. All audit reports are
addressed to me and copled to the president. He receilves all audit reports
directly from the audit office and this ensures that all audit findings are
communicated without any-: opportunities to alter or stop the audit findings
from reaching the president's office.

The president is involved in the planning process and meets with the chief
internal auditor to review and approve the annual audit plan and the long
range audit plan. The president is also included in the audit recommenda-
tion follow-up process. * All unimplemented audit recommendations are
followed up semiannually and a- report of the project is directed to me
with a copy to the president.~ The: president has supported the audit staff
to ensure remedial actiom- ‘%1ll'be taken in the rare instances when it was
necessary. We beli&veé, then, ‘that the university has met the intent of the
Act by including the president in the planning, auditing, and follow-up
process at an appropriate level of detail to ensure compliance with the
objectives intended.
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Mr. Rowe
Page Two
May 9, 1988

The second area of noncompliance is titled administrative and accounting
audits. This appears to address the fact that the internmal audit program
does not include biennial reviews of each iuternal control system at each
operating department of the university. The number of operating depart-
ments of the university 1igs between 600 and 700 departments, depending on
the definition of department. This finding was stated in the 1986
compliance audit and we, subsequently, addressed this finding with the
Legislative Audit Commission. ‘ :

Our response to the compliance audit finding and our response to the
finding in your report are the same:

The audit office will conduct a risk analysis by visiting each
department, the purpose beilng to determine the level of business
risk associated with the department financial activity. This will
be an important input in the development of future audit plans,
Those plans will incorporate a stratified random sample approach to
determine which departments to review. We do not believe it is a
prudent use of audit resources to review every department every two
years, nor do we interpret the intent of the Act is to perform 100
percent audit coverage. It has been an accepted practice in the audit
profession to review major internal control systems and use management
judgement as to the appropriateness. of the identity and frequency
of review of the minor internal control systenms,

The Legislative Audit Commission agreed with our respounse to the internal
audit plan and the incorporation of a risk analysis to determine audit

coverage.

It is important to be results oriented. When one is not, there is always
an opportunity to get lost in a process nouncompliance problem when the
results are meeting the objectives., I recommend that in future audits
you review not only the process but the results as well. There are many
good observations in your report, and we do support your recommendations im
Chapter VI. . .

Sincerely,

Vice President for )
Business and Finance
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STATE OF ILLINOIS

DEPARTMENT OF VETERANS' AFFAIRS

P.O. Box 19432 208 West Cook Street Springfield, lllinois 62794-9432 217/782.6641

OHN W, JOHNSTON * :

DIRECTOR 88 M8 12 PM 9 32
JAMES D. ROSAS

ASSISTANT DIRECTOR May 9, 1988

Robert G. Cronson

Auditor General

Marriot Commerce Building
Room 151, 509 South Sixth
Springfield, Illinois

ATTN: Mr. Ric Rowe

Subject: Management Audit Illinois State Program of Internal Audit

Dear Mr. Cronson:

Your letter of April 25, 1988, covering the management audit of Illinois State
Audit Programs, mentioned the Department of Veterans' Affairs twice. In
Appendix F, in the "Estimates of Auditors Needed", not being conversant with
the "Model™ used in the estimation of internal auditor staff, I can only
reiterate my previous assessment that our current staff of two auditors is

adequate.

In Appendix E, Non compliance with Statutes, Accounting and Administrative
Audits, the reference is to the audit of internal fiscal and administrative
controls. The audit of fiscal and administrative controls for the Central
Office was in process when your Auditor was here, and has now been completed.

Sincerely,

JWJ:VWJ:jal
06634
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= "‘i'ﬁ-i-'-;=-§ DEPARTMENT OF "
E=QWRE= CENTRAL MANAGEMENT SERVICES

Rose Mary Bombela, Assistant Director

Michael! E, Tristano, Director ) .
Daniel R. Long, Assistant Director

‘%%q s
May “'3.3, 1988

Honorable Robert G. Cronson
Auditor General

State of Illinois

509 South Sixth Street
Springfield, Illinois 62701

Dear Mr. Cronson:

Re: Management Audit, Illinois' State Programs of Internal Auditing
While the management audit does not specifically call for a response,
there are several issues that I feel are appropriate to camment on due to
the uniqueness of the Department of Central Management Services (DQMS)
statutory responsibilities:

. Chief Internal Auditor Qualifications (Pages 15-16)

In the draft report, a point was raised concerning the differences
between DXIMS's qualifications for chief internal auditors as cited in
the Internal Auditor series specifications. The finding indicates
that the statutes (Internal Auditing Act) would allow a Certified
Public Accountant (CPA) and no experience to qualify, whereas our
specification, pursuant to the IL Persomel Code (Chapter 127,
Paragraph 636108), for a Internal Auditor III requires at least four
years of experience even if a candidate has a CPA. Experience is
necessary for this responsible position (Chief Internal Auditor), and
our Internal Auditor class specifications recognize this. The audit
also concludes that the Act does not recognize other professional
designations amd that these might be equally wvalid in promoting
auditing efficiency. Our standards recognizes the Certified Internal
Auditor designation as well.

Your statement that our specifications are ''mow inconsistent with the
Internal Auditing Act'" is followed by a conclusion that our
"requirements are more desirable than the qualifications specified in
the Act.'" Your audit suggests that the Act be modified to add
experience requirements and to recognize the Certified Internal
Auditor designation, we concur.

Agencies With No Internal Auditing Programs (Pages 11-12) :
Coordination of Peer Review and lraining (Pages 24-26)

It should be pointed out that portions of the actions recommended by

the report already exist within the statutes - delegating the

responsibilities to the DMS. Chapter 127, Paragraph 35.4, Section

(d) provides for our agency to ''examine the accounts of any

organization ..." and tion (e) states ''provide continuing
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Honorable Robert G. Cronson
May 13, 1988
Page 2

instruction in auditing.' Only due to lack of funding have these two
initiatives not been fully exercised and I do encourage the General
Assembly to consider adequate funds for exparxh_ng our professional

services within the DCMS structure

If T may be of further assistance, please contact me or William B
Winberg, Chief Internal Auditor.

Sincerely,

MET:WBW:hs
cc: William B. Winberg
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