SIAAB Guidance #07
Access and Disclosur e of Engagement Recor ds

Adopted December 13, 2016

*** Note: The terms “ Chief Executive Officer” or “ Agency Head” as utilized in this document
are interchangeable and shall refer to the individual who has been designated by the Governor
asthe head of an agency under the Governor or the Constitutional Officer, in the case of those
entities which do not fall under the direct jurisdiction of the Governor. The term “ Agency” as
utilized inthis document, refersto an agency under the Governor or the Congtitutional Office, in
the case of those entities which do not fall under the direct jurisdiction of the Governor. Illinois
Administrative Procedures Act (5 ILCS 100 Section 1-25) states, “ ‘Agency head’ means an
individual or group of individuals in whomthe ultimate legal authority of an agency is vested by
any provison of law.”

“ Chief Audit Executive (or Chief Internal Auditor) describes the role of a personin a senior
position responsible for effectively managing the internal audit activity in accordance with the
internal audit charter and the mandatory elements of the Inter national Professonal Practices
Framework. The Chief Audit Executive (or Chief Internal Auditor) or others reporting to the
Chief Audit Executive (or Chief Internal Auditor) will have the appropriate professonal
certifications and qualifications The specific job title and/or regponsibilities of the Chief Audit
Executive may vary across organizations.” [Inlllinois the Fiscal Contral and Internal Auditing
Act refersto this position as Chief Internal Auditor.]

Key Related Auditing Sandards

Performance Standard (PS) 2330 (Documenting Information) — Internal auditors must
docurment relevant information to support the conclusions and engagement results.

PS 2330.A1 — The chief audit executive must control access to engagement records. The
chief audit executive must obtain the approval of senior management and/or legal
counsd prior to releas ng such recordsto external parties, asappropriate.

PS 2400 (Comnunicating Results) — Internal auditors must communicate the results of
engagements.

PS 2440 (Disseminating Results) — The chief audit executive must communicate results to the
appropriate parties.

PS 2440.A1 — The chief audit executiveisresponsiblefor communicating the final results
to partieswho can ensure that the results are given due cons der ation.

PS 2440.A2 — If not otherwise mandated by legal, statutory, or regulatory requirements,
prior to releasing results to parties outsde the organization, the chief audit executive
must:
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» Assessthe potential riskto the or ganization;
= Consult with senior management and/or legal counsel as appropriate; and
= Control dissemination by redricting the use of the results.

Key Practice Advisories (PA):

PA2330.A1-1( Control of Engagement Recor ds)

PA2330.A1-2 (Granting Access to Engagement Recor ds)

PA2400-1 (Legal Consider ations in Communicati ng Results)

PA 2440-2 (Communicating Sensitive Information Within and Outsi de)
PA 2440.A2-1 (Communications Outs de the Or gani zati on)

SIAAB Interpretation

The primary applicable auditing standard is Performance Sandard (PS) 2330.A1 (Access to
Engagement Records): The chief audit executive must control accessto engagenment records The
chief audit executive must obtain the approval of senior management and/or legal counsel prior
toreleasing such recordsto external parties, asappropriate.

As a general rule, unless access to internal audit records is edablished by law/statute, rule,
regulation, agreement, or policy, the Chief Internal Auditor should consult with the chief
executive officer and/or legal counsel and obtain approval, as appropriate, prior to releasing
internal audit records outside the agency.

According to 11 A Practice Advisory (PA) 2330.A1-1 (Control of Engagement Records): I nternal
audit engagement records include reports, supporting documentation, review notes, and
correspondence, regardless of sorage media. Engagement records or working papers are the
property of the organization. The internal audit activity controls engagement working papers
and provides access to authorized per sonnd only.

Internal audit recordsare property of the agency, and internal audit policies should explain which
internal or external parties can be granted access to engagement records, and how requeds for
accessto those records need to be handled.

When furnishing engagement records inside or outside the agency, the Chief Internal Auditor
should, where possible, consider releasing documents in a form where they cannot be easily
changed (e.g., as an image rather than in word processing format). For paper documents, the
Chief Internal Auditor should release copies and keep the originals. The internal audit records
should be labeled confidential and secondary didribution should be prohibited without
permission. The label may note the records are exempt from disclosure under the Freedom of
Information Act (FOIA) (5 ILCS140/7(1)).
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Access within the agency

Internal audit often obtains highly sensitive information regarding exposures, threats,
uncertainties, fraud, wase, mismanagement, illegal activities, abuse of power, misconduct, or
other wrongdoings. Inappropriate release of such information may result in potentially
significant consequences.

The Chief Internal Auditor decides to whom internal audit reports are released and the reports
should include an authorized distribution list and restrictions on further distribution. Report
recipients and personnel may request access to internal audit records, and the Chief Internal
Auditor should consider adopting policies governing the release of information within the
agency, including written agreements with the recipients where appropriate. Even when the
Chief Internal Auditor delegates such responsibilities, he or she retains overall responsibility. See
also PA 2330.A1-1 (Control of Engagement Records).

Access outside the agency

According to PA 2440.A2: If not otherwise mandated by legal, statutory, or regulatory
requirements, prior to releasing results to parties outsde the organization, the chief audit
executive mug:

» Assessthe potential riskto the or ganization;

= Consult with senior management and/or legal counsel as appropriate; and

= Control dissemination by redricting the use of the results.

There are many circumstances (external audit, inspectors general, federal/regulatory entity)
where the authority to access audit recordsis mandated. However, depending on the agency and
the nature of engagement records for that agency, the Chief Internal Auditor may want to
consider adopting policies governing the release of information outside the agency where access
isnot mandated. The policies may include:
= The process for requesting permission to disclose information outside the agency;
» The level of authorization required to disclose information outside the agency;
» Guidelines regarding permissible and prohibited disclosure;
= External parties authorized to receive information and the types of information they may
receive; and,
» Related privacy regulations, regulatory requirements, and legal considerations for
reporting information outside the agency.

Chief Internal Auditors may also consider a written agreement, where appropriate, with the
intended recipient concerning the proper use and protection of the information being disclosed.
Agreements may address copyright issues, intended use of the information, and limitations on
further disclosure.
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Access by external auditors

According to PA 2330.A1-1 (Control of Engagement Records), the Chief Internal Auditor
approves access to engagement working papers by external auditors Further, the lllinois State
Auditing Act (30 ILCS 5/3-12) requires State agenciesto cooperate with the Auditor General and
make available to the Auditor General or his or her designated representative any record or
information requested, without delay.

Access by external quality assurance reviewers

Accordingto AS 1312 (External Assessments), external assessments must be conducted at least
once every five years by a qualified, independent assessor or assessment team from outside the
organization. SIAAB has adopted a process for completing quality assurance reviews, and
provides a list of qualified and certified quality assurance reviewers. Consequently, it is
necessary to disclose engagement records to the external assessor(s). Generally, external
assessors will review engagement records onsite without the records leaving the agency.
External assessors are required to sign confidentiality agreements prior to engaging in quality
assurance review activities. Seealso https./siaab.audits.uillinois.edW/QAR_Prograny

Access by Ingectors General

Inspectors General invedigate allegations of fraud, waste, abuse, mismanagement, misconduct,
nonfeasance, misfeasance, malfeasance, and/or violations of lawsand rules. The State Officials
and Employees Ethics Act (5 ILCS 430/20-10) grants each Inspector General jurisdiction over
all officers and employees of, and vendors and others doing business with, the State agencies
within the jurisdiction of the congtitutional officer who appointed the Inspector General. Many
agencies have a designated liaison with the I nspectors General, and Chief Internal Auditors may
ak the Inspectors General to route requests and documentation through the designated liaison.
However, whether requests go through a liaison or directly to internal audit isat the discretion of
the Inspector General, as I ngpectors General have the authority to reques any information from
any person deemed relevant in conducting an invegigation (5 IL CS 430/20-20).

Access related to legal proceedings

Caution: Internd auditors should consult with legal counsel in matters involving legal issues.

Outside parties may seek access to internal audit records in different types of proceedings,
including criminal prosecutions, civil litigation, tax audits, regulatory reviews, various
government (state and federal) reviews, etc. Internal audit engagement records are generally
produced under the presumption their contents are confidential and may contain a mix of facts
and opinions. However, those who are not familiar with the agency or the internal audit process
may misunderstand those facts and opinions. See also PA 2330-A1-2 (Granting Access to
Engagement Records) and PA 2400-1 (Legal Considerations in Communicating Results).
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Potentially, internal audit records that are not specifically protected may be accessed in legal
proceedings or through court order. Legal requirements vary significantly in different
jurisdictions. When there is a specific reques for engagement records in relation to a legal
proceeding, the Chief Internal Auditor should work with legal counsel in determining what to
provide. See also PA 2330.A1-1 (Control of Engagement Records) and PA 2400-1(Legal
Considerations in Communicating Results).

Accessto federal or requlatory entities

Disclosure of engagement records and reports to federal or regulaory entities may be mandatory
under laws, regulations, and/or agreements. The records and reports provided to federal and
regulatory entities should be marked as confidential.

Voluntary disclosureto other external parties

There may be circumstances where parties outside the agency, such as other State agencies and
boards request internal audit documentation. Unless disclosure is already edablished or
required (based on law, rule, agreement, etc.), the disclosure is voluntary on the part of the
agency and the Chief Internal Auditor should obtain the approval of the chief executive officer
and/or legal counsel, as appropriate, prior to the voluntary disclosure of internal audit
documentation.

Where possible, if the voluntary release of internal audit documentation is permitted by the chief
executive officer, legal counsel and/or Chief Internal Auditor, consider releasing summaries
rather than reports or records (summaries are generally not an option for mandatory disclosures
to externa parties as required by law, court order, regulation, etc.). Recipients of voluntary
disclosures should be advised of confidentiality requirements and of redrictions on further
digribution.

Though the Freedom of Information Act (FOIA) exemption ordinarily applies to internal audit
records voluntarily released outside the agency, there are circumstances that may negate the
FOIA exemption. Therefore, depending on the nature of the engagement records, the Chief
Internal Auditor should consult with legal counsel where appropriate. See also PA 2440.A2-1
(Communications Outside the Organization).

Whistleblowing

There are circumstances where an internal auditor may encounter a legal, professional, or ethical
obligation to communicate information outside of normal reporting process, and potentially
outside of the agency. This communication is commonly called *“whigleblowing.”
Whistleblowing can be internal (legal counsel, ethics officer, agency Inspector General, etc.) or
external (Office of the Executive Inspector General, Attorney General, law enforcement, public
official, etc.). The auditor should be aware of situations in which whistleblowing is required
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(criminal offenses, public sfety, etc.) and condder the ramifications of releasing sensitive
information outside the normal chain of communication or outside the agency.

The auditor will need to consider the Duty of Confidentiality imposed by The 11A’s Code of
Ethics which requires internal auditors to respect the value and ownership of information and
avoid discloang it without appropriate authority unless there is a legal or professonal
obligation to do so. The auditor may seek the advice of legal counsel and, if appropriate, other
experts (ethics officers, Inspectors General, the Sate Internal Audit Advisory Board, etc.).
Ultimately, the professional decision to communicate outside the normal chain of
communication needs to be based on a well-informed opinion that wrongdoing is supported by
substantial, credible evidence and that a legal or regulatory imperative, or a professional or
ethical obligation, requires further action. See also PA 2440-2 (Communicating Sensitive
Information Within and Outside the Chain of Command).

The Sate Officials and Employees Ethics Act (5 ILCS 430/15) addresses whistleblower
protection.

Fiscal Control and Inter nal Auditing Act (FCIAA)

Sec. 2001. Program of internal auditing.

Each designated State agency as defined in Section 1003(a) shall maintain a full-time program
of internal auditing. In the event that a designated State agency is merged, abolished,
reorganized, or renamed, the successor State agency shall also be a designated Sate agency.
[30 ILCS10/2001(a)]

Sec. 2002. Qualifications of Chief Internal Auditor.
(a) The chief executive officer of each dedgnated Sate agency shall appoint a Chief Internal
Auditor with abachel or'sdegree, who iseither:
(1) a certified internal auditor by examination or a certified public accountant and who
hasat least 4 years of progressively regponsible professional auditing experience; or
(2) an auditor with at least 5 years of progressively responsible professional auditing
experience.
(b) The Chief Internal Auditor shall report directly to the chief executive officer and shall have
direct communications with the chief executive officer and the governing board, if applicable, in
the exercise of auditing activities. All Chief Internal Auditors and all full-time members of an
internal audit staff shall be free of all operational duties. [30 ILCS10/2002]

Sec. 2003. Internal auditing programrequirements

() The chief executive officer of each designated Sate agency shall ensure that the internal

auditing programincludes:
(1) Atwo-year plan, identifying audits scheduled for the pending fiscal year, approved by
the chief executive officer before the beginning of the fiscal year. By September 30 of
each year the Chief Internal Auditor shall submit to the chief executive officer a written
report detailing how the audit plan for that year was carried out, the significant findings,
and the extent to which recommended changes were i mplemented.
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(2) Audits of major systems of internal accounting and admi nistrative control conducted
on a periodic basis s that all major systems are reviewed at least once every 2 years.
The audits must include testing of:
(A) the obligation, expenditure, receipt, and use of public funds of the State and of
funds held in trust to deter mine whether those activities are in accordance with
applicablelaws and regulations and
(B) grantsreceived or made by the des gnated Sate agency to determine that the
grants are nonitored, administered, and accounted for in accordance with
applicablelaws and regulations
(3 Reviews of the design of major new éectronic data processing sysens and mgjor
modifications of those systems before their ingall ation to ensure the sysems provide for
adequate audit trails and accountahility.
(4) Special audits of operations, procedures, prograns, electronic data processing
systens, and activities as directed by the chief executive officer or by the governing
board, if applicable.
(b) Each Chief Internal Auditor shall have, in addition to all other powers or duties authorized
by law, required by professonal ethics or standards, or assgned congstent with this Act, the
powers necessary to carry out the dutiesrequired by this Act.

Illinois State Auditing Act

(301LCS5/3-12)

Sec. 3-12. Cooperation of State agencies. All Sate agencies and their officers and employees
shall pronptly comply with, and aid and assist the Auditor General in the exercise of his or her
powers and duties under this Act and the regul ations adopted pur suant to this Act.

At the requed of the Auditor General, each State agency shall, without del ay, make available to
the Auditor General or his or her des gnated representative any record or information requested
and shall provide for examination or copying all records accounts, papers, reports, vouchers,
corregpondence, books and other documentation in the custody of that agency, including
information gored in electronic data processng systems, which isrdated to or within the scope
of any audit or investigation under this Act.

The Auditor General shall report to the Legidative Audit Commission, the Speaker of the House
of Representatives and the President of the Senate each instance in which a State agency failsto
cooperate promptly and fully with his or her office asrequired by this Section.

The Auditor General may ingtitute and maintain any action or proceeding to secure compliance
with this Act and the regulati ons adopted hereunder.

Illinois Freedom of | nformation Act (FOIA)

(51LCS 140/7)

(1. The following shall be exempt from ingpection and copying:

(m Communications between a public body and an attorney or auditor representing the public
body that would not be subject to discovery in litigation, and material s prepared or conpiled by
or for a public body in anticipation of a crimnal, civil or administrative proceeding upon the
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reques of an attorney advising the public body, and material s prepared or compiled with respect
tointernal audits of public bodies.

State Officials and Employees Ethics Act

(51LCS430/15-10)

Sec. 15-10. Protected activity. An officer, a member, a State enpl oyee, or a Sate agency shall
not take any retaliatory action against a Sate employee because the Sate enpl oyee does any of
the following:

(1) Discloses or threatens to disclose to a supervisor or to a public body an activity, palicy,
or practice of any officer, member, Sate agency, or other Sate employee that the Sate employee
reasonably believesisinviolation of alaw, rule, or regul ation.

(2) Provides infor mation to or tegifies before any public body conducting an invedigation,
hearing, or inquiry into any violation of a law, rule, or regulation by any officer, member, Sate
agency, or other Sate employee.

(3) Assidsor participatesin a proceeding to enforce the provisions of this Act.

(51LCS430/20-10)

(c) The Executive Inspector General appointed by the Attorney General shall have jurisdiction
over the Attorney General and all officers and employees of, and vendors and others doing
business with, State agencies within the jurigdiction of the Attorney General. The Executive
Inspector General appointed by the Secretary of Sate shall have jurisdiction over the Secretary
of State and all officers and enployees of, and vendor s and others doing business with, Sate
agencies within the jurisdiction of the Secretary of State. The Executive Inspector General
appointed by the Comptroller shall have jurisdiction over the Comptroller and all officers and
employees of, and vendor s and other s doing business with, Sate agencies within the jurisdiction
of the Comptroller. The Executive Inspector General appointed by the Treasurer shall have
jurisdiction over the Treasurer and all officersand enpl oyees of, and vendor s and other s doing
business with, Sate agencies within the jurisdiction of the Treasurer. The Executive Inspector
General appointed by the Governor shall have jurisdiction over (i) the Governor, (ii) the
Lieutenant Governor, (iii) all officers and employees of, and vendor s and others doing bus ness
with, executive branch Sate agencies under the jurisdiction of the Executive Ethics Commission
and not within the jurisdiction of the Attorney General, the Secretary of Sate, the Conptroller,
or the Treasurer, and (iv) all board members and empl oyees of the Regional Transit Boards and
all vendors and others doing busness with the Regional Transt Boards.

The jurisdiction of each Executive Inspector General is to investigate allegations of fraud,
waste, abuse, msmanagement, misconduct, nonfeasance, misfeasance, malfeasance, or
violationsof this Act or violations of other related laws and rules.

(51LCS430/20-20)

Sec. 20-20. Duties of the Executive Ingpectors General. In addition to duties other wi se assigned
by law, each Executive Inspector General shall have the following duties:

(2) To request information relating to an investigation from any person when the Executive
Inspector General deemsthat infor mation necessary in conducting an i nvestigation.
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