SUMMARY OF MORE SUBSTANTIVE CHANGES TO 2017 I1A STANDARDS

11A Attribute Standards:

1000 - Purpose, Authority, and Responsibility

The purpose, authority, and responsibility of the internal audit activity must be formally defined
in an internal audit charter, consistent with the Mission of Internal Audit and the mandatory
elements of the International Professional Practices Framework (the Core Principles for the
Professional Practice of Internal Auditing, the Code of Ethics, the Standards, and the Definition
of Internal Auditing). The chief audit executive must periodically review the internal audit
charter and present it to senior management and the board for approval.

1010 — Recognizing Mandatory Guidance in the Internal Audit Charter

The mandatory nature of the Core Principles for the Professional Practice of Internal Auditing,
the Code of Ethics, the Standards, and the Definition of Internal Auditing must be recognized in
the internal audit charter. The chief audit executive should discuss the Mission of Internal Audit
and the mandatory elements of the International Professional Practices Framework with senior
management and the board.

1110.A1 - The internal audit activity must be free from interference in determining the scope of
internal auditing, performing work, and communicating results. The chief audit executive must
disclose such interference to the board and discuss the implications.

1112 - Chief Audit Executive Roles Beyond Internal Auditing

Where the chief audit executive has or is expected to have roles and/or responsibilities that fall
outside of internal auditing, safeguards must be in place to limit impairments to independence or
objectivity.

Interpretation:

The chief audit executive may be asked to take on additional roles and responsibilities outside of
internal auditing, such as responsibility for compliance or risk management activities. These
roles and responsibilities may impair, or appear to impair, the organizational independence of
the internal audit activity or the individual objectivity of the internal auditor. Safeguards are
those oversight activities, often undertaken by the board, to address these potential impairments,
and may include such activities as periodically evaluating reporting lines and responsibilities
and developing alternative processes to obtain assurance related to the areas of additional
responsibility.



1130.A3 — The internal audit activity may provide assurance services where it had previously
performed consulting services, provided the nature of the consulting did not impair objectivity
and provided individual objectivity is managed when assigning resources to the engagement.

1210 - Proficiency

Internal auditors must possess the knowledge, skills, and other competencies needed to perform
their individual responsibilities. The internal audit activity collectively must possess or obtain the
knowledge, skills, and other competencies needed to perform its responsibilities.

Interpretation:

Proficiency is a collective term that refers to the knowledge, skills, and other competencies
required of internal auditors to effectively carry out their professional responsibilities. It
encompasses consideration of current activities, trends, and emerging issues, to enable relevant
advice and recommendations. Internal auditors are encouraged to demonstrate their proficiency
by obtaining appropriate professional certifications and qualifications, such as the Certified
Internal Auditor designation and other designations offered by The Institute of Internal Auditors
and other appropriate professional organizations.

1320 — Reporting on the Quality Assurance and Improvement Program
The chief audit executive must communicate the results of the quality assurance and
improvement program to senior management and the board. Disclosure should include:

e The scope and frequency of both the internal and external assessments.

e The qualifications and independence of the assessor(s) or assessment team, including
potential conflicts of interest.

e Conclusions of assessors.

e Corrective action plans.

11A Performance Standards:

2000 — Managing the Internal Audit Activity
The chief audit executive must effectively manage the internal audit activity to ensure it adds
value to the organization.

Interpretation:

The internal audit activity is effectively managed when:

It achieves the purpose and responsibility included in the internal audit charter.
It conforms with the Standards.

Its individual members conform with the Code of Ethics and the Standards.

It considers trends and emerging issues that could impact the organization.



The internal audit activity adds value to the organization and its stakeholders when it considers
strategies, objectives, and risks; strives to offer ways to enhance governance, risk management,
and control processes; and objectively provides relevant assurance.

2010 - Planning
The chief audit executive must establish a risk-based plan to determine the priorities of the
internal audit activity, consistent with the organization’s goals.

Interpretation:

To develop the risk-based plan, the chief audit executive consults with senior management and
the board and obtains an understanding of the organization’s strategies, key business objectives,
associated risks, and risk management processes. The chief audit executive must review and
adjust the plan, as necessary, in response to changes in the organization’s business, risks,
operations, programs, systems, and controls.

2050 — Coordination and Reliance

The chief audit executive should share information, coordinate activities, and consider relying
upon the work of other internal and external assurance and consulting service providers to ensure
proper coverage and minimize duplication of efforts.

Interpretation:

In coordinating activities, the chief audit executive may rely on the work of other assurance and
consulting service providers. A consistent process for the basis of reliance should be
established, and the chief audit executive should consider the competency, objectivity, and due
professional care of the assurance and consulting service providers. The chief audit executive
should also have a clear understanding of the scope, objectives, and results of the work
performed by other providers of assurance and consulting services. Where reliance is placed on
the work of others, the chief audit executive is still accountable and responsible for ensuring
adequate support for conclusions and opinions reached by the internal audit activity.

2060 — Reporting to Senior Management and the Board

The chief audit executive must report periodically to senior management and the board on the
internal audit activity’s purpose, authority, responsibility, and performance relative to its plan
and on its conformance with the Code of Ethics and the Standards. Reporting must also include
significant risk and control issues, including fraud risks, governance issues, and other matters
that require the attention of senior management and/or the board.

Interpretation:

The frequency and content of reporting are determined collaboratively by the chief audit
executive, senior management, and the board. The frequency and content of reporting depends
on the importance of the information to be communicated and the urgency of the related actions
to be taken by senior management and/or the board.



The chief audit executive’s reporting and communication to senior management and the board
must include information about:
e The audit charter.
Independence of the internal audit activity.
The audit plan and progress against the plan.
Resource requirements.
Results of audit activities.
Conformance with the Code of Ethics and the Standards, and action plans to address any
significant conformance issues.
e Management’s response to risk that, in the chief audit executive’s judgment, may be
unacceptable to the organization.

These and other chief audit executive communication requirements are referenced throughout
the Standards.

2110 — Governance
The internal audit activity must assess and make appropriate recommendations to improve the
organization’s governance processes for:

e Making strategic and operational decisions.

e Overseeing risk management and control.

e Promoting appropriate ethics and values within the organization.

e Ensuring effective organizational performance management and accountability.

e Communicating risk and control information to appropriate areas of the organization.

e Coordinating the activities of, and communicating information among, the board, external

and internal auditors, other assurance providers, and management.

2200 — Engagement Planning

Internal auditors must develop and document a plan for each engagement, including the
engagement’s objectives, scope, timing, and resource allocations. The plan must consider the
organization’s strategies, objectives, and risks relevant to the engagement.

2450 - Overall Opinions

When an overall opinion is issued, it must take into account the strategies, objectives, and risks
of the organization; and the expectations of senior management, the board, and other
stakeholders. The overall opinion must be supported by sufficient, reliable, relevant, and useful
information.

Interpretation:
The communication will include:

e The scope, including the time period to which the opinion pertains.
e Scope limitations.
e Consideration of all related projects including the reliance on other assurance providers.



e A summary of the information that supports the conclusion
e The risk or control framework or other criteria used as a basis for the overall opinion.
e The overall opinion, judgment, or conclusion reached.

The reasons for an unfavorable overall opinion must be stated.
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